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Abstract

The increasing complexity of IT systems and the grow-
ing demand for regulation compliance are main issues for
the design of IT systems. Addressing these issues requires
the developing of effective methods to support the analysis
of regulations and the elicitation of any organizational and
system requirements from them. This work investigates the
problem of designing regulation-compliant systems and, in
particular, the challenges in eliciting and managing legal
requirements.

1 Introduction

Making IT systems and procedures compliant with reg-
ulations is a challenge for every organization. For instance,
violations of privacy have been inadvertently supported by
information technologies [2], as in the case of Kaiser Per-
manente (KP), a US health provider, which accidentally dis-
closed personally identified health information through its
web healthcare portal [10].

Organizations employ software products, and develop
procedures, to support their business activities. They must
ensure that the software products and procedures adopted
are compliant with the regulations in force. In the case of
non-compliance with applicable laws, an organization may
be administratively sanctioned; also, a person who has suf-
fered damage because of a deviation from these norms may
claim compensation. Legal incidents do not have only le-
gal and financial consequences for an organization, but also
affect the trust that people feel towards the organization [6].

Very often, organizations impose the full burden of de-
vising a regulation-compliant product on software designers
and system administrators that do not have any legal edu-
cation. The analysis of laws is time consuming and error
prone, and it must be done by a lawyer specialized in the
field. In addition, there is a gap between legal and computer
language that makes it difficult to convert legal obligations
into organizational and system requirements [12].

These issues affect the development of software prod-

ucts and the development of procedures compliant with rel-
evant regulations. To facilitate the alignment of organiza-
tional and system requirements with legislation, designers
need methods and tools that assist them to analyze regu-
latory documents and to elicit their requirements. In this
work, we investigate the problem of designing regulation-
compliant systems and, in particular, of eliciting and man-
aging requirements from regulations.

The paper is organized as follows. In the next section,
we identify the main challenges for the development of
regulation-compliant systems. Then, we discuss the iden-
tified challenges in detail in Sections 3, 4, 5, and 6. Finally,
we conclude in Section 7.

2 Issues

Designing regulation-compliant systems demands the
analysis of normative legal texts and the elicitation of their
organizational and system requirements. Any attempt to
meet these challenges requires organizations to address a
number of issues:

• Information extraction from law: to find require-
ments in regulatory documents, organizations must
identify relevant pieces of information in these doc-
uments and understand the relationships between var-
ious information fragments. Although the vocabulary
and grammar used is often restricted, legal texts are
written in natural language in its full complexity.

• Choice of law: organizational and system require-
ments can arise from different sources of law. There-
fore, organizations shall analyze all relevant regula-
tions and prioritize them to identify the legal require-
ments to be met.

• Imperfection and vagueness of law: the interpreta-
tion of a law consists in determining the true meaning
of the law. Unfortunately, this is difficult because le-
gal documents can contain vague terms, contradictory
provisions, and legal lacunae.



• Dynamics of law: law is not a static phenomenon. It
evolves continuously: new legislation is enacted; old
legislation is amended or repealed; important judicial
decisions are issued. Requirements to be met by orga-
nizations may change consequently. An organization
must therefore keep its IT systems and procedures up-
dated and consistent with respect to all applicable reg-
ulations.

3 Information Extraction from Law

Nowadays, law strictly regulates the business activities
of organizations. Organizations must implement legal re-
quirements when developing their IT systems and defining
their policies and procedures. Unfortunately, the analysis of
legal texts entails a number of difficulties.

Several efforts have been made to improve the accessi-
bility of laws by offering ontologies, guidelines and stan-
dards for legal drafting, such as the Italian NIR standard1

and the Dutch Guidelines for Legal Drafting.2 These pro-
vide a standardized description of normative documents and
guidelines to guarantee interoperability among the IT sys-
tems of public authorities. Based on the elaborated stan-
dards, a number of tools have been developed to facilitate
the analysis of regulations, as for instance, NormaSystem
[18], MetaVex [21], SOLON [11], and XMLeges [3]. These
tools provide user-friendly environments to create, modify,
and annotate legal documents. They also allow the vali-
dation of annotated documents against regulation templates
in order to detect inconsistencies in the markup, such as, a
missing publication date, the duplication of the title or date,
or the wrong content type.

However, such legal drafting tools are not suitable for
the elicitation of legal requirements. Organizations must
take into account different sources of law when eliciting le-
gal requirements, and interpret regulatory documents (see
the discussion of these issues in Sections 4 and 5). Also
some tools for legal drafting are limited to the regulation
template of specific countries. For example, XMLeges is
mainly oriented to writing documents according to the Ital-
ian NIR standard. Most important, although regulation-
drafting environments can help organizations to structure
regulations by highlighting syntactic information (e.g., the
date of creation or modification of the document, authors,
etc.), they are incapable of extracting requirements from le-
gal texts. Indeed, the extraction of information requires cap-
turing semantic relations among words to correctly interpret
the meaning of whole sentence.

Towards this goal, Antoniu et al. [5] have introduced
a regulations analysis method based on the defeasible the-
ory [17]. According to this theory, facts manually found

1http://www.normeinrete.it/
2http://www.justitie.nl/

in regulation documents are represented as defeasible log-
ical rules. Other systematic methods include Privacy APIs
[16], the Goal-Based Requirements Acquisition Methodol-
ogy (GBRAM) [4], and SALEM [7]. The Privacy APIs
framework converts rule statements in natural language into
formal expressions, which are formally analyzed to identify
problematic statements. GBRAM was developed to extract
goals from natural language texts and to apply them to pri-
vacy policies. One of the results of this analysis was the
creation of a set of heuristics for extracting artifacts from
legal texts [9], which was then combined into a frame-based
method for manually acquiring legal requirements and pri-
orities from regulations [8] and that has been used as a basis
for developing a framework for tool-supported identifica-
tion of requirements in legal documents [14]. The SALEM
system adapts a linguistic approach for the extraction of se-
mantic concepts from Italian legal documents, such as ac-
tors, actions and properties. It also classifies different types
of provisions using a text categorization algorithm.

Regulation analysis methods can aid software engineers
in the development of regulation-compliant systems. In-
deed, such methods provide a systematic way to elicit,
model and analyze requirements from legal texts. Once le-
gal requirements are formally modeled, they can be imple-
mented in a software system or converted into a set of test
cases for compliance verification. Yet, these instruments
remain unemployed, except for limited studies. The main
reason is the lack of tool support, which requires the addi-
tional involvement of expensive legal or linguistic expertise
to deal with the complicated text of legal documents.

4 Choice of Law

When developing regulation-compliant systems, organi-
zations must consider different sources of law. For instance,
US law relies on a mix of legislation, regulations, and self
regulations that are grounded in common law, constitutional
law, statuary law, and international law. In contrast, orga-
nizations in the EU must respect both EU legislation and
the national law of the Member State in which they oper-
ate. The most relevant sources of EU law are sources of
secondary law, namely regulations and directives. Accord-
ing to Article 249 of the Treaty establishing the European
Community, “a regulation shall have general application.
It shall be binding in its entirety and directly applicable in
all Member States” [1]. On the other hand, “a directive
shall be binding, as to the result to be achieved, upon each
Member State to which it is addressed, but shall leave to the
national authorities the choice of form and methods” [1].
Therefore, EU regulations must be adopted by organiza-
tions in their entirety. However, the nature of EU directives
also evokes the need to analyze national laws when elicit-
ing legal requirements. Directives only set general princi-



ples and guidelines and leave each Member State to define
specific requirements and measures to address the problem.
In fact, directives are intended to harmonize national laws
of Member States. When analyzing directives, it is neces-
sary to distinguish between provisions imposing obligations
only on Member States, and provisions that also impose
rights and obligations upon other subjects.3

Achieving compliance with all relevant and applicable
laws is a challenging task as regulations from different le-
gal sources can conflict. Legal theory states that inconsis-
tencies should be solved on grounds of legal force, where
the legal force of a regulation is derived from its position in
the system of law. Every country has its own legal system
in which sources of law are organized hierarchically with
respect to the tradition of the country. In case of contradic-
tory provisions set by two regulations, the rule contained in
the regulation having a higher legal force should be used.
However, a law hierarchy is not always well defined. For
instance, in the US, the position of international treaties is
highly debated, and contradictions with statutes are solved
using the “last-in-time” principle4 [15].

When two regulations at the same level set contradictory
provisions, legal theory offers two basic principles5 to de-
termine which provision should be used:

1. Lex posterior derogat priori: a rule stating that the reg-
ulation issued later should be applied;

2. Lex specialis derogat generali: a rule stating that the
more specific regulation should be applied.

Other specific rules may be found in various legal environ-
ments. For instance, the EU uses a principle of supremacy
of EC law6 and a principle of direct applicability.7

3Paragraph 1 of Article 23 of the European Data Protection Directive
(95/46/EC) represents a two-level provision that imposes an obligation on
Member States and at the same time it guarantees a particular right for
an individual person: “Member States shall provide that any person who
has suffered damage as a result of an unlawful processing operation or of
any act incompatible with the national provisions adopted pursuant to this
Directive is entitled to receive compensation from the controller for the
damage suffered”.

4This principle is recognized in cases such as Whitney v. Robertson,
124 U.S. 190 (1888); Appellants v. Dirk KEMPTHORNE; Secretary of
the Interior, et al., Appellees.

5These principles are accepted in the EU law by the ECJ, e.g., Opin-
ion of Advocate General Kokott in Case C-275/06; Opinion of Advocate
General Ruiz-Jarabo Colomer in Case C-104/03; Judgment of 25 October
2007 in joined cases T-27/03, T-46/03, T-58/03, T-79/03, T-80/03, T-97/03
and T-98/03.

6In accordance with the decision of the ECJ in the case 6/64, Flaminio
Costa v E.N.E.L., when there are contradictions between a national law
and an EC law which “is legally complete and consequently capable of
producing direct effects of the relations between Member States and indi-
viduals”, the EC law will be applied instead of national law.

7If a Member State does not implement a directive properly, persons
subject to its national law may claim a direct applicability of the relevant
EU directive when this is more advantageous for them, as determined by
the ECJ in decisions such as Van Gend en Loos (Case 26/62), Defrenne vs.

Organizations should be aware of all legislation that reg-
ulates their business activities. This implies that organiza-
tions must investigate all sources of law to identify the reg-
ulations relevant to their businesses. In the case of inconsis-
tencies in the relevant legislation, organizations also need to
be able to resolve the conflict and to choose the regulation
that shall be enforced. These issues demand methods and
tools for regulation management and analysis. The exten-
sive adaptation of regulation-drafting environments, which
provide facilities to use syntactic metadata, can help to solve
some of these problems, such as regulations structuring,
cross-referencing and versioning. Semantic approaches can
also be used to assist organizations in identifying and solv-
ing inconsistencies in applicable regulations.

Advanced legal information systems (LISs) provide an
answer to some of the issues considered here. In particular,
such systems store and categorize legal information in such
a way that enables the identification of legislation related to
a particular legal field or to a specific subject matter. Exam-
ples of LISs are ASPI8 and LexGalaxy.9 These are Czech
LISs that allow searching for legislation on the basis of var-
ious criteria. Usually, LISs also store all versions of legal
documents and often provide information on relations be-
tween these documents. However, organizations must be
aware of the hierarchy of laws to solve conflicts. Another
solution for determining the relevant legislation for a par-
ticular business organization is the creation of repositories
collecting business objectives and relating them to the cor-
responding legislation. These repositories can also contain
information on organizational and system requirements to
be met by business companies, and should be built on the
current industry practices.

5 Imperfection and Vagueness of Law

Legal texts are frequently affected by ambiguities and la-
cunae. These issues make it difficult to interpret legal texts
and elicit organizational and system requirements precisely.
The problem of lacunae in regulations arises when some
area should be regulated by law but it is not. Organiza-
tions may have doubts about their own rights and obliga-
tions. In this case, they have to verify whether the lacuna
has not been already filled in, for example, by binding ju-
dicial decisions (especially in the common law countries).
Organizations should also check whether they do not have
any obligation or right imposed upon them on the basis of
analogy with other regulations, and possibly, with judicial
decisions.

Legal texts often make use of vague and non-specific
terms that make the interpretation of provisions difficult. In

Sabena (Case 43/75), Van Duyn (Case 41/74), etc.
8http://www.aspi.cz/aspi/aspi-informace/english/
9http://www.lexgalaxy.cz/



the case of uncertainty about the meaning of a term or a
sentence, methods for legal interpretation can assist an or-
ganization in interpreting legal texts. These methods can be
divided into the following groups [13, 19]:

• lingual: interpretation is based on grammatical, mor-
phological, and syntactical rules;

• logical: the meaning is discovered with the help of for-
mal logic rules;

• systematic: interpretation is made with respect to the
whole legal order;

• historic: the meaning is clarified on the basis of cir-
cumstances under which the regulation was issued;

• teleological: interpretation is based on the purpose and
a function of the rule.

When eliciting legal requirements from EU legislation,
recitals must be given special attention. These instruments
specify the context and rationale for the legislation, provid-
ing guidelines for its interpretation. In particular, recitals
must be interconnected with provisions of the legislation to
prevent misleading interpretations. In addition, regulations
usually contain articles that define the terminology and con-
cepts of the specific application domain regulated by the
particular piece of legislation. For instance, Article 2 of the
European Data Protection Directive10 defines the concepts
of personal data, processing of personal data, and others.
Analysts can take advantages of these articles and recitals
to build specific application domain ontologies intended to
support system design and management.

As interpretation strongly depends on an understanding
of the law and its internal structure and relations, legal texts
are often difficult to understand for the “layman”. Addi-
tional support is therefore needed by organizations to make
a “correct” interpretation of law. In addition to tools for reg-
ulation management, organizations should also obtain tools
for legal interpretation and databases of relevant judicial de-
cisions, together with guidelines for using them.

6 Dynamics of Law

Laws change very often. When a relevant law is enacted
or amended, organizations must react accordingly. During
vacantia legis, i.e., the period between the enactment and
putting into legal effect of a law, organizations have to take
the steps necessary to comply with the new law. The length
of this period differs from country to country and may vary

10Directive 95/46/EC of the European Parliament and of the Council
of 24 October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data, Official
Journal L 281, 23/11/1995, p. 31

within the same country depending on the law:11 it is usu-
ally based on the importance and impact of changes, and
has the purpose of giving subjects the time to conform to
the new law.

To remain legally compliant, organizations must regu-
larly check for new laws relevant to their businesses. How-
ever, not only legislation but also some judicial decisions
are important to determine obligations as they may explain
complicated situations when relations of various laws are
not clear or are conflicting.12

After comparing new legislation with the one previously
in force to identify new, modified, or deleted organizational
and system requirements, organizations need methods to
identify which functionality of the system or steps of pro-
cedures should be modified to make the system compliant
with the new laws. Requirement traceability [20] can assist
organizations in this task as it ensures continued alignment
between requirements and various outputs of the system de-
velopment process.

7 Conclusions

Law plays a crucial role in the business activities of or-
ganizations. Designing IT systems and procedures compli-
ant with the relevant regulations in force is a challenging
task. As shown in this paper, several issues make the ac-
complishment of this task difficult. Although a number of
approaches and tools have been introduced in recent years,
they often focus on specific aspects of regulation analysis or
drafting tasks and, thus, address the problem only partially.
More efforts are needed to improve existing contributions
and integrate them to fully assist organizations in eliciting
and managing legal requirements.
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