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Abstract

The Internet of Things (IoT) is an emerging technology that is revolutionizing the global economy and society. IoT

enables a collaborative environment where different entities – devices, people and applications – exchange information

for service provision. Despite the benefits that IoT technology brings to individuals, society and industry, its wide

adoption opens new security and privacy challenges. Among them, a vital challenge is the protection of devices and

resources produced within IoT ecosystems. This need has attracted growing attention from the research community and

industry, and several authorization frameworks have been designed specifically for IoT. In this survey, we investigate the

main trends in access control in IoT and perform an extensive analysis of existing authorization frameworks tailored to

IoT systems. Driven by the needs of representative IoT applications and key requirements for IoT, we elicit the main

requirements that authorization frameworks for IoT should satisfy along with criteria for their assessment. These criteria

and requirements form a baseline for our literature study. Based on this study, we identify the main open issues in the

field of access control for IoT and draw directions for future research.
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1. Introduction

A recent technological evolution in the area of pervasive

computing is the Internet of Things (IoT). IoT is a “system

of entities (including cyber-physical devices, information

resources, and people) that exchange information and

interact with the physical world by sensing, processing
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information, and actuating” [4]. IoT provides advanced

applications to industry and citizens that improve individ-

uals’ quality of life and contribute to the world’s digital

economy. The adoption of IoT is steeply increasing and

several IoT applications are emerging, ranging from smart

home [35], patient monitoring [53, 76] and industry au-

tomation [102] to intelligent transportation [50], disaster

management [117] and infrastructure monitoring [62].

IoT combines the current Internet infrastructure and

emerging technologies, to ensure the seamless intercon-
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nection of hundreds of billions of embedded systems

and manage the services they provide while reducing

the Internet infrastructure’s cost and making it more

scalable, flexible and reactive [111]. The adoption of

IoT initially relied on the use of web-services to facilitate

software reusability and reduce application development

complexity. Although the integration with web-services

was an important addition to existing Wireless Sensor

Network (WSN) technologies, it also came with new

challenges. While web-services are based on long-lived

transactions, IoT applications are usually deployed in

constrained-resource devices that only wake-up for a

short period of time. To overcome the limited capabilities

of IoT devices, a recent trend is to shift data storage, com-

munication and computation from resource-constrained

devices to the cloud [73] and edge devices [107].

Although IoT brings several benefits for individuals, in-

dustry and society [113], the use of resource-constrained

devices along with the adoption of a plethora of tech-

nologies enlarges the attack surface and introduces new

security vulnerabilities. According to the OWASP IoT

project [3, 74], insecure access to web, backend APIs,

cloud and mobile interfaces is one of the top vulnera-

bilities for IoT applications. Indeed, smart devices are

typically configured and controlled via vendor apps, which

can have a smartphone-based interface and a Web-based

interface through a service running on a cloud infrastruc-

ture. Services expose a Web-API that allows to query

and control user data and devices from the same vendor

and other compliant devices from other vendors. Services

from vendors can be composed with third party services

e.g Facebook, Instagram using IFTTT Web service.

In this complex IoT ecosystem access control should

be enforced at each of these interfaces.

However, commercial IoT frameworks fall short in

implementing access control to this interfaces. Most

of the IoT frameworks enforce coarse-grained access

control policies [54, 96]: for instance, Nest Thermostat1

grants access to all the capabilities of a smart device or

to none, or the Apple Home Kit2 distinguishes between

full control of the device, view only control and local or

remote control. Other IoT frameworks enforce slightly

richer access control policies based on environmental

conditions: for example, Samsung SmartThings3 grants

access whether the user is at home or away. But to

track these factors SmartThings gains access to the GPS

coordinates of the user smartphone, which allows real-

time tracking of users and therefore violates their privacy.

These flaws in implementing access control policies

leads to devices and apps to be easily exploited to gain

unauthorized access to devices and to users and devices’

data that they collect and store [24, 30, 40]. A real-world

example of the consequences of having permissive or

overprivileged interfaces is Internet-enabled baby mon-

itors being remotely hacked and controlled [106]. The

remote hackers could intercept live video feeds from baby

monitor’s camera and perform different actions including

talking to babies and changing camera settings and even

permissions to remotely control the baby monitor.

To address these limitations, a fine-grained authoriza-

1https://nest.com/thermostats/

nest-learning-thermostat
2https://www.apple.com/lae/ios/home
3https://www.smartthings.com
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tion system that restricts access to IoT device’s interfaces

and data only to authorized users should be implemented.

Such a system should enforce policies based on several

factors like the capabilities of the smart devices, the

relationships among the users using the devices, and

environmental conditions such as time, and location [54].

Driven by this and similar considerations from other

studies, recent years have seen an increasing interest

in the field of access control for IoT in both academia

and industry, which resulted in the emergence of several

authorization frameworks for IoT. These frameworks

are often based on different IoT technologies and rely

on different underlying assumptions. This variety of

solutions makes it difficult to evaluate their effectiveness,

especially with respect to the target IoT applications.

Motivation. While there are a number of surveys that

discuss security challenges in IoT [71, 91, 112, 114] such

as privacy and network security, only a few address access

control [82, 90, 103, 122]. Table 1 provides an overview

of existing surveys on access control for IoT. As shown in

the table, existing surveys have the following limitations:

• They only discuss some aspects related to access con-

trol. Most of the surveys focus on policy specifica-

tion whereas policy management and evaluation are

only partially considered or not investigated at all.

• They do not identify the requirements that access

control systems for IoT should satisfy along with

evaluation criteria to systematically analyze existing

authorization solutions for IoT.

• They do not discuss the demands and requirements

of the IoT application for which authorization
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Aspects
Policy Specification 4 i i 4 4

Policy Management 4 i 8 i i

Policy Evaluation & Enforcement 4 8 i 8 i

IoT applications 4 8 8 8 i

Legend

4: full coverage i: partial coverage 8: no coverage

Table 1: Comparison with existing surveys

frameworks are designed.

• They do not discuss the suitability of existing

solutions to representative IoT applications.

• They do not analyze most recent papers proposing

authorization solutions for IoT.

Contribution. In this survey we present a systematic

analysis of existing authorization solutions for IoT that

addresses the above issues in existing survey papers. Our

goal is to identify open challenges in existing authoriza-

tion solutions to drive the research and development of

more effective access control solutions for IoT.

The main contributions of our survey are the following:

• A framework to enable a systematic and compara-

tive analysis of authorization solutions for IoT. The

framework consists of a set of requirements that

authorization solutions for IoT should meet and a

number of criteria for their assessment.

• A review of several recent authorization frameworks

for IoT and their evaluation with respect to the re-

quirements and criteria in the framework.

• Guidelines to design an authorization framework

3



tailored to specific needs and constraints of the most

common IoT applications.

• Open challenges that need to be addressed when

designing access control solutions for IoT.

Methodology. To perform our survey, we first provide an

overview of relevant characteristics of IoT systems and en-

abling technologies based on a study of the literature and

on current developments of IoT. Our analysis revealed that

cloud computing and edge computing are often adopted as

a baseline technology in IoT to facilitate the management

of devices and resources in IoT ecosystems. To this end,

we investigate how these computing paradigms have been

adapted to IoT. Driven by real-world scenarios, we iden-

tify a set of non-functional requirements for IoT systems.

From these requirements, we elicit the requirements

that authorization solutions for IoT should meet and a

number of criteria for their assessment. Our requirements

cover the main activities of the access control process,

ranging from policy specification and management to

policy evaluation and enforcement. To assess to what

extent existing authorization frameworks meet the elicited

requirements, we study the characteristics of the IoT

environment in which authorization frameworks have

been deployed (IoT architecture style, communication

protocols, data format) to analyze the assumptions

underlying the IoT environment and, in particular,

the capabilities of nodes and their interconnections.

Moreover, we study the properties of the proposed

authorization frameworks (access control model, policy

evaluation strategy, deployment configuration). We

review several recent authorization frameworks for

IoT and evaluate them with respect to the identified

requirements and criteria. We also discuss the suitability

of existing solutions to representative IoT applications.

Our literature review reveals several important insights

and help define further research directions in access con-

trol for IoT. In particular, we have observed an increasing

interest in the development of authorization frameworks

tailored to IoT systems. However, most of the proposed

frameworks aim to provide a general solution to address

the problem of authorization in IoT. Our analysis, on

the other hand, shows that different IoT applications are

characterized by different demands and, thus, there is not

one solution that fit all IoT applications. Accordingly,

the design of an authorization framework tailored to IoT

should account for the specific needs and constraints of

the target IoT application.

Organization. The remainder of the paper is structured

as follows. We present an introduction to IoT in Section 2,

followed by an overview of IoT enabling technology

in Section 3. We discuss typical IoT applications

and define the primary functional and non-function

requirements for IoT systems in Section 4. We delineate

the main requirements that authorization frameworks

for IoT should satisfy in Section 5 and review existing

frameworks in Section 6. We identify open issues and

draw research directions for future research in Section 7

and conclude the paper in Section 8.

2. Internet of Things

In this section, we provide an overview of the main IoT

elements and present how these elements are connected
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Figure 1: IoT Metamodel

to each other.

2.1. IoT Elements

Figure 1 presents the IoT metamodel (in form of UML

class diagram) representing the main elements within

an IoT system and their relationships. An IoT system

consists of devices or smart objects that can interrelate and

interconnect among themselves and with the environment

to provide services to end-users. Hereafter, we refer to

the components of an IoT system as nodes. To be able

to connect with other nodes, a node should be equipped

with a communication interface. In particular, every

node is characterized by a Uniform Resource Identifier

(URI) that uniquely identifies the node over the network.

We distinguish three types of nodes: physical nodes,

intermediate nodes and application nodes.

A physical node consists of things. A thing can be a sen-

sor, an actuator or any other entity that can interact with

the environment. A sensor is a device that detects events

or changes in the environment. An actuator is responsible

for controlling a mechanism or a system. The output of

sensors and actuators is usually referred to as resource.

An application node consumes resources produced by

physical nodes to provide services to end-users.

Physical nodes and application nodes can belong to

different networks. Intermediate nodes are used to route

traffic and connect two or more local area networks. An

intermediate node can be a bridge or a gateway. A bridge

connects local area networks that use the same protocol. In

particular, a bridge forwards messages from one network

to another based on the MAC address of the destination

node. A gateway connects networks that use different

protocols. Unlike bridges that are only able to forward

messages, gateways are also able to perform message con-

version to achieve connectivity across different networks.

2.2. IoT Architecture

An IoT architecture provides a high-level view of the

functionalities and connectivity within an IoT ecosystem.

In this section, we present an architecture pattern for IoT

and discuss the architecture styles typically used in IoT.

2.2.1. Architecture Pattern

Several architecture patterns have been proposed for

IoT [17, 18, 22, 33, 49, 63, 116]. The layers in a IoT

architecture pattern provide a specific view on the IoT

system, and their choice depends on the scope of the

study. We observed that authorization solutions tailored

to IoT environments are often deployed in the middleware

due to the limited capabilities of IoT devices. To this

end, differently from many existing architecture patterns

for IoT, we separate network communication from the
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Figure 2: IoT Architecture

middleware. This distinction allows us to reason on

the sharing of resources among nodes and end-users

by abstracting from the actual protocols used for their

transmission. In particular, we adopt a four-layered IoT

architecture pattern (Figure 2), which consists of physical,

network, middleware and application layers. Next, we

describe the main functionalities of each layer.

Application Layer: The application layer aims to pro-

vide services to end-users. This layer comprises applica-

tion nodes that handle the application logic as well as data

semantics and presentation [22]. These nodes receive data

from the middleware and process them depending on the

end-user requirements and type of service provided. More-

over, the application layer encompasses APIs to facilitate

the communication with the middleware and user inter-

faces through which end-users can access the services.

Middleware Layer: The purpose of the middleware is

to ensure connectivity and interoperability within the

IoT ecosystem. It consists of intermediate nodes4 that

process data received from lower layers and pass them on

to the application layer. We will provide an overview of

the main types of middleware used in IoT in Section 3.2.

Network Layer: The goal of the network layer is to

support networking and data transfer between nodes [33].

The network layer implements the communication proto-

cols required for data exchange within an IoT ecosystem.

We will discuss the communication protocols typically

used in IoT in Section 3.1.

Physical Layer: The purpose of the physical layer is to

characterize the sensing and control capabilities of an

IoT system. This layer comprises physical nodes such as

sensors and actuators [17] that sense the environment and

interact with it in response to changes or users’ requests.

These nodes produce resources (e.g., sensing data) that

are passed to application nodes through the network and

middleware layers.

2.2.2. Architecture Styles

Several architecture styles for IoT have been proposed

in the last years. Although these architecture styles

can vary based on the application domain, they can be

classified into three main types based on the connectivity

between physical nodes, middleware (intermediate nodes)

4Note that we use the term intermediate nodes to indicate any node

that is in between the physical layer (comprised by physical nodes) and

application layer (comprised by application nodes).
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Figure 3: IoT Architecture Styles

and application nodes [29, 90]. An overview of the main

IoT architecture styles is presented in Figure 3.

Centralized: Physical and application nodes are required

to communicate with each other through intermediate

nodes. This means that if an application node wants to

retrieve resources from a physical node, a connection

has to be established using the interfaces provided by the

intermediate node. This architecture style is typically

required for physical nodes with limited processing and

storage capabilities.

Connected: Physical nodes have the ability to process

information and forward it to intermediate nodes. In

addition, physical nodes can provide resources directly to

application nodes. This means that application nodes can

directly connect to physical nodes through the interfaces

they provide.

Distributed: Every node can communicate with each

other. This means that every node has the potentiality

to process information and provide services. Note that,

differently from the other IoT architecture styles, the dis-

tributed IoT architecture does not require an intermediate

node, although its use can facilitate the communication

between nodes.

3. IoT Enabling Technology

Recent years have seen the emergence of new technol-

ogy (and the adaptation of existing technology) to meet the

demands of IoT applications and low-power and resource-

constraint IoT devices. This section presents an overview

of the main technologies enabling IoT, with a particular

focus on communication protocols and middleware.

3.1. Network Layer

Communication protocols and their relations are

usually represented using a network stack. A network

stack is represented in layers for easier design and

evaluation.5 Each layer represents different functions

and offers different methods for data handling. In this

work, we use a four layer model that resembles the

traditional five layer network model [104]. It comprises

the application layer, transport layer, network layer and

data link & physical layer.

Figure 4 presents the network stack describing the

protocols commonly used in IoT. Moreover, we relate

the standards upon which the physical & datalink layer

5Note that the layers in the network stack are different from the

architecture layers presented in Section 2.2, although some layers may

have the same name.
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Figure 4: IoT Network Stack and Standards

protocols are defined. In the figure, layers are separated by

solid lines. Arrows indicate that a given protocol is built

on top of another protocol or built on a given standard.

Next, we review the main protocols used in each layer.

Physical layer & datalink layer: Several protocols

have been used in the physical layer & datalink layer

within IoT ecosystems. We classify them based on the

network type they support: Local Area Network (LAN),

Personal Area Network (PAN) and Wide Area Network

(WAN). The PAN protocols commonly used in IoT are

Radio-Frequency Identification (RFID) [10], Bluetooth

[26], ZigBee [13] and ZWave. RFID [10] is largely

used within IoT environments to identify devices [99].

Bluetooth and its variant for low energy devices are a short-

range wireless technology based on the IEEE 802.15.1

standard [26].

The IEEE 802.15.4 standard [15] is intended for low-

rate wireless personal area networks (LRWPAN). It offers

low-cost low-power communication to devices in close

proximity. A protocol based on LRWPAN specification is

Zigbee [13]. Although this protocol builds on LRWPAN,

it has additional components for the network and appli-

cation layers. Similar to Zigbee, the Z-Wave6 protocol

also works on low-frequency radio bandwidth. Z-Wave

is a proprietary protocol that is not built on any specific

standard. It provides the complete network stack from the

physical layer to the application layer.

Among LAN protocols, traditional technologies such

as Ethernet and Wi-Fi are often used in IoT. Ethernet

[14] is a highly reliable protocol based on IEEE 802.3.

WiFi is based on the IEEE 802.11 standard [11] and

allows gateway devices to transmit information using

radio-waves over high speed Internet connection.

For Wide Area Network (WAN), cellular technologies

are often used in IoT. Global System for Mobile

6http://www.z-wave.com
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Communications (GSM) [16] is the most commonly

adopted protocol for long range communication, primarily

used for data voice transmission and services based on

the 3GPP specification.

Network layer: The most commonly used network layer

protocols in IoT are IPv4 and IPv6. These protocols are

variations of the Internet Protocol (IP) [6], both used to

identify devices on the Internet based on unique addresses.

They provide an addressing scheme that is used to identify

a group of IoT devices geographically [49]. IPv6 requires

a minimum MTU (Maximum Transmission Unit) size of

1280 bytes, whereas the IEEE 802.15.4 link layer allows a

maximum frame size of 127 bytes. Hence, there is a need

for additional protocols to perform packet compression in

order to transmit IPv6 packets over IEEE 802.15.4.

The IPv6 over Low-Power Wireless Personal Area

Networks (6LoWPANs) [77] is built on top of the

LRWPAN specification. 6LoWPAN uses encapsulation

and header compression mechanisms to transmit IPv6

packets over IEEE 802.15.4 networks, thereby creating

a mapping between the link and network layer. This

protocol aims to support IP for low power IoT devices.

Thread7 is another network layer protocol specifically

designed for device-to-device communication in building

automation, which is based on IPv6 and 6LoWPAN.

IoT systems also extend the architectures and protocols

used in Wireless Sensor Networks (WSN) through

the addition of web resources. A particular type of

WSN IoT network architecture is low-power and lossy

network (LLN). In such networks, devices and routers

7https://threadgroup.org

have memory and processing constraints. Moreover,

routers typically support low data rates and are unstable.

RPL [115] is an IPv6 routing protocol for LLN that

efficiently routes multipoint-to-point (from devices to a

central point), point-to-multipoint (from a central point to

devices) and point-to-point (between the devices) traffic.

Transport layer: Transmission Control Protocol (TCP)

[7] and User Datagram Protocol (UDP) [86] are widely

used protocols in the transport layer for IoT. TCP is

connection-oriented whereas UDP is connection less.

This distinction makes TCP more reliable than UDP as

TCP guarantees that all packets are delivered. However, it

is not scalable for small data transmissions in IoT devices

[120]. UDP is more suitable for real-time communication

where delay is not tolerated.

Application layer: In the traditional Internet protocol

stack, the most common protocol in the application layer

is HTTP. It can be run over both TCP and UDP. However,

HTTP is verbose and complex, and adds a significant pars-

ing overhead. This may not be suitable for constrained

devices. Moreover, HTTP inherits the limitations of the

protocol at the transport layer on which it runs [120]. To

overcome these limitations several application layer proto-

cols have been developed. Their goal is to enhance com-

munication performances by minimizing the overhead.

Constrained Application Protocol (CoAP) [100] is one

of the most commonly used protocols for IoT devices

and is based on the client-server model. It runs over

UDP and performs asynchronous message exchanges.

CoAP has low header overhead and hence simplifies

message parsing [101]. HTTP and CoAP can also be
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used in association with representational state transfer

(REST) architecture [8] that makes it possible to access

the resources of an IoT device through a URI. Another

commonly used application layer protocol is Message

Queue Telemetry Transport (MQTT) [12], a lightweight

messaging protocol on top of the TCP/IP protocol. It

is mainly used for communication with remote locations

where network bandwidth can be limited. MQTT is based

on the publish-subscribe paradigm, where the sender

(i.e., the publisher) transfers the message to a broker

that distributes the messages to the interested clients (i.e.,

subscribers). One of the commonly used MQTT brokers

is Mosquitto [2]. Since MQTT runs on top of TCP, it

may not be suitable for applications that require real-time

processing. Another application layer protocol commonly

used in IoT is Extensible Messaging and Presence Pro-

tocol (XMPP) [92]. This protocol is used for streaming

XML elements and real-time exchange of structured data.

3.2. Middleware Layer

The middleware is often required to ensure connectivity,

interoperability, storage and computation of data within

an IoT ecosystem. Different types of middleware have

been proposed for IoT [88, 99, 105]. In our study of the

literature on access control for IoT, we observed that most

of the existing solutions rely on cloud computing and

edge computing as middleware.

According to the NIST [73], cloud computing is a com-

puting paradigm that enables on-demand network, storage,

applications and other services without any management

effort. Cloud computing is become a core component

of most of IoT platforms because it provides elastic and

scalable data storage and processing. The adoption of

cloud computing has opened new directions for technolog-

ical enhancements in several IoT applications. The cloud

has different role within the IoT architecture, depending

on the application needs and requirements. We refer to

Section 4.3 for a discussion.

Fog computing [107] and edge computing [45] have

been recently proposed as new computing paradigms to re-

duce the communication latency and bandwidth required

by the use of a remote cloud platform for data storage and

processing. The underlying idea behind fog computing

is that data generated by IoT devices are processed at the

edge of the network, close to where they are generated.

A network of micro data centers process and store critical

data locally and then push all received data from IoT

devices to a remote cloud platform for long-term storage.

The computational processes being done by the micro

data centers is usually referred as edge computing, while

the network connections between the micro data centers

and the cloud platform is referred to as fog computing.

4. IoT Applications and Requirements

Consumers, industries and governments are starting

to realize the numerous benefits that IoT brings to the

society, economy and environment. However, in order

for these stakeholders to reap off the benefits of IoT, an

IoT ecosystem has to address key requirements related

to scalability, interoperability, performance, availability,

reliability and dynamicity. As shown below, these require-

ments are not equally relevant for all IoT applications;

instead, each application has different characteristics and,
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thus, different sets of requirements. In this section, we

introduce representative IoT applications and the key

requirements that they have to satisfy.

4.1. Applications

IoT technology has been applied in a variety of appli-

cations domains. In this section, we examine the most

representative applications of IoT [1, 47].

Smart Homes (�) Smart home applications involve the

use of smart objects like thermostats, door bells, door

locks, smart appliances (e.g., smart tv, smart fridge) and

smart light bulbs that are remotely controlled by the home

owners via their smart phones or home assistants. A smart

home involves both human-to-machine and machine-to-

machine interactions. An example of the former is the one

in which a home owner has installed smart door locks and

an alarm system at the door and windows and she would

like to allow other users, e.g. visitors or family members,

to unlock the door using their smart phone. An example of

machine-to-machine interaction is a thermostat linked to a

garage door that automatically increases the temperature

in the house when the garage door opens or a smart fridge

that automatically notifies the owner’s smart phone that

the milk is running low.

Health IoT (♥) Health IoT comprises medical devices

such as insulin pumps, cochlear implants and pacemakers

that include sensors to monitor patients’ vital signs and

actuators to respond to situations that can potentially

threaten patients’ life. One typical use case is diabetes

monitoring where a patient is equipped with a wireless-

enabled glucose monitor and an injection device that

allows monitoring her blood glucose level, and receives

alerts on her mobile phone for hypoglycemia and insulin

dosage updates from her primary physician.

Smart Buildings (�) Smart building applications focus

on the use of smart components such as heating, ventila-

tion, air conditioning (HVAC), smart lighting systems, and

safety & security systems such as fire alarms to enhance

the overall living quality of tenants and to save energy.

These devices are usually managed centrally by a facility

manager using a Building and Lighting Management Sys-

tem (BLMS). However, different areas of these buildings

can be leased to different companies. These companies

should retain control of the lighting and HVAC in their

part of the buildings. Other parts of the buildings automa-

tion system such as entrance illumination and fire-alarm

systems should be controlled either by all companies

together or by a facility management company.

Connected Vehicles ()) Connected vehicle appli-

cations involve vehicles, roadside units and other

infrastructure to communicate and share traffic and

road information. In this setting, vehicles transmit their

location, direction, speed, and other information such

as vehicle ID and size to other vehicles in proximity.

Vehicle-to-vehicle communication (V2V) enables safety

use cases such as forward collision warning, blind-spot

detection and traffic congestion. Similarly, vehicles’

information can be shared with other components of the

road infrastructure such as traffic lights, stop signs, tool

booths and road crossing in (vehicle-to-infrastructure

(V2I)) to support traffic jam notification, prediction of

potential traffic jams and dynamic traffic light control.

Smart Manufacturing (Å) Smart manufacturing appli-
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� ♥ � ) Å

Scalability low medium medium high high
Heterogeneity high high high high high
Lightweight high high high medium high
Latency sensitive low high medium high high
Reliability low high medium high high
Dynamicity medium high high high high
User involvement high high low low low
Automation medium high high high high
IoT architecture connected connected centralized distributed connected

Administrative domain single
single/
multi

multi multi multi

Table 2: Main characteristics of IoT applications

cations are typically based on an open and interconnected

infrastructure that allows the management and monitoring

of industrial and manufacturing processes. The infrastruc-

ture integrates different technologies such as micropro-

cessors, cloud services, new generation control systems,

software application, sensors and actuators to collect real-

time data and process them to take prompt decisions based

on reliable data. A popular use case is predictive mainte-

nance where sensors, cameras and data analytics are used

to determine when a piece of equipment is going to fail

before it actually does. By leveraging streaming data from

sensors and devices, the infrastructure can quickly assess

the current condition of equipment, recognize warning

signs, and deliver alerts to operators, who can trigger

appropriate maintenance commands and processes.

4.2. Requirements

Realizing an IoT system is not an easy task due to

the many requirements that need to be addressed. In this

section, we discuss key functional and non-functional re-

quirements that should be satisfied by any IoT system and

for which IoT applications these requirements are more

relevant. These requirements have been gathered from a

study of the literature and an analysis of the main charac-

teristics of the IoT applications and use cases presented in

the previous section. A summary of these characteristics

is presented in Table 2 and the requirements along with

the IoT applications in which these requirements are

particularly relevant are presented in Table 3.

Scalability: Scalability refers to the ability of being ex-

tensible in terms of number of users and physical nodes

without negatively affecting the quality of the services pro-

vided by the IoT system [20]. Implementing this require-

ment involves an efficient way to manage physical nodes

within the IoT system (GR1). Node management includes

aspects such as node registration and identification, and

the storage and processing of huge volume of data gener-

ated by physical nodes (GR2). This is a key requirement

in application scenarios like connected vehicles where mil-

lions of cars can join the road infrastructure or in the smart

manufacturing sector where new equipment to be mon-

itored is often added to the interconnected infrastructure.

Interoperability: Interoperability is a significant require-

ment for all IoT applications. IoT systems usually consist

of heterogeneous devices, services and applications from
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Category ID Requirement IoT application
Scalability GR1 An IoT system must be scalable to manage a large number of devices. ) Å

GR2 An IoT system must be scalable to handle the resources produced by devices. ) Å

Interoperability GR3 All components of an IoT system must be able to communicate with each other. � ♥ � ) Å

Performance GR4 The communication overhead should be low on the device side. � ♥ � ) Å

GR5 The computation overhead should be low on the device side. � ♥ � ) Å

GR6 The latency of information exchange between the nodes must be minimal. ♥ ) Å

Reliability &
Availability

GR7 An IoT system must guarantee an adequate level of reliability and availability of its nodes. ♥ ) Å

Dynamicity GR8 An IoT system must be able to handle the dynamicity of the nodes. � ♥ � ) Å

GR9 An IoT system must be able to handle the dynamicity of the environment. � ♥ � ) Å

Usability GR10 An IoT system must reduce user effort in system administration and configuration. � ♥

Table 3: IoT requirements along with the relevant IoT applications

different vendors and service providers that use differ-

ent communications technologies and formats for data

exchange [75]. Interoperability should be considered

by both service providers and device manufactures to

make sure that nodes can exchange information and re-

sources with each other regardless the specific technology

or protocols being used (GR3).

Performance: IoT systems often consist of resource

constrained devices that have limited storing, networking

and processing capabilities. Therefore, IoT solutions and

protocols should be lightweight [79, 98] meaning that

overhead due to communication (GR4) and computation

(GR5) should be as low as possible on the device side.

Performance can also be affected by the latency of trans-

ferring data between nodes due to the underlying network

and middleware infrastructure. Delays in the transmission

and processing of data should be minimal (GR6). This is

a key requirement for safety-critical IoT applications like

connected vehicles and patient monitoring, and for real-

time applications like smart manufacturing. For example,

in forward collision warning a delay in the transmission of

the speed and location of a vehicle to the vehicle traveling

on front could cause a collision between the two vehicles.

Reliability & Availability: Reliability refers to the

proper functioning of an IoT ecosystem [20]. The data

sensing, transmission and processing should be reliable in

the sense that even if a failure or a malfunction occurs,

the IoT ecosystem should still guarantee service delivery

[88]. Reliability entails the availability of data sensing,

communication and processing, and of the services and

applications that consume the data. If critical data from

sensors are not available, the IoT system may actuate

the wrong decision. Therefore, an IoT system needs to

guarantee reliability and availability of data, applications

and services over time (GR7). The need of reliability and

availability depends on the type of service delivered by an

IoT application. Occasional unavailability and/or failure

can be tolerated in smart homes, e.g. the smart fridge

failing to notify the owner that she is running out of milk

or a home assistant failing to remotely control the smart

lighting system. However, reliability and availability are

major requirements for safety related IoT applications,

like connected vehicles and health IoT, and time criti-

cal applications, like smart manufacturing. For instance,
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failures in a smart glucose monitoring device or in an

injection device could be life threatening for the patient.

Similarly, if a warning about a piece of equipment mal-

functioning is not delivered to the operator, maintenance

processes are not conducted with consequent disruption

and delays of the manufacturing process.

Dynamicity: An IoT ecosystem is dynamic by design

wherein the network topology and connectivity can con-

stantly change [109]. For instance, physical nodes can

leave the system or new physical nodes can join the system

[34]. IoT systems should be able to adapt to the dynamic-

ity of nodes (GR8). This is a critical requirement for IoT

applications such as connected vehicles and smart man-

ufacturing. Moreover, IoT systems are often employed in

cyber-physical systems to monitor and manage IT infras-

tructures and the surrounding environment. In this setting,

it is crucial that an IoT system is able to adapt to changes

in the environment (GR9). The ability to adapt to changes

is a key requirement for all IoT application scenarios.

Usability: Usability is a primary requirement in IoT

applications that are characterized by a high user

involvement and by the use of wearable devices like

in smart homes and health IoT (GR10). Wearable

devices often have very small displays, which makes user

interaction and determining what information to display

a tricky, but important factor. Device interfaces should

also be easily customizable by users and facilitate the

management and administration of the device itself.

The requirements above strictly influence the design

and deployment of security mechanisms employed for the

protection of the IoT system itself and resources produced

and processed by the system. In Section 5, we discuss

how the requirements in Table 3 affect the design of

authorization systems tailored to IoT.

4.3. Discussion

IoT ecosystems are required to satisfy the requirements

in Table 3, especially the ones of the target IoT application.

The use of cloud provides a natural basis for the achieve-

ment of some of these requirements. However, the achieve-

ment of other requirements might require additional mea-

sures, depending on the type of IoT architecture adopted.

As the number of connected devices is increasingly

growing, scalability (GR1 and GR2) is of utmost im-

portance for IoT architectures. Cloud computing allows

meeting these requirements since it offers a structural way

to manage and remotely control the overall IoT ecosystem.

The interaction of physical and application nodes with

the cloud is enabled through the definition of interfaces.

Physical and application nodes can use these interfaces

to store or retrieve resources [43], thus providing inter-

operability (GR3). On the other hand, IoT applications

like connected vehicles in which physical and application

nodes can interact with each other without the presence

of the cloud (distributed IoT architecture) are required to

provide interfaces for the interaction with other nodes.

Cloud computing can also help in meeting performance

requirements by relieving physical nodes from heavy com-

putations (GR5). However, it might bring communication

overhead to physical nodes (GR4) and introduce a delay

in the communication between nodes [90] (GR6). This

delay can be alleviated by the use of edge computing that

brings cloud capabilities closer to physical nodes.
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Cloud-based systems have usually a high uptime, thus

ensuring the availability of the infrastructure (GR7) [84].

Hence, cloud-based IoT systems are usually reliable,

although they are not robust against failures in the connec-

tivity. One advantage of the connected and distributed IoT

architectures is that, even if the connectivity to the cloud

fails, application nodes can still access resources directly

from physical nodes [90]. Cloud and edge computing also

support the dynamicity of IoT environments [27] (GR8).

In particular, the appearing and disappearing of physical

nodes are typically handled by the cloud and edge nodes.

On the other hand, in a distributed architecture, nodes

are self-organizing and, thus, dynamicity is often handled

using routing protocols such as RPL. Apart from the dy-

namicity of nodes, the IoT environment can also change

rapidly (GR9). However, the cloud may not have any in-

formation about potential environment changes and has to

rely on sensors and actuators to gather such information.

5. Access Control in IoT

While offering attractive opportunities and new busi-

ness models, IoT opens several security and privacy issues.

In this work, we focus on one of the main security issues

in IoT, namely how to protect IoT devices and resources

(data, applications, services) from being accessed by unau-

thorized users. A typical solution to address this issue

is the adoption of an access control system that guaran-

tees that only authorized entities (users and devices) gain

access to IoT devices and resources. In this section, we

investigate the requirements that access control systems

for IoT should meet and identify design principles and

criteria to evaluate the current state of the art on this field.

The design of an access control system typically com-

prises three main components [94]: policy, which defines

authorization requirements according to which access

control is regulated; model, which provides a formal rep-

resentation of access control policies and their evaluation;

mechanism, which defines the low level implementation

of the control imposed by the policy as formalized in the

model. In this work, we identify requirements for the

access control model and mechanism and discuss to which

extent the access control models, policy evaluation strate-

gies and enforcement architectures supported by existing

access control systems for IoT satisfy the requirements.

To this end, we first present an overview of the most pop-

ular access control models, reference architectures and

policy evaluation strategies. Then, we introduce the re-

quirements for an access control system and the criteria to

evaluate whether the requirements are satisfied by autho-

rization frameworks proposed for IoT. These requirements

and criteria will serve as the baseline for the evaluation

of existing authorization frameworks for IoT in Section 6.

5.1. Access Control Basics Concepts

In this section, we first review existing access control

models and which concepts they support to specify an

access control policy. Then, we introduce the main archi-

tectures and policy evaluation strategies that have been

proposed to implement an access control system.

5.1.1. Access Control Models

Access control policies are formally represented accord-

ing to an access control model. Several models have been
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proposed in the literature. These models have different

characteristics, which can influence the suitability of an

authorization mechanism for IoT. Next, we present an

overview of the most popular access control models.

Discretionary Access Control (DAC) [48]: DAC is

based on the notions of ownership where a user has com-

plete control over its own resources and devices, and can

determine the permissions other users have on those re-

sources and devices. Although many variations have been

proposed, DAC is generally considered an identity-based

access control model where access rights are assigned

to users based on their identity. Various approaches to

implement DAC have been proposed: access matrix, au-

thorization table, access control list (ACL) and capability

list. We refer to [94] for an overview of these approaches

and, later in our analysis (Section 6), we differentiate

between these implementations.

Mandatory Access Control (MAC) [67]: Differently

from DAC, MAC relies on a set of system rules rather than

being at the discretion of an object’s owner. These rules

are typically defined based on security labels associated

to subjects and objects. Thus, similarly to DAC, MAC is

considered an identity-based access control model.

Role-based Access Control (RBAC) [95]: RBAC re-

lies on the notion of role to simplify the specification

and management of access rights within an organization.

A role comprises the set of permissions needed to carry

out a certain job function. Users are assigned to roles

and inherit the permissions assigned to the roles they

have. Roles are often organized in a role hierarchy, which

defines the inheritance of permissions between roles.

Organization-Based Access Control (OrBAC) [61]:

OrBAC is based on three main concepts for the specifi-

cation of access control policies, namely organization,

concrete and abstract levels, and context. Organization is

a structured group of active entities. Similarly to other

access control models, concrete authorizations are speci-

fied in terms of subject, action, and object, defining which

action a user can (or cannot) perform on an object. Con-

crete authorizations are derived from abstract permissions,

which are defined in terms of roles, activities and views.

As in RBAC, a role represents a job function within the

organization. Activities group actions into an abstract set

and views represent sets of abstract objects. Subjects in

the concrete level are mapped to roles in the abstract level,

actions are mapped to activities, and objects are mapped

to views. The context represents a specific situation and

is used in OrBAC to express dynamic rules.

Attribute-based Access Control (ABAC) [56, 119]:

ABAC is a general-purpose access control model in which

access rights are constrained with respect to the attributes

of subjects, objects, actions and the environment. Policies

and access requests are defined in terms of attribute

names/values pairs. The applicability of a policy to a

request is determined by matching the attributes in the

request with the attributes in the policy. ABAC models

often provides constructs to combine policies authored by

different stakeholders and mechanisms to solve conflicts

that can arise from these policies.

Usage Control (UCON) [83]: Similarly to ABAC,

UCON allows the specification of policies in terms of

subjects and objects’ attributes. It also uses conditions to
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express access constraints on the environment, thus provid-

ing the same expressiveness of ABAC. Moreover, UCON

supports two additional decision properties, namely muta-

bility of attributes and continuity of decision. Mutability

of attributes accounts for changes of subjects and objects’

attributes as a consequence of the usage. Continuity of

decision denotes that permissions are checked not only at

access time but also during the entire usage.

5.1.2. Reference Architectures

An authorization mechanism defines the low-level im-

plementation of the access control model within the sys-

tem. An authorization mechanism can be logically de-

composed into key components that are responsible for

the evaluation and enforcement of access control policies

specified according to an access control model. Here, we

discuss various reference architectures that have been pro-

posed as a foundation for access control systems, namely

policy-based architecture, token-based architecture and

hybrid architecture, to study how the access control pro-

cess is spread across the IoT ecosystem.

Policy-based Architecture: A widely adopted policy-

based architecture is the one proposed by XACML [9],

the de facto standard for the specification and enforcement

of access control policies. The architecture comprises

four main components:8

• Policy Enforcement Point (PEP) provides an inter-

face with the system and is responsible for enforcing

access decisions.

8The XACML reference architecture includes an additional compo-

nent, called Context Handler. We omit this component here as its main

function is to support the authorization process.
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Figure 5: Policy-based Architecture

• Policy Decision Point (PDP) evaluates access re-

quests against access control policies and determines

whether access should be granted or denied.

• Policy Administration Point (PAP) acts as a policy

repository and offers facilities for policy manage-

ment.

• Policy Information Point (PIP) denotes the source of

information (e.g., context information) needed for

policy evaluation.

Figure 5 shows the interaction between these

components. The PAP makes the policies available

to the PDP (1). Upon receiving an access request (2),

the PEP forwards the request to the PDP (3), which

evaluates the request against the policies fetched from

the PAP. If additional information is required for policy

evaluation, the PDP queries the PIP (4,5). The PDP

evaluates the request against the policies and returns a

response specifying the access decision to the PEP (6),

which enforces the decision.

Token-based Architecture: Solutions adopting a

policy-based architecture typically provide a single, cen-
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tralized point for the evaluation and enforcement of access

control policies. This solution may not be suitable when

resources are distributed across different nodes, which is a

typical situation in many IoT applications. The last years

have seen the emergence of token-based architectures as

an alternative to policy-based architectures to deal with

the needs of open and decentralized systems. Roughly

speaking, in a token-based architecture, an authorization

service encodes the permissions of users and devices in a

token, which is then used to grant them access to resources

and services. Various standards have defined reference

token-based architectures and authorization protocols.

These architectures and protocols vary in the way tokens

are generated and in the flow of the authorization process.

A widely-used token-based authorization protocol is

OAuth [36]. OAuth allows client applications (web, mo-

bile or desktop) to access resources hosted on an HTTP

server with the authorization of the resource owner. The

authorization granted by the resource owner is encoded in

an access token. The OAuth architecture encompasses

two main components: an Authorization Server, which

is responsible to generate access tokens, and a Resource

Server, which hosts the resources and is responsible for

their disclosure thus acting as the PEP. Figure 6 presents

the OAuth architecture. The client application requests

access to the resource owner (1), who provides the client

application an authorization grant representing the re-

source owner’s authorization (2). The client requests an

access token to the Authorization Server by presenting

the authorization grant received by the resource owner

(3). The Authorization Server authenticates the client

application and validates the authorization grant and, if

Resource
Server

6. protected resource

5. access token

Resource
Owner

Authorization
ServerClient

4. access token

2. authorization grant

1. access request 

3. authorization grant

Figure 6: Token-based Architecture [36]

valid, issues an access token to the client application (4).

The client application requests access to the resource to

the Resource Server by presenting the access token (5).

The Resource Server validates the access token and, if

valid, it serves the request (6). Tokens can be reused for

subsequent accesses until it is valid. When the validity of

the token expires, the token is renewed through a refresh

token without user intervention.

Hybrid Architecture: Token-based architectures

require user intervention during policy evaluation. For

instance, OAuth requires the resource owner to authorize

a device or an application acting in her behalf the first

time that the device/application requires access to a

service or a resource, which may be inconvenient in IoT

applications characterized by a large number of devices

like smart manufacturing. To address this drawback, the

Kantara Initiative has proposed User-Managed Access

(UMA) [5]. UMA extends OAuth with the possibility

of configuring policies in the Authorization Server to

autonomously generate authorization tokens without

user involvement. In this respect, UMA adopts an hybrid

approach that combines features of policy-based and
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token-based architectures.

5.1.3. Policy Evaluation Strategy

The architecture underlying the access control mecha-

nism determines the strategy used for policy evaluation.

In particular, we identified three main classes of policy

evaluation strategies:

Run-time policy evaluation: policy evaluation is per-

formed at request time. Upon receiving an access request,

the PDP evaluates the request against the policies made

available by the PAP and returns an access decision to the

PEP for enforcement. This strategy is typically supported

by frameworks adopting a policy-based architecture.

Off-line policy evaluation: policy evaluation is precom-

puted. An entity obtains assertions on its credentials,

access permissions and other attributes from the resource

owner or a trusted party. Then, when the entity requests

access to a resource, the precomputed assertions are veri-

fied by the PEP at run time for enforcement. This strategy

is typically supported by frameworks based on OAuth and

UMA.9

Hybrid policy evaluation: Hybrid policy evaluation

lies in between run-time and off-line policy evaluation.

Specifically, part of policy evaluation is performed off-line,

for instance using a token service that asserts the attributes

and permissions of an entity within the IoT system. Then,

additional verification activities are performed at request

time. These activities encompass the verification of the

token by the token service or by other external components

(hereafter referred to as hybridt strategy) or the verification

9Recall that user intervention is only requested for the first access.

of context or other constraints in order to make an access

decision (hereafter referred to as hybridc strategy).

5.2. Requirements for Access Control in IoT

In this section, we discuss the requirements that access

control systems for IoT should meet. These requirements

aim to identify the main concepts and design principles

that have to be considered in the design and development

of access control systems tailored to IoT applications. In

particular, the requirements have been distilled by apply-

ing the non-functional requirements for IoT introduced

in Section 3 (see Table 3) to the different components

of an access control system and from the analysis of

key characteristics of IoT applications. Additionally,

we have identified the ability to deal with the protection

of resources and devices across multiple administrative

domains, where different authorities are in control of

(different parts of) the IoT ecosystem, as an important

requirement in several IoT applications. Our list of

requirements is reported in Table 4. The relevance of these

requirements to IoT applications is presented in Table 5.

The requirements specified in Table 4 serve as a

baseline for the analysis of existing authorization

frameworks for IoT and the identification of gaps in the

current state of the art. Note that the requirements in

Table 4 are to be considered complementary to other

conventional requirements typical of access control

systems. We omit these conventional requirements here,

as they are not specific to our discussion.

Policy Specification: IoT systems are open systems that

are continuously growing with more and more entities

(physical nodes and users) connected. As discussed in
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Category IoT Req. ID Requirement
Policy GR1 ACR1 Access control models should allow the specification of fine-grained access control policies
Specification GR8, GR9 ACR2 Access control models should allow the specification of policies able to handle the dynamicity

of nodes and IoT environments

Policy GR1,GR2 ACR3 Access control models should be able to handle the complexity of IoT environments
Management GR10 ACR4 Access control systems should facilitate users in policy management

Multi Adminis- ACR5 Access control systems should enable policy management across multiple administrative
trative domain domains

Policy
Evaluation &
Enforcement

GR2, GR10 ACR6 Access decision making should be automated
GR4, GR5 ACR7 Access control systems should not significantly impact the computing and communication

capabilities of resource-constraint devices
GR4, GR5, GR6 ACR8 Access control systems should not affect the performance of the IoT system
GR3 ACR9 The outcome of policy evaluation should be coherent across multiple administrative domains
GR7 ACR10 Access control systems should be always operational

Table 4: Requirements for access control systems tailored to IoT environments

Section 4, IoT systems should be scalable to handle this

complexity (GR1). Moreover, IoT systems should be

able to handle the dynamicity of devices (GR8) and of

the environment (GR9). These requirements require the

access control system to support the specification of fine-

grained access control policies (ACR1). In particular, the

system should allow the specification of different access

constraints for different users and physical nodes, which

are tight to the devices’ functionalities rather than to the

devices themselves [68]. This requirement is key for

all IoT applications. For example, in a smart home, the

home owner may want to define a different access control

policy on the smart door lock for their parents and for the

cleaner [47]. Moreover, every IoT application requires

the access control system to adapt to the dynamicity of

the IoT ecosystem (ACR2), and support the specification

of context-aware access control policies that impose con-

ditions on the IoT ecosystem such as access time, location

and status of the entities requesting access [98, 108]. For

instance, a smart home’s owner may want to grant her

parents access only when they are in front of the door

or specify a policy that allows the cleaner to unlock the

smart door lock only on a specific day of the week and

time of the day. Failing to meet these requirements results

in assigning users and applications more permissions

than what needed (the so-called overprivilege [59, 108]),

which can exploited, e.g., to compromise the system or to

leak sensitive information.

Policy Management: The scalability and dynamicity of

the IoT ecosystem can also lead to challenges in policy

management. An access control system should be human-

centric [108] and able to effectively manage the policies

of multiple entities within the IoT system [82, 93]. In

particular, an access control system should keep at the

minimum the effort required from users to administer

access control policies for multiple entities (ACR3) and

facilitate users in policy management (ACR4). Usability

is particularly important in scenarios such as smart homes

and health IoT where end-users are in charge to define

access control policies for their IoT devices and related

resources but have little or no knowledge of security [65].

Moreover, in an IoT system, not all nodes might be under
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Table 5: Relevance of requirements for IoT applications. Symbol ○

is used to denote high relevance, è medium relevance, and + low

relevance.

the control of a single authority; instead, nodes can belong

to or be managed by different administrative domains

interacting together [75]. Therefore, an access control

system for IoT should be able to support the management

of access control policies for devices and resources across

multiple domains (ACR5). This requirement is relevant

in smart building applications where different parts of

a building are rent out to different companies for office

space [47]. Each company is given access to the building

automation components such as the HVAC, lighting and

fire alarm systems. For instance, the building owner may

impose a policy stating that the lighting in the corridors

is not adjustable, and it is automatically switch off when

no occupancy is detected. The tenant companies instead

would like to override the policy to be able to adjust the

light brightness and color.

Policy Evaluation & Enforcement: Several IoT ap-

plications like health IoT, smart buildings, connected

vehicles and smart manufacturing, are characterized by

a strong presence of machine-to-machine interactions.

These interactions require a high level of automation

for the activities performed within the IoT ecosystem

(e.g., data processing, communication) to guarantee the

scalability (GR2) and usability (GR10) of the IoT ecosys-

tem. This need for automation is also reflected in the

access decision making process (ACR6). In particular,

access decision making should ideally require no user

involvement. To determine whether an entity is allowed

to access a certain device or a resource, its access re-

quests have to be evaluated against the employed policies.

However, IoT devices can have resource constraints [93]

and, thus, computation should be minimal on the de-

vice side (GR6) and the employed network protocols

lightweight (GR4,GR5). Therefore, it is desirable to limit

the involvement of physical nodes in the authorization

process (ACR7) and minimize the latency introduced

by the authorization mechanism (ACR8), especially in

IoT applications characterized by the use of resource

constrained devices or latency critical applications like

health IoT, connected vehicles and smart manufacturing.

These requirements impose constraints also on the stor-

age, retrieval and processing of context information for

access decision making. When the IoT system is gov-

erned by multiple authorities like in connected vehicles,

smart buildings and smart manufacturing applications,

each administrative domain can employ an authorization

mechanism based on a different access control model

and/or use different data semantics. This can lead to

interoperability issues during policy evaluation, which

can result in an unauthorized disclosure of sensitive data

and resources [21, 93]. Hence, the evaluation of an ac-

cess control policy should be consistent across multiple

administrative domains (ACR9). IoT systems should also

guarantee the availability of nodes and, in particular, the

ones involved in the authorization process. If one of these
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nodes fails, the access control system must still be opera-

tional (ACR10) to meet the reliability requirements of

IoT (GR7). Reliability requirements should be satisfied by

any access control system regardless the IoT application

where they are deployed.

5.3. Evaluation Criteria

The requirements in Table 4 define basic and desir-

able characteristics that an access control system for IoT

should satisfy. To determine whether existing authoriza-

tion solutions meet such desiderata, we have identified

a number of evaluation criteria. These criteria aim to

provide the basis for an assessment of the similarities and

differences amongst existing authorization frameworks

for IoT and their evaluation against the requirements in

Table 4. The identified criteria can be grouped into two

main categories.

The first category encompasses criteria concerning the

properties of the authorization system. In particular, we

identify the access control model, policy evaluation strat-

egy and the deployment configuration of the access control

mechanism within the IoT system as the main criteria to

assess whether existing authorization frameworks meet

the requirements in Table 4. The second category is used

to assess the purpose of the proposed framework and the

assumptions underlying the IoT ecosystem. It includes

IoT architecture style, communication protocol and appli-

cation domain. The IoT architecture style (Section 2.2.2)

provides insights on the capabilities of nodes and their

interconnections. The communication protocol used in the

framework determines the communication and computing

burden on physical nodes, providing additional insights

on the capabilities required from physical nodes. The

application domain provides additional constraints and

assumptions for the proposed framework. In our study,

we have also observed that existing solutions differ sig-

nificantly for maturity level. The extent to which access

control mechanisms for IoT are actually applicable (and

therefore tested) to real-world systems is important, and

constitutes an additional key criteria for the evaluation of

existing solutions.

In the remainder of the section, for each of the require-

ments in Table 4, we introduce the main criteria used to

determine whether existing authorization frameworks for

IoT meet the identified requirements.

Policy Specification: Authorization frameworks for IoT

should support the specification of fine-grained (ACR1)

and context-aware (ACR2) access control policies to meet

the scalable and dynamic nature of IoT applications. The

satisfaction of ACR1 mainly depends on the underlying

access control model and its support for specifying fine-

grained access control policies. In particular, we evaluate

the ability of a framework to selectively control access to

devices and their resources based on the level of granular-

ity in which policies can be expressed. On the other hand,

we consider ACR2 fully satisfied when the underlying ac-

cess control model allows the specification of conditions

on the context in a policy and not satisfied otherwise.

Policy Management: A key requirement of authoriza-

tion frameworks for IoT is the ability to minimize the

efforts required from users to administer access control

policies of multiple entities (ACR3). We evaluate the

ease of policy administration by considering whether an
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authorization framework offers a single point for policy

administration and facilitates the administration of poli-

cies for a large number of entities (e.g, it does not require

defining a new policy every time a new entity is added

to the IoT ecosystem) [19]. Accordingly, we consider

the requirement fully satisfied when the access control

system provides a single administrative point and adopts

an access control model that minimizes the number of

policies to be defined, partially satisfied when one of the

two is supported, and not satisfied otherwise.

Usability (ACR4) is another important requirement

especially in those IoT applications where the users in

charge of defining the access control policies have no

security knowledge. This requirement is considered fully

satisfied by access control systems that support both

approaches for semi-automatically or automatically gen-

erating access control policies and interfaces for policy

configuration. The requirement is partially satisfied by

approaches that support only one of these features and

not satisfied if none of them is provided.

Management of policies across multiple domains

(ACR5) is an important requirement in various IoT ap-

plications like smart manufacturing. Policy management

is particularly challenging when devices are controlled

by different authorities under different context conditions

[23]. We consider this requirement satisfied when the

authorization framework supports administrative policies

or provides functions that allow entities to manage and

delegate the control over devices and resources across

multiple domains.

Policy Evaluation & Enforcement: Several IoT appli-

cations require a high level of automation to guarantee

scalability and usability of the IoT ecosystem. This de-

mand also reflects on the access decision making process

(ACR6). To assess this requirement, we evaluate the

degree of user involvement in the access decision process

required by a given authorization framework. This involve-

ment mainly depends on the architecture style adopted

by the framework. For instance, in policy-based archi-

tecture, access decisions are made autonomously based

on predefined policies without user intervention, thus

fully satisfying the requirement. On the other hand, the

satisfaction of the requirement by frameworks based on a

token-based architecture depends on the standard adopted.

For instance, OAuth requires users to give his/her consent

the first time an application requests access to a resource

or a service, thus partially satisfying ACR6. As discussed

in Section 5.1.2, this issue has been addressed by hybrid

architectures, e.g. based on UMA, in which tokens are

generated by means of policies. Therefore, frameworks

adopting an hybrid architecture satisfy the requirement.

The type of architecture also affects other requirements

related to the performance of the access control system

and to the overall performance of the IoT system in

general. The performance of an access control system

depends on a number of factors: (i) the capabilities of

the components involved in making and enforcing an

access decision; (ii) the time taken at request time to

make the decision; and (iii) the communication among the

components. Authorization frameworks for IoT should

not introduce communication and computation overhead

on resource-constrained devices (ACR7). This clearly de-

pends on the architecture adopted to evaluate and enforce
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access control policies along with the deployment of its

components and the communication protocol employed

by the IoT system. The architecture and its deployment

determine the impact on the processing capabilities of IoT

devices. Two opposite deployment solutions can be con-

ceived for an access control system: one solution in which

policy evaluation and enforcement are performed on con-

strained devices, and one solution in which the whole

authorization process is externalized to other components.

Clearly, the former does not satisfy the requirement while

the latter fully satisfies it. Between these two extremes, we

can find a large variety of solutions that satisfy ACR7 to a

certain degree, depending on the deployment of the access

control components and the architectural style adopted. In

addition, the communication protocol and data exchange

format have a significant impact on the communication

and computation overhead on devices.

The overhead in the computation and communication

should not only be minimized for constrained devices but

also for the whole access control architecture (ACR8).

The overhead in this case is influenced not only by the

location of the components involved in policy evaluation

and by the adopted communication protocol, but also by

the policy evaluation strategy. In particular, the policy

evaluation strategy determines when access decisions are

computed. On the other hand, we analyze the deployment

of the components involved in policy evaluation together

with the adopted communication protocol to assess the

communication overhead in access decision making. For

instance, the location of the PIP can help assess the

overhead required to retrieval of context information. If

context information is stored in a different node from

where policy evaluation is performed, there can be a delay

due to its transfer.

Another critical requirement for policy evaluation and

enforcement is interoperability across different admin-

istrative domains, which could potentially use different

authorization frameworks (ACR9). To achieve interop-

erability among domains, policies should be interpreted

and evaluated in the same way across different domains,

e.g. using the same semantics across domains [52, 110].

We assume that this requirement is satisfied when the

administrative domains use a standard format and data

(semantic) model for communicating policies, tokens and

authorization decisions, or when a solution for aligning

policy semantics is provided.

Reliability and availability are other important

requirements for an authorization framework for IoT

(ACR10). Two main types of failures can affect the

availability of the access control mechanism and the

reliability of access decision decisions: failures occurring

in the nodes involved in the authorization process and

the lack of connectivity. In our analysis, we consider

ACR10 satisfied by authorization frameworks that adopt

measures to deal with both types of failures. On the other

hand, we consider the requirements partially satisfied

if only one type of failure is addressed and not satisfied

if none of these failures is addressed.

6. Analysis of Authorization Frameworks for IoT

Several frameworks and architectures have been pro-

posed in the literature to enable authorization in IoT. In

this section, we review existing proposals and analyze
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them with respect to the requirements and evaluation

criteria presented in the previous section. Then, we dis-

cuss their suitability to the IoT applications presented in

Section 4.1.

6.1. Overview

Our analysis of the literature shows that a variety of

approaches have been designed and developed to enable

access control in IoT. These approaches can be broadly

classified in two main categories based on the policy

evaluation strategy and architecture. On one side, we have

authorization frameworks [22, 23, 25, 28, 37, 38, 41, 46,

51, 60, 64, 66, 68, 70, 78, 81, 85, 87, 93, 97, 108, 118,

121] that adopt a policy-based architecture and a runtime

policy evaluation strategy. Most of these frameworks

are inspired to the XACML standard. On the other side,

we have frameworks [32, 52, 55, 57, 58, 70, 89, 98] that

adopt a hybrid-based architecture and policy evaluation

strategy. A number of these frameworks build on top of

OAuth by extending this standard to enable the generation

of tokens based on the evaluation of access control policies

like in [32, 41] whereas Rivera et al. [89] adopt UMA.

Regardless the type of access control architecture, dif-

ferent deployments and technologies are used to imple-

ment architecture. For example, PDP, PEP, PAP, and PIP

could all be deployed in the cloud like in [22, 23, 78] or

they could all be implemented on edge devices [64, 108]

or a combination of both [93]. Some works [37, 38, 81]

have also proposed authorization mechanisms based on

blockchain technology.

Existing frameworks also vary significantly for maturity

level. While a few [28, 32, 44, 46, 55, 57, 60, 64, 68, 69,

70, 78, 98] provide a prototype implementation, many

[22, 23, 25, 37, 38, 41, 51, 52, 58, 66, 81, 85, 87, 89, 93,

97, 118] only remain at a conceptual level. In particular,

Ray et al. [87] and Zhang and Tian [121] only propose an

access control model tailored to IoT ecosystems and do

not provide detail of the underlying IoT architecture and

access control mechanism.

6.2. Requirements Assessment

A summary of our analysis with respect to the require-

ments is presented in Table 6. Tables 7 and 8 report a

detailed analysis against the evaluation criteria concerning

the access control system whereas Table 9 presents the

analysis with respect to the criteria concerning the general

characteristics of the underlying IoT ecosystem. This

detailed analysis provides a rationale for the analysis in

Table 6. In the tables, we use symbol “–” when a require-

ment/criterion is not applicable to a given framework, and

symbol “?” when the information is not available.

Policy Specification: Two key requirements that have to

be satisfied by an authorization framework for IoT are the

specification of fine-grained (ACR1) and context-aware

(ACR2) access control policies. The satisfaction of these

two requirements mainly depends on the access control

model adopted by the authorization framework to express

access control policies.10

A number of existing frameworks adopt ABAC [22,

23, 57, 58, 64, 78, 87, 93, 98, 118] or UCON [51] as the

10Note that we consider the access control model in which users have

to specify their policies. Therefore, even if a framework use capabilities

tokens for authorization purposes, here we identify the access control

trol model used to generate the tokens.
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Policy Policy Policy Evaluation
Specification Administration & Enforcement
ACR1 ACR2 ACR3 ACR4 ACR5 ACR6 ACR7 ACR8 ACR9 ACR10

Neisse et al. [78] 4 4 4 8 8 4 4 8 8 4

Alshehri et al. [22] 4 4 4 8 8 4 4 8 8 i

Alshehri et al. [23] 4 4 4 8 4 4 4 8 8 i

Fremantle et al. [44] — 8 8 8 8 i 4 i 8 8

Fernandez et al. [41] i 8 4 8 8 4 4 8 8 8

Cirani et al. [32] ? 8 i 8 8 4 4 8 8 8

Rivera et al. [89] ? 8 i 8 8 4 4 i 8 8

Seitz et al. [98] 4 4 4 8 8 4 4 4 8 8

Salonikias et al. [93] 4 4 4 8 4 4 4 8 8 i

Ye et al. [118] 4 4 8 8 8 4 8 4 8 8

Hussein et al. [57] 4 4 4 8 8 4 4 i 8 8

Hernandez-Ramos et al. [55] ? 4 i 8 8 4 4 4 8 8

Gusmeroli et al. [52] ? 8 i 8 8 4 4 8 8 8

Garcia et al. [46] i 4 8 8 8 4 8 4 8 8

Dorri et al. [37, 38] 8 8 8 8 8 4 4 8 8 i

Ouaddah et al. [81] i 8 8 8 8 4 4 8 8 i

Kim et al. [66] 8 i 8 4 8 4 4 i 8 8

Tian et al. [108] 8 i 8 4 8 4 i i 8 8

Zhang & Tian [121] i 4 ? 8 8 4 ? ? 8 ?
Jindou et al. [60] i 8 4 8 8 4 i 8 8 8

Guoping & Wentao [51] 4 4 4 8 8 4 4 8 8 8

Islam et al. [58] 4 4 4 8 8 4 4 8 8 i

Barka et al. [25] i 8 4 8 8 4 4 8 8 8

Cirani & Picone [31] — 8 i 8 8 i 4 8 8 8

Bouij-Pasquier et al. [28] i 4 4 8 4 4 4 i 8 8

Lee et al. [68] 8 8 8 8 8 4 4 8 8 8

Ray et al. [87] 4 4 ? 8 4 4 ? ? 8 ?
Mahalle et al. [69] 8 8 8 8 8 4 8 8 8 8

Pinno et al. [85] 4 4 i 8 8 4 8 8 8 i

Kim et al. [64] 4 4 4 8 8 4 4 4 8 8

Sciancalepore et al. [97] i 8 8 8 8 4 8 8 8 8

Mahalle et al. [70] 8 8 i 8 8 4 8 8 8 8

Schuster et al. [96] ? 4 4 8 4 4 4 8 4 4

Legend

4: satisfied i: partially satisfied 8: not satisfied

—: not applicable ?: information missing

Table 6: Analysis of existing authorization frameworks for IoT with respect to requirements

underlying access control model and, therefore, satisfy

both the requirements. In fact, both ABAC and UCON

provide a flexible means to specify access control policies

as conditions on attributes related to the entity requesting

access and the resource being accessed. Moreover, ABAC

intrinsically supports the specification of environment

attributes that can be used to denote the context in which

permissions hold, whereas UCON allows the specification

of context-sensitive access constraints through conditions.

Of particular interest is the work by Neisse et al. [78] that

uses event-condition rules to expresses fine-grained au-

thorizations: the action in the rule is performed when the
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Access
Control
Model

Context
Awareness

Policy
Generation

Policy
Configuration

Multi
Domain

Administration
Neisse et al. [78] ABAC Yes No No No
Alshehri et al. [22] ABAC Yes No No No

Alshehri et al. [23]
ACL

RBAC
ABAC

Yes No No Yes

Fremantle et al. [44] – No No No No
Fernandez et al. [41] RBAC No No No No
Cirani et al. [32] ? No No No No
Rivera et al. [89] ? No No No No
Seitz et al. [98] ABAC Yes No No No
Salonikias et al. [93] ABAC Yes No No Yes
Ye et al. [118] ABAC Yes No No No
Hussein et al. [57] ABAC Yes No No No
Hernandez-Ramos et al. [55] ? Yes No No No
Gusmeroli et al. [52] ? No No No No
Garcia et al. [46] RBAC Yes No No No
Dorri et al. [37, 38] ACL No No No No
Ouaddah et al. [81] RBAC No No No No
Kim et al. [66] ACL Yes Yes Yes No
Tian et al. [108] ACL Yes Yes Yes No
Zhang & Tian [121] RBAC Yes No No No
Jindou et al. [60] RBAC No No No No
Guoping & Wentao [51] UCON Yes No No No
Islam et al. [58] ABAC Yes No No No
Barka et al. [25] RBAC No No No No
Cirani & Picone [31] – No No No No
Bouij-Pasquier et al. [28] OrBAC Yes No No Yes
Lee et al. [68] ACL No No No No
Ray et al. [87] ABAC Yes No No Yes
Mahalle et al. [69] DAC No No No No

Pinno et al. [85]

ACL +
Capability +

RBAC +
OrBAC +
ABAC+
UCON

Yes No No No

Kim et al. [64] ABAC Yes No No No
Sciancalepore et al. [97] ABAC No No No No
Mahalle et al. [70] Trust-based No No No No
Schuster et al. [96] ? Yes No No No

Table 7: Analysis of existing authorization frameworks for IoT with respect to the evaluation criteria concerning the access control system (1)

event is observed and the condition is satisfied. Besides

being able to specify conditions on the context using data

values acquired in a given moment in time (e.g., GPS

location), these rules make it possible to specify context

situations, which are composed data types modeling spe-

cific, complex conditions (e.g., the entity requesting access

has to be not more than 100m from other entities nearby).

An exception is the framework proposed in [97]. Al-

though based on ABAC, this framework only supports

the verification of subject attributes, thus not satisfying

ACR2 and only partially satisfying ACR1. Similarly,

frameworks based on RBAC or OrBAC [25, 28, 41, 46,
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Evaluation
Strategy

Architecture
Style

Deployment
PAP PDP PEP PIP

Neisse et al. [78] run-time policy-based cloud cloud cloud cloud
Alshehri et al. [22] run-time policy-based cloud cloud cloud cloud
Alshehri et al. [23] run-time policy-based cloud cloud cloud cloud
Fremantle et al. [44] off-line token-based – external service cloud –
Fernandez et al. [41] run-time policy-based external service external service local service –
Cirani et al. [32] hybridt hybrid external service external service local service –
Rivera et al. [89] off-line hybrid external service external service local service –

Seitz et al. [98] hybridc hybrid cloud
cloud +

physical node
physical node physical node

Salonikias et al. [93] run-time policy-based cloud edge edge cloud
Ye et al. [118] run-time policy-based physical node physical node physical node physical node

Hussein et al. [57] hybridc hybrid external service
external service +

edge
edge –

Hernandez-Ramos et al. [55] hybridc hybrid external service
external service +

physical node
physical node physical node

Gusmeroli et al. [52] hybridt hybrid external service external service physical node –
Garcia et al. [46] run-time policy-based physical node physical node physical node physical node
Dorri et al. [37, 38] run-time policy-based edge edge edge –

Ouaddah et al. [81] run-time policy-based physical node
edge +

physical node
physical node physical node

Kim et al. [66] run-time policy-based edge edge edge external service
Tian et al. [108] run-time policy-based edge edge edge edge
Zhang & Tian [121] run-time policy-based ? ? ? ?
Jindou et al. [60] run-time policy-based external service 1 external service 1 physical node external service 2
Guoping & Wentao [51] run-time policy-based external service 1 external service 1 external service 1 external service 2

Islam et al. [58] hybridc hybrid cloud
cloud

(+ physical node)
cloud

(physical node)
cloud

Barka et al. [25] run-time policy-based external service 1 external service 1 external service 2 –
Cirani & Picone [31] hybridt token-based external service external service local service –
Bouij-Pasquier et al. [28] run-time policy-based external service edge edge physical node
Lee et al. [68] run-time policy-based external service external service external service –
Ray et al. [87] run-time policy-based ? ? ? ?
Mahalle et al. [69] run-time hybrid physical node physical node physical node –

Pinno et al. [85] run-time policy-based physical node physical node physical node
physical node +
external service

Kim et al. [64] run-time policy-based edge edge edge edge

Sciancalepore et al. [97] run-time policy-based physical node
application node +

physical node
physical node external service

Mahalle et al. [70] run-time policy-based physical nodes physical node physical node peers
Schuster et al. [96] run-time policy-based ? ? ? physical node + external service

Table 8: Analysis of existing authorization frameworks for IoT with respect to the evaluation criteria concerning the access control system (2)

51, 60, 81, 121] only partially satisfy ACR1 since these

models only allow abstracting permissions at the level of

role. Moreover, core RBAC does not support the notion of

context and, thus, frameworks based on this model do not

satisfy ACR2. On the other hand, OrBAC allows the spec-

ification of context-sensitive access constraints by explic-

itly representing the context in which permissions holds

and, thus, frameworks based on this model satisfy ACR2.

We also found a few frameworks [37, 66, 68, 69, 108]

based on identity-based access control models and, in

particular, ACLs. These models, in general, do not satisfy

requirements ACR1 and ACR2 because they only allow

a direct assignment of access rights to users and do not

support the notion of context. It is worth noting that some
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IoT Architecture
style

Communication
Protocol

Data
Format

Cross-domain
Data Semantics

Node Failure
Robustness

Application
Domain

Maturity
Level

Neisse et al. [78] centralized MQTT ? No Yes – prototype
Alshehri et al. [22] centralized – – No Yes Lighting† design

Alshehri et al. [23] centralized – – No Yes
Connected
Vehicles†

design

Fremantle et al. [44] centralized MQTT JSON No No – prototype
Fernandez et al. [41] centralized – – No No – design

Cirani et al. [32] distributed
6LoWPAN

CoAP
? No No – prototype

Rivera et al. [89] centralized – – No No Traffic Lights† design

Seitz et al. [98] distributed CoAP
XACML

JSON
No Yes – prototype

Salonikias et al. [93] connected – – No Yes
Connected
Vehicles

design

Ye et al. [118] distributed – – No No
Wireless
Sensor

Network†
design

Hussein et al. [57] connected ? JSON No No Smart Home† prototype
Hernandez-
Ramos et al. [55]

connected
6LoWPAN

CoAP
JSON No Yes – prototype

Gusmeroli et al. [52] connected – – No Yes – design

Garcia et al. [46] distributed 6LoWPAN ? No No
Medical
Sensor

Networks
prototype

Dorri et al. [37, 38] distributed – – No Yes Smart Home† design
Ouaddah et al. [81] distributed – – No No – design
Kim et al. [66] connected – – No No Smart Home design
Tian et al. [108] connected HTTP ? No Yes Smart Home product
Zhang & Tian [121] ? – – No No – design
Jindou et al. [60] connected HTTP JSON No No Smart Home† prototype
Guoping & Wentao [51] centralized – – No No – design

Islam et al. [58] connected – JSON No Yes
Health

Prescription
Assistant

design

Barka et al. [25] centralized – – No No – design
Cirani & Picone [31] distributed CoAP ? No No – prototype
Bouij-Pasquier et al. [28] connected CoAP JSON No No Health IoT† prototype
Lee et al. [68] distributed Wi-Fi ? No No Smart Lock† prototype

Ray et al. [87] ? – – No No
Remote

Healthcare
Monitoring

design

Mahalle et al. [69] distributed Wi-Fi ? No No – prototype
Pinno et al. [85] distributed – – No Yes – design
Kim et al. [64] centralized ZigBee ? No No Smart Home prototype
Sciancalepore et al. [97] connected – – No No – design
Mahalle et al. [70] distributed ? ? No No – prototype
Schuster et al. [96] distributed HTTP ? No Yes Smart Home prototype

Table 9: Analysis of existing authorization frameworks for IoT. Symbol † indicates that only a toy example is provided for demonstration purposes,

but the framework is not designed specifically for that application domain.

of the frameworks based on RBAC (i.e., [46, 121]) and

DAC (i.e., [66, 108]) have been extended, often in an

ad-hoc fashion, to account for contextual information

during policy evaluation. For instance, in [46] access

is granted based on the user’s health condition and other

context information: if the user’s health condition is
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critical, access is given to any doctor or medical staff

to face emergency. However, some of them are limited

in the type of context information that can be specified

in policies, thus only partially satisfying ACR2. In

particular, the frameworks in [66, 108] only support the

specification concerning the location of the requester.

Some authorization frameworks for IoT are not based

on standard access control models. For instance, Mahalle

et al. [70] propose a trust-based access control model

in which access is granted based on the trustworthiness

of the requester. This model, however, only allows the

specification of permissions at device level, resulting

in coarse grained access control policies. This leads to

the problem of overprivilege as users and applications

have more capabilities than needed [68, 108]. Moreover,

it does not account for context information for access

decision making, thus not meeting ACR2.

Finally, we observed that the framework in [44] does

not evaluate access requests against access control policies

represented according to a specific model. This framework

is based on the OAuth 2.0 authorization protocol where

access to a resource is granted explicitly by the resource

owner. On the other hand, the frameworks in [32, 52, 55,

89] use policies to generate capability tokens but they do

not discuss the access control model employed to generate

those tokens. Accordingly, ACR1 and the access control

model for these frameworks are marked with symbol “?”

in Tables 6 and 7, respectively.

The analysis of existing frameworks in light of require-

ments ACR1 and ACR2 shows that existing frameworks

have adopted a variety of access control models (i.e.,

ABAC, UCON, OrBAC, RBAC, ACL or capabilities) to

express access control policies or rely on user intervention

(i.e., frameworks based on OAuth 2.0). However, only

frameworks based on ABAC and UCON allow the specifi-

cation of fine-grained and context-aware access control

policies and therefore fully satisfy both requirements. It is

interesting to observe that we did not find any framework

that uses MAC as the underlying access control model.

We speculate that this is due to the fact that MAC is a

very static and rigid access control model and, thus, not

suitable to cope with the dynamicity characterizing most

IoT applications.

Policy Management: Several IoT applications require

the access control system to deal with the management

and protection of several entities (ACR3). As discussed

in Section 5.3, this requirement is satisfied by authoriza-

tion frameworks that offer users a single point for policy

administration and make use of a flexible access control

model. These criteria are usually met by authorization

frameworks based on ABAC and UCON (and on RBAC

and OrBAC to a certain extent) that are used in combina-

tion with a message broker to regulate the subscription

to and the publishing of resources (e.g., [22, 23, 78]). In

particular, ABAC and UCON provide a flexible approach

for the specification of access control policies. RBAC and

OrBAC have been introduced to simplify the specification

and management of access control policies compared to

identity-based models (e.g., DAC and MAC), but they may

require defining new roles with specific permissions lead-

ing to role explosion [39]. A single administrative point

is also offered by authorization frameworks deployed as

external services [25, 32, 41, 51, 57, 60, 89] or in the
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cloud [58, 98]. This is also the case of the frameworks

proposed by Salonikias et al. [93] and by Bouij-Pasquier

et al. [28] in which the PAP is deployed in the cloud or in

an external service respectively, whereas the other compo-

nents of the access control system are deployed in edge

nodes. On the other hand, the requirement is not satisfied

by frameworks in which policies have to be deployed in

physical nodes and/or adopt an identity-based access con-

trol model (e.g., [37, 38, 46, 66, 68, 69, 81, 108, 118]).

In fact, both approaches require to set the permissions

for each new device. In particular, some frameworks use

ACLs, motivated by the simplicity of policy specifica-

tion, but they have not been proven at a large scale. An

exception is the framework by Mahalle et al. [70] that,

although policies are deployed in physical nodes, they

are predefined and do not need to be deployed when new

devices or services are added to the system. However,

the evaluation of these policies requires users to define

and retrieve information about experience, knowledge

and recommendations about other devices. Thus, we

mark ACR3 partially satisfied by this framework. On

the other hand, ACR3 is not satisfied by frameworks of

Fremantle et al. [44]. This framework is based on OAuth

and, thus, a user has to manually grant permission to

each application and device that request access to his/her

resources (see Section 5.1.2). The frameworks proposed

in [32, 52, 55, 89] could potentially satisfy the require-

ment depending on the access control model adopted to

issue capability tokens. Since those frameworks offer

a single point for policy administration but the access

control model is not discussed, we mark the requirement

partially satisfied for these frameworks.

An aspect that is neglected by most of the existing

authorization frameworks for IoT is usability (ACR4).

This is a key requirement in scenarios like smart homes

and health IoT where the users that are in charge of pro-

tecting devices and resources, often lack the security

expertise necessary to specify access control policies

[65, 72]. Therefore, access control systems for these

IoT applications should provide users with an interface

that suggests the access control policies to be enforced,

displays the current policies, and allows to modify the

policies as needed. Only two frameworks [66, 108] pro-

vide a full solution to usability. Kim et al. [66] proposed

an access control system called CARA, which automati-

cally suggests the access control policies to be assigned

to the visitors of a smart home. These policies are defined

based on three main access control constraints: presence,

which requires the visitor to be in the house in order to

access a device/resource, logs, which requires the device

to maintain logs, and ask for permission, which requires

the visitor to explicitly ask the permission to access a

device/resource to the home owner. These three con-

straints are used to define four basic policy configurations

– full, restricted, partial and minimal control – on re-

sources/devices that reflect the level of trust the home

owner places into the visitor. For instance, if the visitor

is highly trusted by the home owner, e.g. a family mem-

ber, he will be assigned to the full policy configuration

that gives him full access and control to all devices and

resources in the house when he is physically in the house.

Policy configurations are automatically assigned to users

based on the social relationship between the home owner

and the user, which is inferred based on the social network

31



graph information or phone usage information, e.g. users

called more frequently. The automatic assignment of a

policy configuration to a visitor, on one side, simplifies

the owner’s task but, on the other side, can lead to assign

a wrong policy configuration to visitors. The authors

suggest that policy configurations are preloaded into the

devices by the manufacturer and changed manually by

the home owner if needed.

Existing authorization frameworks typically assume

that policies are predefined by users (possibly with auto-

mated aid as in the case of [66]). However, this permis-

sion model is not suitable when users have to confirm the

permissions asked by IoT applications. In this setting,

applications can require more permissions than what actu-

ally needed, thus resulting in overprivilege. To address

this issue while minimizing user burden, Tian et al. [108]

propose an approach to automatically generate access

control policies to grant access to devices/resources to the

smart phone app that the home owner uses to control the

resources/devices. The approach derives the policies by

identifying any possible discrepancy between the function-

ality exhibited by the mobile app’s code, e.g. unlocking

the door, and the app description, e.g. switching on the cof-

fee machine. If the functionality of the app code matches

the one in the app description, the app is automatically

authorized to perform it. Otherwise, if there is a mismatch,

the app is automatically blocked. If the analysis of the

app code reveals that the app not only switches on the

coffee machine but also unlock the door, the unlock door

functionality is flagged as a mismatched functionality.

The generated policies are displayed to users through

the mobile app interface: the verified functionalities are

labeled in green while mismatches are labeled in red so

that the home owner can understand that they represent a

potential risky behavior of the app.

Another aspect that has been marginally investigated is

the management of access control policies across multiple

administrative domains (ACR5) that is particularly

relevant in IoT applications like connected vehicles, smart

buildings and smart manufacturing. Our analysis of the

literature shows that most of the existing authorization

frameworks fail to meet this requirement as they

implicitly assume that resources and devices are under

the control of a single authority. Notable exceptions are

the works in [23, 87], which propose an approach for

policy administration tailored to IoT ecosystems, and

the work by Salonikias et al. [93]. In particular, the

latter introduces the notion of propagation policy and

proposes a policy propagation method to update all PDPs

(deployed in edge nodes and under the control of possible

different authorities) when policies are modified in a

centralized PAP. On the other hand, Bouij-Pasquier et al.

[28] introduce a collaboration layer to handle multi-party

collaborative interactions. In particular, the authors

propose a negotiation of access rules for cross-domain

sharing of resources and information.

Policy Evaluation & Enforcement: The ability to au-

tomate the evaluation of an access request (ACR6) is an

important requirement in all IoT applications where a

multitude of devices and users share information. As-

suming that a user is always available to evaluate if

access to certain resource should be granted is not re-

alistic. To automate the evaluation of an access re-
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quest, existing frameworks adopt either a policy-based

[22, 23, 25, 28, 37, 38, 41, 46, 64, 66, 68, 70, 78, 81,

85, 87, 93, 97, 108, 118, 121] or a hybrid architecture

[32, 52, 55, 57, 58, 89, 98]. In a policy-based architec-

ture access requests are evaluated against a predefined set

of access control policies; while in hybrid architectures

authorization tokens are issued based on the evaluation of

access control policies. The only frameworks that do not

fully satisfy the requirement is the one by Fremantle et al.

[44] and Cirani and Picone [31]. The framework proposed

in [44] is based on the OAuth protocol, which requires the

resource owner to grant access to the application the first

time an authorization token is issued. Similarly, Cirani

and Picone [31] require the resource owner’s involvement

in the issuing of tokens. In particular, they account for

three operational modes to obtain the tokens: owner-to-

owner, in which a user registers his/her own device and

obtains a token with all permissions on the device; reac-

tive owner-to-any, in which the owner grants permission

upon a user’s request; and proactive owner-to-any, in

which the owner proactively grants permission to a user.

Another key requirement for authorization frame-

works designed for IoT applications is that they should

not introduce communication and computation over-

head on resource-constrained devices (ACR7). This

requirement is typically addressed by outsourcing the

most computationally expensive operation, namely pol-

icy evaluation, to an external service while perform-

ing only the enforcement of the access decision on

constrained devices. Our analysis shows that most of

the frameworks that adopt a policy-based architecture

[22, 23, 25, 28, 37, 38, 41, 66, 68, 78, 81, 93, 108] ex-

ternalize the PDP and the PAP (i.e., these components

are not deployed in the physical node), thus fully sat-

isfying the requirement. The only exceptions are the

frameworks proposed in [46, 118] in which the PDP

and the PAP run on the constrained device. Similarly,

frameworks that rely upon a token-based or a hybrid ar-

chitecture [32, 52, 55, 57, 58, 89, 98] fully satisfy the

requirement. These frameworks employ dedicated ser-

vices for the generation and issue of authorization tokens,

and only the validation of the token is performed on the

device. However, an aspect that should be considered is

the size and format of the authorization token that could

introduce a computation overhead on a constrained de-

vice. Lightweight standards to represent tokens like JSON

should be preferred over XML-based formats like the one

supported by SAML.

On the other hand, the performance of an access con-

trol system (ACR8) not only depends on the location

of the components involved in the policy evaluation and

communication protocol, but also on the policy evaluation

strategy. Frameworks that use an off-line evaluation strat-

egy (i.e., [44, 89]) or an hybrid strategy in which only

context constraints are verified at run-time (hybridc) and

their verification does not require retrieving information

from other components (e.g., [46, 55, 98, 118]), do not

introduce latency in the access decision making process.

Similarly, latency is limited if policy evaluation is per-

formed on the edge like in [28, 57, 64, 108]. On the other

hand, policy-based frameworks in which the access con-

trol mechanism is deployed in the cloud or provided as an

external service (e.g., [22, 23, 25, 41, 60, 78, 121]) might

introduce delay due to additional communication. This is
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also the case of frameworks that require validating tokens

at run-time (hybridt) like in [31, 32, 52], or that require

retrieving contextual information from external sources

or from the cloud like in [60, 65, 93, 96, 121]. On top of

this, the communication protocol has a significant impact

on the overall performance of the IoT ecosystem where

frameworks based on lightweight protocols like MQTT

and CoAP provide better performance compared to the

ones based on HTTP. Frameworks based on blockchain

technology (e.g., [37, 38, 81, 85]) also do not satisfy the

requirement due to time required to confirm a transaction.

Every time an access control policy has to be added to or

retrieved from the blockchain, a new transaction has to be

created and added to the blockchain. Before a transaction

can be added to the blockchain, special nodes called min-

ers run a consensus protocol that requires them to verify

each transaction. The time to complete the validation

process is typically in the order of minutes [80], which is

clearly unsuitable for most IoT applications, especially

for the ones that are latency sensitive.

Other key requirements for policy evaluation are inter-

operability (ACR9) and reliability/availability of compo-

nents (ACR10) involved in the evaluation of the policies.

However, despite their importance these two requirements

are only marginally considered by existing authorization

frameworks for IoT. Some of the frameworks only scratch

the surface of the interoperability problem because they

use a standard like XACML to specify the access con-

trol policies [98] or they encode the capability token in

JSON [44, 55, 57, 60, 98]. Interestingly, Seitz et al. [98]

provide an encoding of SAML assertions in JSON, while

the others propose an ad-hoc format to encode tokens.

However, using a standard only facilitates the exchange

of policies or tokens across multiple domains but not their

interpretation. If different authorities define their policies

based on different semantic models, the collaborative

evaluation of these policies can result in granting access

to users for which access should be denied.

Reliability and availability (ACR10) is fully satisfied

by those frameworks that can tolerate the failure of an

architectural component and of the communication among

them. Most of the frameworks partially satisfy the require-

ment because they only address the reliability/availability

of the components but not of the communication among

them. To address the failure of an architectural component,

three main solutions have been adopted by existing autho-

rization frameworks. Some frameworks have deployed

the components in the cloud [22, 23, 58, 78, 93, 98],

which guarantees that the components are evenly dis-

tributed across different servers, which are connected to

work as one. Therefore, if one server fails, downtime

is avoided. Salonikias et al. [93] instead ensure reliabil-

ity and availability by replicating the PDP and the PEP

and by defining propagation policies that specify how

access control policies should be exchanged between

PDPs. Frameworks based on blockchain [37, 38, 81, 85]

propose to deploy and maintain a copy of the components

of the authorization framework in all nodes forming the

blockchain, thus ensuring resilience against failures of

architecture components. The only framework proposed

that fully satisfies ACR10 is the one proposed by Neisse

et al. [78], which adopts a reliable communication proto-

col like MQTT besides addressing the reliability of the

architectural components.
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Implementation and Evaluation: An important aspect

is the applicability of an access control framework to real

IoT applications. In this respect, most of the proposed

frameworks [22, 23, 25, 37, 38, 41, 51, 52, 58, 66, 81,

89, 93, 97, 118] only present the architecture of the access

control mechanism and demonstrate the authorization flow

among the components based on a realistic IoT use cases.

For example, Dorri et al. [89] have illustrated their access

control framework based on a smart home scenario. How-

ever, use cases do not provide insights on the effectiveness

of the framework in realistic IoT settings. Only imple-

menting the framework on a real IoT system and evaluat-

ing its performance and usability can provide such insights.

Nonetheless, only few of the proposed frameworks have

been implemented and evaluated [32, 46, 68, 70, 78, 98],

while other works only report a prototype implementation

[28, 44, 55, 57, 60, 64]. For instance, Neisse et al. [78]

have proposed an authorization framework for MQTT

brokers. The enforcement of access control policies is per-

formed by a PEP that is integrated into the browser, while

policy evaluation is done by an external PDP and Context

Manager. The MQTT broker has been implemented using

the Mosquitto library and its performance evaluated in

terms of overhead introduced in the communication by

implementing the PEP in the MQTT broker. Cirani et al.

[32] have instead focused on evaluating the performance

of their access control framework on constrained devices.

In particular, they evaluated the energy and memory con-

sumption of policy evaluation on a Contiki-based devices.

To run the evaluation, they used the Cooja simulator and

considered Zolertia Z1 nodes with 92KB ROM and 8kb

RAM. Similarly, Garcia et al. [46] have evaluated the per-

formance of their framework on constrained devices but

using a real testbed rather than a simulation environment

like Cooja. The testbed consisted of Arduino Mega 2560

board3 with 16 MHz processor, 256 kB of Flash Memory,

8 kB of SRAM, and 4 kB of EEPROM.

6.3. Discussion

Our analysis of the literature shows that there is no

one-size-fits-all authorization framework for all IoT

applications. Each IoT application has its own set of

requirements that should be satisfied when designing

an authorization framework specific to that application.

The main difference lies in the requirements imposed by

each application on policy management and evaluation,

while the requirements on policy specification are the

same for all IoT applications. Regardless the specific

application, an authorization framework for IoT should

support the specification of fine-grained (ACR1) and

context-aware (ACR2) policies. Both requirements are

satisfied when the authorization framework adopts either

ABAC or UCON as the underlying access control model

(see Section 6.2 for a detailed discussion).

With respect to the requirements on policy management

and evaluation, we can divide IoT applications in three

main groups: the first group is formed by smart homes,

the second one by health IoT and the third group is com-

posed by smart buildings, connected vehicles and smart

manufacturing. Requirements imposed by each group of

applications on policy management and evaluation are

quite different as shown in Table 5. The only exception is

requirement ACR10 on the reliability and availability of

the architectural components involved in the authorization
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process, which is required by each group of applications.

In smart homes, home owners are in charge of specify-

ing the access control policies to protect a relatively small

number of IoT devices but they typically do not have

the necessary security knowledge. Therefore, usability

(ACR4) is a key requirement in smart homes and should

be addressed by minimizing the efforts of home owners in

specifying access control policies. The ideal authorization

framework for smart homes should be based on a central-

ized and policy-based architecture where access decision

are made based on access control policies that are not

defined by the home owners but automatically generated

taking into account the context of access. Moreover, the

PAP should support home owners in the configuration

and modification of their policies. Since latency can be

tolerated in smart homes applications, a run-time policy

evaluation strategy can be adopted. The PDP could be

deployed on edge devices like IoT gateways or on a local

cloud. The frameworks presented in [64, 66, 108] are

specifically designed for smart homes but they do not

address all relevant requirements for this IoT application.

Kim et al. [66] and Tian et al. [108] provide a mechanism

to suggest access control policies to home owners, but the

policies generated are coarse-grained and only impose

simple conditions on the environment. In contrast, Kim et

al. [64] does not consider the usability issues related to the

specification of access control policies by lay users, but

allow the specification of fine-grained and context-aware

access control policies. None of the frameworks ensure

reliability and availability of the components involved in

the policies evaluation and enforcement.

Similarly to smart homes, health IoT applications re-

quire lay users to be responsible for the specification of

access control policies and, thus, have to satisfy the same

requirements with respect to usability. In contrast, health

IoT applications involve a large number of IoT devices,

e.g. insulin pumps and pacemakers, that feed sensitive

medical data directly in patients’ electronic healthcare

records. Therefore, it is important that the authorization

framework minimizes the effort of lay users (e.g., patients

and medical staff) in administering policies for multiple

devices (ACR3), takes into account the constrained ca-

pabilities of medical devices (ACR7) and reduces the

latency in decision making (ACR8), which can be poten-

tially life threatening. In order to meet all these require-

ments, an authorization framework for health IoT applica-

tions should adopt a hybrid policy evaluation strategy and

architecture. Similarly to smart homes, the PDP should

be configured with access control policies that are auto-

matically generated rather than being defined by patients.

Moreover, to take into account the constrained capabilities

of medical devices and minimize the latency to evaluate

and enforce the policies, the PDP should be deployed on

an edge device while the PEP could be located on the

devices. Garcia et al. [46] and Ray et al. [87] have pro-

posed on an authorization framework that enables remote

patient monitoring. While Garcia’s framework supports

the specification of context-aware access control policies

and a lightweight mechanism that efficiently runs on con-

strained sensor nodes, Ray and colleagues only propose a

fine-grained access control model inspired to the XACML

and NIST NGAC [42] standards. Both frameworks do

not provide a solution to address key requirements like

usability of policy specification and adopt a runtime policy
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evaluation strategy and a policy-based architecture that

increase the latency of access decision making.

Unlike smart homes and health IoT, which are

characterized by a high user involvement, smart buildings,

connected vehicles and smart manufacturing applications

mainly involve a large number of IoT devices that directly

communicate with each other. Often these devices are not

managed by a single authority but they belong to different

administration domains. Therefore, unlike smart homes

and health IoT applications, usability is not a key require-

ment. On the other hand, the ability of supporting the

management of policies across different domains (ACR5),

ensuring interoperability among domains (ACR9), and

automating an access control decision (ACR6) are funda-

mental requirements. Similarly to health IoT applications,

smart buildings, connected vehicles and smart manu-

facturing applications are time-critical applications and,

therefore, the authorization framework should adopt a pol-

icy evaluation strategy and an architecture that reduce the

latency of the access decision making process (ACR8).

Therefore, the authorization framework should be similar

to the one discussed for health IoT applications but the

PDP should also provide functionalities to take access

decisions based on policies from different administrative

domains and guarantee the correct interpretation of these

policies. While there are no authorization frameworks

specific to smart buildings and smart manufacturing appli-

cations, Salonikias et al. [93] proposed an authorization

framework for connected vehicles that satisfies most of

the above requirements except the one related to latency.

The authors proposed an XACML-like architecture that

consists of multiple PDPs and PEPs located at the edge,

while a single PAP deployed in the cloud is responsible

to maintain and propagate access control policies to the

PDPs. However, the communication among the PAP and

the PDPs increases the time needed to take an access

decision, thus not satisfying ACR8.

7. Lessons Learned and Open Challenges

This section summarizes the lessons learned that should

be taken into account when designing an authorization

mechanism for IoT and discusses open challenges.

There is no need of new access control models. Several

of the analyzed works indicate that access constraints for

IoT systems should account for the context (e.g., location,

time) and often propose ad-hoc (extensions of) policy lan-

guages to represent such access constraints. As discussed

in the previous sections, both ABAC and UCON have

proven capable to express a large range of access control

policies and allow the specification of fine-grained and

context-aware access control policies. In particular, these

models allow the specification of permissions at the level

of devices’ functionalities, which is necessary to avoid ap-

plication overprivilege. Therefore, regardless the IoT ap-

plication, any authorization framework should adopt one

of these models as the underlying access control model.

There is no one-size-fit-all authorization framework for

all IoT applications. Although many authorization frame-

works for IoT have been proposed, only few of them have

been designed for a specific IoT application and even

fewer address all the unique requirements of the appli-

cation that they are meant to protect. The main research

challenge is thus to design an authorization framework
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that satisfies the requirements related to policy manage-

ment and evaluation specific to a target IoT application.

OAuth is not suitable for most IoT applications. Many

initiatives from standardization bodies and industry aim

to adapt the OAuth authorization protocol to IoT. OAuth

could be potentially applied to smart home applications

because it partially solves the usability issues related to

lay users being in charge of specifying access control poli-

cies. In particular, OAuth does not require home owners

to specify access control policies but they have to grant

access to a smart device or appliance when it is requested.

However, the permissions granted by home owners are

coarse-grained because they give access to the whole

IoT device rather than only on specific resources and

services provided by the device itself. Moreover, OAuth

requires human intervention to take an authorization de-

cision, which makes it unsuitable for IoT applications

involving a high number of devices that directly com-

municate with each other like connected vehicles and

smart manufacturing and for IoT applications involving

machine-to-machine interaction. UMA improves over

OAuth with respect to human involvement in access de-

cision making because it does not require the resource

owner to be online at the time of access request but it han-

dles requests based on access control policies predefined

by the owner. However, this introduces usability issues

because home owners might not be security experts. UMA

has also been proposed to achieve privacy and compli-

ance with data protection principles like informed consent

because users explicitly grant access to their personal

data and determine who access their data, for how long,

and under what circumstances. While UMA certainly

empowers users with control over their personal data, it

does not address the requirements on collecting users’

consent imposed by the GDPR11, the new EU regulation

on data protection. The GDPR requires individuals to ex-

plicitly give their consent to collect their personal data and

that when the consent is given they are informed of data

collection purposes and the nature of the data processing

in a clear, ease to understand and concise language. The

mechanism adopted by UMA to obtain users’ consent

is explicit but not informed because consent is collected

without any clear and concise explanation of the purpose

for which the data are accessed and how they are going to

be processed.

Besides distilling the above lessons learned, we have

identified a number of aspects that have been neglected

by most of existing frameworks and for which solutions

are yet to be provided.

Usability: Usability is a largely unexplored aspect for

IoT applications like smart home and health IoT, which

are characterized by a high user involvement. The few

efforts that have aimed to address usability issues do

not take into account that these applications involve both

machine-to-machine and user-to-machine interactions.

They either generate access control policies for different

users that could interact with the IoT devices or to restrict

a device’s access to another device.

Multi-domain policy administration: Most of the proposed

frameworks assume that access control policies for IoT

devices and resources are managed by a single authority.

11https://gdpr-info.eu/

38

https://gdpr-info.eu/


However, this is only a realistic assumption for smart

home applications where only home owners are in charge

of protecting the smart devices and appliances in their

home. Other applications like smart buildings, connected

vehicles and smart manufacturing involve users, IoT de-

vices, services managed by authorities that belong to

different domains. An authorization framework for these

applications should support a policy governance model

able to reconcile policies from different domains. The

framework should also provide a solution to resolve inter-

operability issues due to the use of a different semantic to

define the policies across different domains.

Reliability and Availability: Reliability and availability

of the components involved in the evaluation and

enforcement of the access control policies is as important

as the reliability and availability of the IoT devices

deployed in a particular IoT application. If the PDP

fails to take an authorization decision, this affects the

performance of the whole IoT ecosystem. Despite the

importance of this requirement, only one of the analyzed

authorization frameworks for IoT has addressed it.

Lack of validation: Our analysis reveals that most frame-

works (e.g., [22, 23, 41, 93, 118]) are still at a conceptual

level and lack a proof-of-concept implementation. Al-

though a few frameworks have been implemented (e.g.,

[32, 78, 98]), they often lack a validation within large

scale IoT systems. This makes it difficult to evaluate

whether they meet requirements such as scalability and

performance, and thus to assess their suitability to cope

with realistic IoT scenarios. We believe that this is a step

necessary for the transfer of research efforts into real IoT

applications.

8. Conclusion

This paper has provided an analysis of existing autho-

rization frameworks for IoT. Our goal was to identify

the main research trends and developments in this area.

We have identified several important requirements to

support access control in IoT driven by the non-functional

requirements to be met by IoT systems and the demands

of IoT applications. By analyzing the current state-of-

the-art against these requirements, we observed that there

is no one-size-fits-all access control system for all IoT

applications. The main research challenge in the design

of an authorization framework for IoT lies in devising an

architecture that meets the requirements specific to the

target IoT application.
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