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Abstract

Software applications play an important role in vehicle innovation, aiming at improved safety, efficiency, and comfort, and creating
the new areas of cooperative intelligent transport systems and autonomous vehicles. To accommodate modern applications, vehicles
have become increasingly computerized and connected. Despite the benefits that the adoption of these applications bring to the
automotive sector and consumers, automotive applications along with the enabling technological innovation open great challenges to
security and privacy. Addressing these challenges is a prerequisite for the acceptance and deployment of innovative applications at a
large scale. This survey investigates the main security and privacy challenges for the design of automotive applications and platforms.
Based on the main security and privacy requirements and threats identified, we review existing protection mechanisms proposed
within the automotive domain. We then identify the main gaps in existing research and draw a roadmap for future research.
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1. Introduction

Modern vehicles have become complex systems containing
a large number of interconnected embedded computers, sen-
sors and actuators as well as interfaces to communicate with
the outside world. These components are often coupled with
an increasing use of software applications that aim to improve
safety, efficiency and comfort. This trend is still ongoing; fu-
ture vehicles will become even more complex and connected to
accommodate innovative applications and enable new ways of
using vehicles. Despite their benefits, these innovations open
new security and privacy challenges. This survey investigates
the current state of the art in security and privacy for automotive
applications and platforms.

Existing automotive applications cover three main categories:
control systems that manage physical functions of the vehicle
including engine, chassis, body, and passive safety functions;
telematics systems that provide information and support enter-
tainment as well as financial transactions; and complex advanced
driver assistance systems (ADAS) that aim to turn vehicles into
intelligent systems, improve safety, and enhance driving expe-
rience. The complexity that accompanies all these different
applications, as well as the need to quickly adopt new applica-
tions, is challenging the traditional approach of rigidly building
applications into the vehicles during assembly. This approach
of adding embedded computers for each new application has
reached its cost and complexity limits [1]. Therefore, a cur-
rent trend is the adoption of application platforms to increase
flexibility while reducing cost and complexity.

Application platforms offer easier development and deploy-
ment of new services. Flexible software distribution allows
applications to be selected according to customers’ require-
ments [2]. By providing common application programming
interfaces (APIs) that abstract the underlying hardware, appli-

cation platforms can also increase software reuse [3] compared
to low-level and hardware-specific approaches that are currently
largely adopted by the automotive industry. A platform can
also reduce hardware complexity and cost by hosting multiple
applications on the same hardware [1].

Until recently, most applications and platforms were imple-
mented inside vehicles for control systems with little commu-
nication with the outside world. Yet, a vehicle is no longer
isolated within intelligent transport systems; information shar-
ing is essential for many advanced applications. Vehicles need
to communicate with other entities, such as personal devices,
other vehicles, road-side infrastructure, and the Internet. Modern
vehicles thus involve three main areas as illustrated in Fig. 1.
In-vehicle systems were initially designed for applications in
control systems but have been extended to support ADAS and
telematics. Vehicular Ad Hoc Networks (VANETs) are ad-hoc
communication networks among vehicles and between vehicles
and road side infrastructures enabling collaborative ADAS as
well as telematics applications. Finally, Internet-based applica-
tions have telematics as main purpose.

All these trends of more complex systems, flexible applica-
tion platforms and increased connectivity also come with sig-
nificant security and privacy challenges that must be addressed
before smart vehicles and innovative applications can be widely
adopted and large scale intelligent transport systems can be
successfully deployed. In particular, the increasing number of
vehicle assets (e.g., more vehicular communication, personal in-
formation stored in vehicles, and audio-visual media) along with
the ease to interact with modern vehicles has attracted consider-
able attention to the study of their security, and several attacks
have already been demonstrated [4–13]. The potential impact
of attacks can range from slight inconvenience to serious safety,
financial and/or privacy consequences. For instance, Miller and
Valasek [6] demonstrated an attack in which they could remotely
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Fig. 1: The anatomy of a connected vehicle

track a vehicle and perform various actions, such as changing
radio volume, killing the vehicle’s engine, and disabling the
brakes.

Automotive security and privacy is a wide topic encompass-
ing multiple subjects, such as automotive system architectures,
the plethora of applications and platforms with different require-
ments, attackers with various motivations and levels of skills,
and the diversity of threats and their countermeasures. To iden-
tify the most important issues and identify research directions
that will enable the acceptance and adoption of innovation in the
automotive sector, a broad overview of the field is needed. This
survey aims to provide such an overview by presenting a litera-
ture review on automotive security and privacy. In particular:

• We review automotive system architectures, applications,
and application platforms to provide the context for se-
curity and privacy analysis. Applications and platforms
from all major areas (in-vehicle systems, VANETs, and
Internet-based applications) are discussed, as security and
privacy issues can arise not only from individual areas but
also from their interconnection.

• We study security and privacy requirements, attackers,
threats, and countermeasures. These will form a baseline
for the identification of research gaps. Our analysis fo-
cuses on VANETs and in-vehicle systems, and does not
cover the Internet side of applications. The reason is that
the Internet is too broad and heterogeneous with many
technologies (databases, web servers, cloud computing,
communication protocols, personal devices, etc.). Many
of these technologies have open problems in themselves
and may require different research methodologies.

• We perform a gap analysis based on our review of applica-
tions, platforms, and threats, and provide directions for fu-
ture research, such as vehicle data collection, firmware up-
date, automotive Ethernet, and open application platforms.

Related work. The automotive sector is widely studied. Sev-
eral surveys have summarized the main technological advances
in automotive applications, platforms, and security and privacy

Table 1: Surveys of automotive security and privacy
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Applications

Control systems x x

ADAS x x x x x

Telematics x x x x x x

Platforms

Control systems x x

ADAS x

Telematics x x x

Security and privacy—In-vehicle systems

Requirements x x

Attackers x x x

Vulnerabilities x x x

Attacks x x x x x

Countermeasures x x x

Security and privacy—VANETs

Requirements x x x x x x x

Attackers x x x x x

Vulnerabilities x x x x x x

Attacks x x x x x x x

Countermeasures x x x x x x x

Security and privacy—Internet-based applications

Requirements x x

Attackers x

Vulnerabilities

Attacks x

Countermeasures x

issues. For example, Simonot-Lion and Trinquet [14] provide
an overview of applications and platforms for automotive con-
trol systems and telematics. Coppola and Morisio [15] review
services provided by connected vehicles, communication tech-
nologies that enable these services, and popular application
platforms for infotainment. They also provide an overview of
security and privacy issues concerning connected vehicles. Kle-
berger et al. [16] review security and privacy issues of in-vehicle
systems in connected vehicles. Security and privacy issues in
VANETs have also been largely studied. Existing surveys on this
area [17–21] cover several aspects ranging from requirements,
vulnerabilities, attackers and attacks, to security and privacy
measures. Othmane et al. [22] perform an analysis for all three
areas, but only focus on a limited range of automotive applica-
tions (i.e., ADAS and telematics) and do not analyze automotive
platforms.

Together, previous works have covered a wide range of the
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security and privacy aspects, sometimes in great detail. However,
most of the previous surveys focus on a few aspects at a time.
Aiming at a broader view of the field, we provide an overview
of all major automotive security and privacy aspects. This view
helps in identifying important issues and research gaps. Table 1
compares the scope of existing surveys and this survey.

Organization. The remaining of the paper is structured as
follows. The next section provides an overview of vehicular IT
architectures and external interfaces in modern vehicles. Sec-
tions 3 and 4 identify important technical characteristics of au-
tomotive applications and application platforms, providing the
context for an analysis of security and privacy threats (Section 5)
and existing security and privacy mechanisms (Section 6). Based
on this analysis, Section 7 discusses open questions and draws
research directions. Finally, Section 8 concludes the paper.

2. System Overview

In this section, we present an overview of the in-vehicle
architecture and vehicles’ external interfaces.

2.1. In-vehicle Architecture
Several in-vehicle architectures have been proposed [23–28].

Fig. 2, 3, and 4 show three possible modern in-vehicle network
architectures. Regardless of the specific network topology, an
in-vehicle network consists of interconnected Electronic Con-
trol Units (ECUs) coupled with sensors and actuators. ECUs
are embedded computers that monitor automotive systems via
sensors, control the vehicle via actuators, or report vehicle data.

ECUs, sensors, and actuators are usually grouped into func-
tional domains [14, 23, 27]. Typical functional domains are
drivetrain, chassis, interior, and telematics [23]. While covering
the essentials of in-vehicle architectures, this classification is
neither universal nor complete. First, vendors can define addi-
tional domains or use different groupings. For example, some
authors define powertrain instead of drivetrain [14, 27]1, body
instead of interior [14, 27]2, human-machine interface (HMI),
multimedia, and telematics instead of telematics [14]. Some ad-
ditional domains that have been proposed are active safety [14],
passive safety [14, 27], and diagnostics [14]3. Secondly, the
classification of a given component into domains is not always
clear-cut [14]. For example, an airbag can be considered either
as a passive safety component or as a body component. Fur-
thermore, some modern cars also have ADAS enabled through
powerful ECUs and associated sensors, such as cameras and
radars. These components do not belong to any of the aforemen-
tioned functional domains.

1Some authors distinguish drivetrain and powertrain as follows: the drive-
train includes the components that deliver power to the wheels; the powertrain
includes the drivetrain plus the engine. In this report, we do not make this
distinction but rather consider the engine as a part of the drivetrain.

2The body domain includes components that are not strictly interior, for
example wipers. We do not make this distinction between body and interior.

3In this report, active safety means avoiding or minimizing the effects of an
accident, before a crash. Passive safety is understood as reducing the effects
of an accident that has already happened. The terms are used with the same
meanings as presented in [14].

Fig. 2: An in-vehicle network architecture without gateways. This figure is
based on the description of Jeep Cherokee 2014 [24].

Fig. 3: A network architecture with a central gateway

Fig. 4: A network architecture with distributed gateways

ECUs are connected by system buses to perform distributed,
inter-ECU functions. Bus technologies are selected based on
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Table 2: Bus systems in vehicles

Class Transfer
rate

Applications Represen-
tative

A ≤ 10 kbps Actuator and sensor networking LIN

B ≤ 125 kbps Controlling components in the
body and comfort domain

Low speed
CAN

C ≤ 1 Mbps Real-time applications in the
powertrain and chassis domains

High speed
CAN

C+ ≤ 10 Mbps Real-time applications in the
powertrain and chassis domains

FlexRay

D > 10 Mbps Telematics and media data
transfer

MOST

cost and technical constraints. The main technical constraints are
data transfer rate, interference immunity, real-time capability,
and number of network nodes [23, 29]. Table 2 provides a
classification of bus systems based on their transfer rate and
applications [23, 27–29]4.

The most representative network technologies are Local In-
terconnect Network (LIN), Controller Area Network (CAN),
FlexRay, and Media Oriented Systems Transport (MOST). LIN
is a low-cost, low-bandwidth network. Its main usage is to
connect ECUs with sensors and actuators. CAN is a reliable,
medium- to high-bandwidth network with sufficient real-time
capability for vehicles. Its main usage lies in the body domain
(low speed CAN) and in the drivetrain and chassis domains (high
speed CAN). FlexRay is a reliable, high-bandwidth, real-time
network. It is mainly used for the drivetrain and chassis domains.
MOST is a high speed network intended for multimedia applica-
tions. Further technical details about these network technologies
can be found in [23, 27–29].

Apart from these technologies, Ethernet5 is emerging for in-
vehicle communications [28, 31–33], and it has been deployed
for diagnostics and backbone networks [34]. Fig. 4 shows a pos-
sible network architecture in which Ethernet serves as the back-
bone (further discussed below). Ethernet has also been proposed
to connect components in individual sub-networks [28, 31, 32].
However, the use of standard Ethernet technology usually do
not guarantee maximum message delay, thus they are unsuitable
for safety-critical automotive applications [28]. This drawback
has spurred the definition of Ethernet solutions that minimize
message delay. The most commonly discussed Ethernet candi-
dates for the automotive domain are IEEE 802.1Q, Audio/Video
Bridging (AVB) Ethernet, and TTEthernet [28].

Some ECUs need to communicate with other ECUs from
multiple domains. For example, a car’s Central Locking Systems
not only interacts with non-safety-critical systems (physical door
locks, wireless key fobs, remote commands to open the doors)
but also with passive safety systems: if the car crashes and
airbags are deployed, the system must automatically unlock

4Note that different classification variants have been proposed. For example,
in [29], class D includes all networks with bandwidth over 1 Mbps, and there
is no class C+. Also, the transfer rate is not an exact limit: the maximum
bandwidth of LIN is 20 kbps, but it is still considered a class A network.

5Note that Ethernet is not a single technology but a family of physical layer
and link layer specifications, which are defined in IEEE 802.3 standards [30].

Table 3: Types of vehicle communication. VANET refers to both ad hoc Vehicle-
to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) networks. The collective
term for all vehicle communication is Vehicle-to-Everything (V2X).

Terminology Definition Range
Vehicle-to-
Device (V2D)

Communication with a device
inside the vehicle

Physical or short-
range wireless

Vehicle-to-
Vehicle (V2V)

Communication among vehicles Short-range
wireless

Vehicle-to-
Infrastructure (V2I)

Communication between vehicles
and roadside infrastructure

Short-range
wireless

Vehicle-to-
Network (V2N)

Communication between vehicles
and IT or cellular infrastructure

Long-range
wireless

the doors [4]. One solution is to directly attach these ECUs to
multiple sub-networks. In this case, the ECUs are responsible
for choosing the relevant sub-networks to read messages from
or write messages to. Fig. 2 illustrates an in-vehicle architecture
in which some ECUs are connected to two CAN buses, a high-
speed bus for drivetrain and chassis and a low-speed one for the
interior domain.

Using gateways is another method for cross-domain com-
munication [23, 27, 35]. Gateways exchange data between bus
lines by reading and converting data from one format to an-
other [23, 35]. A car may employ one central gateway or mul-
tiple distributed gateways. A central gateway connects all bus
lines, while a distributed one connects two or more buses.

Fig. 3 and Fig. 4 show two examples of vehicle networks
employing gateways. Fig. 3 features a network with a central
gateway, which is similar to the architectures of BMW 7 Series
and VW Passat [25]. Fig. 4 presents a network architecture
with distributed gateways, similar to the distributed architectures
presented in [23, 26]. This figure also features a point-to-point,
switched Ethernet backbone. The switch bridges different do-
mains without expensive message conversions [31, 32]. Note
that in both figures, the bus technologies and the external inter-
faces (WiFi, Bluetooth, etc.) are for demonstration purposes
only. For example, an actual vehicle may have FlexRay and
MOST replaced by CAN, or have a different arrangement of
external interfaces.

2.2. External Interfaces

A car can communicate with various devices including keys,
sensors, mobile phones, mp3 players, other vehicles, roadside
infrastructures, and IT infrastructures. Table 3 presents the
common terminology used to denote vehicle communication.

The communication between a car and the outside world is
performed via external interfaces. Usually, external interfaces
are attached to a head unit or a telematics control unit (TCU). A
head unit typically consists of a screen, navigation applications,
telephone applications, and interfaces to connect to consumer
electronic devices [36]. A TCU is a dedicated ECU providing
wireless connectivity [5, 37]. It is also called communication
and control unit [36] or simply communication unit [38]. In the
case of V2V and V2I communication, the device is also called
on-board unit (OBU) in contrast to roadside units (RSUs) that
are located along the roads.
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External interfaces can be classified into three main groups
based on access range [39]: physical access, short range wireless
access, and long-range wireless access. In the remainder of the
section, we provide an overview of these interfaces.

2.2.1. Physical access
The most common interface that requires physical access

is for diagnosis. On-board Diagnostics (OBD) regulations (for
example, OBD-II in the United States, EOBD in the European
Union, or JOBD in Japan) require monitoring and detection of
emission system deterioration, malfunction, and electrical faults.
The required functions are typically provided through an OBD-II
port6. Specifically, the diagnostic capabilities provided through
this port include [40]:

• Requesting stored data about faults (e.g., electrical short-
circuit).

• Requesting real-time data from sensors and ECUs. The
data includes compulsory emission-related information
and additional data defined by the manufacturer.

• Reading and setting fault codes.
• Controlling actuators.

The OBD-II port also allows access to vehicle data in non-
diagnostic modes, including normal messages and Direct Mem-
ory Read (DMR) [41]. Normal messages are broadcast during
normal vehicle operation without the need for requests. With
DMR, developers can request a controller’s memory contents.
Normal messages and DMR are manufacturer-specific.

In addition, vehicles are often equipped with other external
interfaces for a variety of purposes. A car can have a CD/DVD
player for entertainment. A car can also have USB ports for
storing and reading files from nomadic devices [42], or for in-
tegration of smartphones.

OBD-II and USB interfaces can be extended with after-
market adapters. Such adapters can have wireless interfaces
to upload vehicle data for purposes beyond diagnostics. For
instance, there are OBD-II adapters providing services, such as
usage-based insurance, car usage and driving behavior feedback,
and emergency call [43–45].

Apart from these interfaces, some trucks and buses made by
major European manufacturers have optional firewalled Fleet
Management System (FMS) interfaces that provide access to
vehicle data. The interfaces are standardized by FMS-Standard
and Bus-FMS-Standard [46]. Currently, there is no equivalent in-
terface for other types of vehicles (the usage of OBD-II adapters
is an unofficial use of the interface).

2.2.2. Short-range wireless access
Vehicles are often equipped with interfaces for short-range

communication for different purposes. One application of these
interfaces is to connect sensors and actuators to the in-vehicle
network, for example, keyless entry and tire pressure monitoring
systems (TPMS). Viable technologies for sensor and actuator
networking are ZigBee, radio-frequency identification (RFID),

6We do not consider older diagnostic interfaces, such as OBD-I.

and ultra-wideband [47]. ZigBee provides secure low-data-rate,
low-power networking [48]. RFID refers to technologies that use
radio waves for identification purposes. Among RFID technolo-
gies, DASH7 is an open-source protocol tailored for low-power
sensor and actuator communication [49]. Ultra-wideband is a
radio technology operating in a wide frequency band7. It sup-
ports high-data-rate, short-range communication at low power
consumption levels [50].

In the telematics and multimedia domain, Bluetooth and
WiFi are ubiquitous. Bluetooth is a short-range radio frequency
technology, operating in the 2.4 GHz radio band [51]. Common
applications of Bluetooth in vehicles are hands-free phone call,
address book, and wireless headphone [23]. WiFi is a wire-
less technology for local networking based on the IEEE 802.11
standards. It can be used for Internet tethering between cars
and mobile devices. Both Bluetooth and WiFi can enable car-
smartphone integration, as in MirrorLink and Ford’s AppLink.

For ad-hoc V2V and V2I communication, the current stan-
dards are Dedicated Short Range Communication (DSRC) in
the United States [52] and Intelligent Transport Systems oper-
ating in the 5 GHz frequency range (ITS-G5) in Europe [53].8

At the physical layer, both DSRC and ITS-G5 are based on
the IEEE 802.11p standard. DSRC mainly targets safety ap-
plications [52], but it is also used for other applications like
toll collection, navigation assist, and garage door openers. On
the other hand, ITS-G5 is a collection of four channels, each
with its own purpose: ITS-G5A (ITS-G5 class A) targets safety
applications; ITS-G5B targets non-safety applications; ITS-G5C
is for wireless local area networks; and ITS-G5D is reserved for
future applications [53].

An alternative to DSRC/ITS-G5 is the next generation of
wireless mobile telecommunications technology (5G). Apart
from long-range communication (see below), 5G is expected to
have advanced broadcast mechanisms and a low-latency Device-
to-Device (D2D) communication mode [54, 55]. These features
would make 5G suitable for V2V and V2I communication.

2.2.3. Long-range wireless access
Vehicles also have external interfaces for long-range com-

munication, which refers to communication at a distance greater
than 1 km. Long-range wireless channels can be classified into
broadcast and addressable channels [39]. Using a broadcast
channel, a station can broadcast its signals to multiple vehicles
without knowing the receivers’ address. For example, modern
vehicles have global navigation satellite system (e.g., GPS or
Gallileo) receivers for positioning information, Traffic Message
Channel receivers for traffic and travel information, and satellite
radio or digital radio receivers.

In addressable channels, messages are sent to devices with
specific addresses. These channels are typically used for long-
range data and voice transmission. Long-range addressable

7The specific frequency band depends on the country or region. For instance,
in the United States, the frequency band for ultra-wideband communication is
3.1–10.6 GHz [50].

8In Europe, DSRC refers to the ETSI EN 300-674 standard, which is different
from US DSRC. The main application of European DSRC is electronic fee
collection [53].
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Table 4: Mobile network technologies [58]

Generation Technology
1G AMPS, NMT

2G GSM, D-AMPS

2.5G GPRS, EDGE, CDMA

3G CDMA 2000, WCDMA, TD-SCDMA

3.5G HSPA, EVDO

4G LTE, WiMAX

channels are provided by 2G/3G/4G cellular networks, or 5G
networks in the future.9 The letter ‘G’ in 1G/2G/3G/4G/5G
stands for generations of mobile telecommunications technol-
ogy. The first generation (1G) covers analog communication.
The second generation refers to digital communication before the
IMT-2000 standard specified by the International Telecommu-
nication Union (ITU). The third and fourth generations refer to
ITU’s IMT-2000 and IMT-Advanced standards. The standards
do not define specific technologies but rather lists of service,
spectrum, and technical requirements [56]. As an example of
service requirements, an IMT-Advanced (4G) technology must
support [57]: messaging, voice telephony, high-quality video
telephony, video conference, Internet browsing, interactive gam-
ing, file transfer/download, machine-to-machine communication,
remote sensor, emergency calling, etc.

Each generation of mobile networks is realized by multiple
technologies. Sometimes, the capabilities of an implementation
exceed that required by a generation, but do not satisfy the next.
This results in informal non-integer generation numbers. Table 4
lists common technologies for each generation [58].

At the time of writing, the technical requirements of 5G are
still under development. Nevertheless, many organizations agree
that 5G should support a wide range of applications [55, 59, 60].
For example, the Next Generation Mobile Networks Alliance
aims at eight 5G application areas [55]: (1) broadband access
in dense area, (2) broadband access everywhere, (3) high user
mobility, (4) massive Internet-of-Things, (5) extreme real time
communication, (6) lifeline communication, (7) ultra-reliable
communication, and (8) broadcast-like services.

3. Automotive Applications

A large amount of innovation in the automotive domain
is driven by software. In 2012, electronics and software con-
tributed to about 90 percent of automotive innovations [61]. New
automotive technologies will enable even more software inno-
vations. First, sensors generate a large amount of data, which
can be used, for instance, to improve future vehicles or to pro-
vide after-market services. Secondly, more processing power
and communication capabilities will make it possible to store,
transmit, and analyze vehicle data, and to run a wider range of

9In a cellular network, each mobile device is connected to a fixed-location
cell tower; each cell tower provides connection coverage for one area, or “cell”.
Future 5G networks is expected to support device-to-device communication, so
they will not be purely cellular.

infotainment applications. Emerging V2I and V2V technologies
will also give the means to create applications for safer, more
efficient, and more comfortable traveling.

Alongside functionalities, applications also bring complex-
ity. The first source of complexity is the large amount of code: a
typical high-end car in 2016 runs more than 100 million lines
of software code [62]. The deployment of additional applica-
tions will further increase this complexity. The second source
of complexity is application interactions. Applications from
multiple domains with different technical, security, and privacy
requirements may communicate and interfere with each other.

To better understand the heterogeneous applications, we
propose a classification of applications based on their functional
domains and key technical characteristics. We then discuss
current and near-future automotive applications, showing their
benefits and complexity.

3.1. Application Classification

There is a large variety in automotive applications. Kroh et
al. [63] and Kargl et al. [66] propose a classification of appli-
cations for VANETs. We revise and extend their classification
to also deal with in-vehicle and Internet-based applications. In
particular, we have included the functional domain as this is an
important characteristic to understand the needs of automotive
applications, while omitting low-level communication charac-
teristics, such as singe-hop vs. multi-hop communication and
relevancy-based vs. periodic communication. Our classification
of automotive applications is based on five dimensions:

1. Functional domain. This dimension indicates the func-
tional domains of the electronics involved in an applica-
tion. As discussed in Section 2.1, functional domain defi-
nition varies across vendors. Here we settle on five com-
mon domains and one emerging domain, namely power-
train, chassis, body, passive safety, telematics, and ADAS.

2. Influence on safety. This dimension describes the level
of potential safety loss if an application is unavailable or
misbehaves. If it has strong impact on safety, then the
application is safety-critical. If it improves safety to some
extent but its absence does not cause serious consequences,
then the application is safety-related. Otherwise, if the
application is not intended to improve safety, we say that
it is not safety-related. The more safety-critical an appli-
cation is, the more assurance about its proper functioning
is required.

3. Driver involvement. This dimension characterizes how
much attention the driver must pay to the notifications gen-
erated by an application. An application can be vehicle-
only, meaning that it does not display notifications to the
driver. Otherwise, applications may display messages that
require driver’s awareness, attention, or even reaction. If
an application requires a high level of driver involvement,
then we need a high level of assurance on the integrity of
presented messages.

4. Connectivity. This dimension characterizes the type of
connectivity required by an application. Some applica-
tions only involve ECUs inside the vehicle. Other appli-
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Table 5: Characteristics of selected applications

Application D
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AP1 Engine management system P L

AP2 Transmission control P L

AP3 Anti-lock brake systems C L

AP4 Automatic stability control C L

AP5 Control of wipers, doors, windows, seats, mirrors B L

AP6 Control of doors and windows via phones [38] B D

AP7 Airbag control S L

AP8 eCall [38, 63] S T I N

AP9 eTolling [38] T I

AP10 Point-of-Interest [38, 63] T I

AP11 Web-browsing, video streaming, instant messaging T IN

AP12 Remote diagnosis [38] C P T I N

AP13 Vehicle data upload for usage-based insurance C P T N

AP14 Local danger warning [38] A C T V

AP15 Intersection collision warning [63] A T V

AP16 Traffic signal violation warning [63] A T I

AP17 Emergency vehicle signal pre-emption [63] A T I

AP18 Pedestrian crossing information [63] A T V

AP19 Pedestrian detection [64] A L

AP20 Active brake [38] A C T V

AP21 Parking assistant [65] A L

AP22 Adaptive cruise control [64] A L

Legend:
Domain A: ADAS B: Body C: Chassis

P: Powertrain S: Passive safety T: Telematics

Influence on safety : not safety-related : safety-related : safety-critical

Driver involvement : vehicle-only : awareness : attention/reaction

Connectivity D: Vehicle-to-Device I: Vehicle-to-Infrastructure N: Vehicle-to-Network

V: Vehicle-to-Vehicle L: In-vehicle only

Time constraint : Non real-time : Soft real-time : Hard real-time

cations may require V2D, V2V, V2I, or V2N connections
(Table 3). This dimension implies which communication
services a platform should provide to accommodate its
target applications.

5. Time constraint. This dimension characterizes the level
that an application has to adhere to a specified response
time. If occasional missing of deadlines does not have
serious effects, then the application is soft real-time [23].
If an application must always adhere to a specific response
time and missing a deadline can lead to serious problems,
then it is hard real-time [23]. Otherwise, if an application
does not have constraints on the response time, then it is
non real-time. This dimension determines whether the
platform hosting the application should provide real-time
capabilities. Note that this dimension is different from the
“time constraint” dimension in [63, 66], which is based
on an application’s estimated maximum response time (in

seconds).

Below we discuss applications grouped by their domain, while
Table 5 shows some representative applications according to the
identified dimensions. Sometimes the characteristics depend on
the implementation, so we refer to the specific descriptions from
the cited sources.

3.2. Review of Existing and Near Future Applications

Vehicles have evolved beyond just a means of moving people
and goods. To passengers, cars should be safe, comfortable, and
fun. To the community, cars should be environmentally friendly
and enable customized services, such as insurance and tolling.
Cars should also help manufacturers and mechanics to enhance
future cars and simplify mechanics’ job. To service providers,
cars present opportunities to provide new business models and
value-added services. A car can host many applications to cater
for different stakeholders.
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In the powertrain and chassis domains, vehicles have ap-
plications controlling vehicle dynamics [14, 27]. The main
applications in the powertrain domain are engine control, and
transmission and gear control [27]. The chassis domain is re-
sponsible for driving dynamics, driving assistance, and active
safety. Examples of applications in this domain include anti-
lock braking system, automatic stability control, adaptive cruise
control, anti-slip regulation, etc. [27].

Body/comfort domain applications control non-dynamic ve-
hicle components such as climate control systems, dashboard,
wipers, lights, doors, windows, seats, mirrors, etc. [14, 27].
These components can be controlled by direct interaction with
the car, but also via smartphones [63] or voice control.

When an accident happens, passive safety applications aim
to alleviate its consequences. For instance, airbag functioning
is regulated by a complex algorithm with input from various
sensors [14]. Another application is eCall, which automatically
calls an emergency number in case of accidents [38, 63].

While not directly related to driving tasks or safety, multime-
dia and telematics applications also add great values to vehicles.
Common applications are radio, CD/DVD player, and road toll
collection. Internet connectivity and more powerful in-vehicle
computers/smartphones have started to bring sophisticated ap-
plications for media downloading (e.g., web-browsing, video
streaming, on-demand navigation, and Point-of-Interest notifica-
tion) and two-way correspondence (e.g., voice over IP, instant
messaging, parking reservation). Internet connectivity also en-
ables transmission of vehicle data for use in a broad range of
applications, for example, usage-based insurance [67], traffic
management [63, 68], and remote diagnosis [38]. Wireless con-
nectivity also enables local services, e.g. automatic parking
management and local electronic commerce [68], or integration
of smart-homes [69] and mobile devices [63, 70].

Apart from the more conventional functions, complex ad-
vanced driver assistance systems (ADAS) are an emerging area
in the automotive domain. ADAS applications process data from
various on-board sensors and external systems to assist the driver
in controlling the vehicle, preventing accidents and reducing the
burden on the driver. Moreover, those applications can inform
the driver of the current situation or actively intervene in vehicle
dynamics [64, 65, 71]. Some examples of applications involving
control of the vehicle are adaptive cruise control, lane-following
assistant, and automatic emergency braking [65]. Examples
of informing applications include collision warning, awareness
about emergency vehicles, road hazard warnings [38, 63, 68, 72,
73], and parking assistant [65]. There are also applications focus-
ing on human factors, including software to detect driver stress,
fatigue, and anger [64, 74, 75] or to improve the driver’s percep-
tion, such as night vision assistant [65, 76]. Today’s ADAS are
the first step towards autonomous vehicles, which will handle
most or even all driving tasks.

4. Application Platforms

In the previous section, we discussed various automotive ap-
plications. The current approach of adding embedded computers
for new applications, however, is rigid and has reached its cost

and complexity limits [1]. Application platforms offer a flexible
solution. First, platforms can provide an environment for cus-
tomers to select applications according to their requirements [2].
Also, platforms provide common APIs that abstract the under-
lying hardware. This encourages software reuse and avoids
recurring development expenses. A platform can reduce cost
and complexity by sharing the same hardware among multiple
applications.

In this section we propose a classification of application
platforms and use it to analyze to what degree existing platforms
can fulfill the demands of modern automotive applications.

4.1. Platform Classification

We propose six dimensions to classify application platforms.
The dimensions address both technical concerns, e.g., the type
of applications a platform can host, and business concerns, e.g.,
how open a platform is for different stakeholders. They address
the development and deployment of the platform (dimensions 1,
4, and 5), the development and deployment of applications on
top of the platform (dimensions 2, 3), and the platform’s access
to in-vehicle and external networks (dimension 6).

1. Platform location. This dimension describes the location
where a platform is deployed with respect to the vehicle.
Some platforms are in-vehicle, some run on smart-phones.
Other platforms are Internet-based, i.e. they provide ser-
vices or collect vehicle data via the Internet.

2. Platform purpose. This dimension categorizes the func-
tional domains of applications supported by a platform,
including telematics, ADAS, and automotive control sys-
tems, which covers functional domains powertrain, chas-
sis, body, and passive safety.

3. Openness for application distribution. This dimension de-
scribes the stakeholders that can distribute applications for
a platform. Some platforms are for vehicle manufactures
and suppliers only. Other platforms allow third-party
developers to distribute applications.

4. Openness for platform development. This dimension char-
acterizes how open a platform itself is for verification
and modification by parties other than the platform de-
veloper/distributor. A platform can be closed, meaning
that only the platform distributor has access to the source
code. Other platforms are open to others for verification
and additionally for modification.

5. Platform maturity. This dimension characterizes to what
degree a platform has been developed and used in practice.
There are platforms that are commercially used in real-life
vehicles. Some platforms only have prototypes. There are
also platforms in the design/concept phase.

6. Network access. This dimension describes a platform’s
access rights to in-vehicle and external network interfaces.
We distinguish two levels of access rights (active/write
and passive/read) for three network types, namely safety-
critical in-vehicle networks (for chassis, powertrain, and
passive safety), non-safety-critical in-vehicle networks
(for body train and telematics), and external networks,
such as V2V and V2I. This dimension has implications
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Table 6: Automotive application platforms
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PL1 ERIKA Enterprise—OSEK/VDX implementation [77] ) 2 ○ + Ø WC

PL2 osCAN—OSEK/VDX implementation [78] ) 2 ○ ○ Ø WC

PL3 Artic Core—AUTOSAR Classic implementation [79] ) 2 ○ + Ø WC

PL4 MICROSAR—AUTOSAR Classic implementation [80] ) 2 ○ ○ Ø WC

PL5 QNX CAR [81] ) O ○ ○ Ø WE

PL6 Windows Embedded Automotive [82] ) O ○ ○ Ø WE

PL7 GENIVI [83] ) O ○ + Ø WB,WE

PL8 Automotive Grade Linux [84] ) O ? + ? WB,WE

PL9 Apertis [85] ) O + + ? WE

PL10 Automotive Grade Android [86] ) O ? + ? WE

PL11 QNX Platform for ADAS [87] ) 2 3 ○ ○ Ø WC,WE

PL12 Green Hills Platform for ADAS [88] ) 2 O 3 ○ ○ Ø WC,WE

PL13 Wind River Helix Drive [89] ) 3 ○ ○ Ø WC,WE

PL14 OVERSEE [90] ) 2 O 3 ? + ? WC,WE

PL15 CarPlay [91] O ○ ○ Ø WE

PL16 Android Auto [92] O + ○ Ø WE

PL17 MirrorLink [93] O + ○ Ø WE

PL18 AppLink [94] O + ○ Ø RC,WE

PL19 Manufacturers’ data servers , O ○ ○ Ø RC,WE

PL20 Automatic—based on OBD adapters [44] , O + ○ Ø RC,WE

PL21 AT&T UBI—based on OBD adapters [45] , O ○ ○ Ø RC,WE

PL22 APPSTACLE [95] ), O + + q RC,WE

Legend:

Platform location ) In-vehicle On smartphones , Internet-based

Purpose 2 Control systems O Telematics 3 ADAS

Application distribution ○ Closed + Open ?: Info not available

Platform development ○ Closed + Open

Platform maturity Ø Production ? Prototype q Design

Network access

• Access right R Read W Write

• Network: C Internal, critical B Internal, non-critical E External

in the amount of vehicle data that the platform can access
and the components that the platform can control.

4.2. Review of Existing Application Platforms

A variety of application platforms have been designed to
address the diversity of applications and business models. In this
section, we study existing platforms and classify them according
to the dimensions identified in the previous section. Table 6 sum-
marizes the classification results with platforms grouped by their
deployment location and purposes. Note that in “network access”
column, write access infers read access; access to safety-critical
internal networks infers access to non-safety-critical networks.

4.2.1. In-vehicle platforms
OSEK/VDX10 and AUTOSAR11 are two standards for appli-

cation platforms for automotive control systems. OSEK/VDX
is a standards body formed by eight German and French au-
tomotive companies12. It specifies a software architecture for
automotive control systems, with the goal of software portabil-
ity and reusability [96]. OSEK/VDX includes specification of

10OSEK stands for “Offene Systeme und deren Schnittstellen für die Elek-
tronik in Kraftfahrzeugen” in German, which can be translated as “Open Systems
and their Interfaces for the Electronics in Motor Vehicles”. VDX stands for
“Vehicle Distributed eXecutive”.

11AUTOSAR is short for “AUTomotive Open System ARchitecture”. The AU-
TOSAR development partnership is a standardization initiative by a large number
of automotive, electronics, semiconductor, hard- and software companies.

12BMW, Robert Bosch GmbH, Daimler Chrysler, Opel, Siemens, Volkswagen
Group, Renault, and PSA Peugeot Citroën.
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real-time operating systems (OS-OSEK OS and OSEKtime OS),
communication within and between ECUs (OSEK COM), and
strategies for network configuration and monitoring [96].

AUTOSAR Classic Platform [97] is a successor of OSEK/

VDX. Similar to OSEK/VDX, AUTOSAR Classic Platform is
targeted at embedded automotive applications with hard real-
time and safety constraints [98]. AUTOSAR Classic Platform
specifications cover three areas: (1) a software architecture,
(2) a methodology and templates for system development, and
(3) compatible software interfaces at the application level [98].
OSEK/VDX specifications are reused in the AUTOSAR soft-
ware architecture: the AUTOSAR operating system is back-
ward compatible with OSEK OS (while providing more func-
tions) [99], and the AUTOSAR communication module is also
derived from OSEK COM [100].

OSEK/VDX and AUTOSAR are mature open standards.
They have been realized by various open-source and proprietary
implementations, some of them have been certified for use with
safety-critical applications. Some examples of OSEK/VDX
implementations are presented in [77, 78, 101]. For some
AUTOSAR-related products, including platform implementa-
tions, tools, and training, we refer to [79, 80, 102]. These plat-
forms are deeply integrated into the in-vehicle networks. As a
result, only car manufacturers and suppliers can install software
on these platforms. In fact, applications are statically configured
during the production of ECUs [99, 103].

With respect to ADAS, some production platforms are QNX
Platform for ADAS [87], Green Hills Platform for ADAS [88],
and Wind River Helix Drive [89]. These platforms are propri-
etary, and their target audience is car manufacturers and suppli-
ers. The platforms provide a rich feature set for ADAS, such as
automotive connectivity (CAN, LIN, MOST, Ethernet), graphics
libraries, connections to in-vehicle networks and outside worlds,
and storage services (the exact features depend on the specific
platform). While their focus is ADAS, some platforms addition-
ally provide environments to run AUTOSAR software (QNX
Platform and Green Hills Platform) and guest general-purpose
operating systems (Green Hills Platform). These platforms are
mature, with various components and tools certified to various
safety standards [87–89]. However, they do not follow a uni-
fied standard, which hinders interoperability and code reuse.
The AUTOSAR Adaptive Platform standard [104] is an effort
to address this problem. This standard describes platforms for
high-performance ECUs for highly automated and autonomous
driving [104]. It will remain in draft mode until October 2018.

For multimedia and telematics applications, some popular in-
vehicle platforms are QNX CAR Platform for Infotainment [81],
Windows Embedded Automotive [82], GENIVI [83] (produc-
tion), Automotive Grade Linux [84], Apertis [85], and Auto-
motive Grade Android [86] (experimental). These platforms
provide rich features for infotainment applications, including
user interface libraries, audio/video playback, voice services,
Internet, WiFi, Bluetooth, cellular connectivity, and integration
of mobile devices. In addition, they provide software modules
(either built-in or developed by third-parties) for in-vehicle net-
works access. However, in most deployed systems, access to
in-vehicle networks and vehicle data is fairly limited. In Table 6,

only access rights found in typical deployed systems are listed.
To support multiple applications, modern cars are often

equipped with 70 to 100 ECUs, or even more in the case of
luxury cars. The high number of ECUs has an impact on costs,
complexity, and space problems [1, 105]. Application platforms
can reduce this problem by consolidating several functions in
one ECU. Multipurpose platforms, which can host applications
from multiple domains and support cross-domain communica-
tion [105], can further increase the level of ECU consolidation.

There have been several proposals for multipurpose plat-
forms. COQOS [105, 106] and the aforementioned Green Hills
Platform for ADAS and QNX Platform for ADAS are three pro-
duction multi-purpose platforms (the focus of QNX and Green
Hills’ platforms remains ADAS). These are proprietary plat-
forms built for vehicle manufacturers and suppliers. A notable
open-source experimental platform is OVERSEE [90]. It is tar-
geted at both manufacturers and third-party developers (although
the software distribution method is not detailed in the project).
Regarding functionality, all mentioned multipurpose platforms
support applications of mixed criticality by enforcing isolation
of applications.

4.2.2. Mobile platforms
A popular alternative to embedded infotainment platforms is

to run applications on smartphones. This approach has several
advantages [107]. First, users are already familiar with their
smartphones. Secondly, smartphones are easier and more afford-
able to update compared to in-vehicle systems. Thirdly, smart-
phones provide user information that can be used to personalize
applications. Moreover, this approach allows continuous use
of applications in different situations.13 For application devel-
opers, mobile platforms provide familiar software development
environments and distribution channels (i.e., application stores).

However, mobile platforms are not without disadvantages [1].
First, running applications on smartphones poses difficulties
in HMI integration and guarantee of service quality for real-
time applications. Secondly, access to in-vehicle networks from
smartphones is limited. In addition, as automotive application
platforms, smartphones can be subject to environments that they
are not designed for.

Despite these limitations, several mobile platforms have been
designed. Notable mobile platforms are CarPlay [91], Android
Auto [92], MirrorLink [93], and AppLink [94]. These platforms
use the vehicle as peripherals to a mobile smartphone, with ap-
plications running on the smartphone’s CPU. The vehicles must
have appropriate hardware and software to support the integra-
tion. Typical interfaces between the vehicles and smartphones
are USB, WiFi, and Bluetooth. Users can interact with applica-
tions via vehicle displays, sound systems, input controls, or via
the user interfaces of the smartphones.

Mobile platforms typically offer only read access or no ac-
cess to the in-vehicle network. For example, AppLink has read-

13For example, when a user’s destination is far from the parking lot, the
navigation task can be divided into two steps. First, the integrated smartphone-
car system navigates the user to the parking lot. After that, the user continues to
use his smartphone to reach his destination.
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only access to vehicle information, such as location, speed, fuel,
braking, external temperature, current gear, tire pressure, and
airbag status [108]. To the best of our knowledge, current ver-
sions of Android Auto and MirrorLinks do not provide vehicle
sensor data to applications. The applications on these platforms
are typically limited to infotainment. The most common ap-
plications are phone call, messaging, audio player, and navi-
gation [91, 93, 94, 109]. AppLink additionally provides eCall
functionality [94].

For platforms other than CarPlay, anyone can develop appli-
cations and distribute them via application stores. To develop ap-
plications for CarPlay, developers need to register with Apple’s
MFi program [110], which is available for companies, organi-
zations, government entities and educational institutions [111].

4.2.3. Internet-based platforms
Instead of residing on vehicles or mobile phones, applica-

tions can communicate with vehicles over the Internet. An
Internet-based application platform supports the development,
deployment, and management of such applications. These plat-
forms typically offer two main functions. First, they provide
contents to in-vehicle or mobile platforms. For example, Google
Play Store and Apple’s App Store provide services, such as navi-
gation, music streaming, and application distribution to Android
Auto and CarPlay (see “mobile platforms”).

In addition, Internet-based platforms provide a central lo-
cation for the collection and storage of vehicle data (the use
of such data has been discussed in Section 3.2). For this pur-
pose, Internet-based platforms rely on in-vehicle components
to extract and upload data. An instance of such components is
represented by dedicated interfaces deployed by vehicle manu-
facturers (e.g., ECU 2.n in Fig. 3). These dedicated interfaces
can be used to collect and send data to the manufacturers or
their contracted providers’ data centers via wireless connec-
tions [112]. In this setting, vehicle data is typically available
only to the manufacturers and their partners.14 In a proposal by
the European Commission (data server platforms [113]), data
is also collected by dedicated interfaces; however, the data is
made available to more stakeholders, including manufacturers,
government agencies, and third-party developers.

Another data collection method is to extend a vehicle inter-
face with an adapter. Trucks and buses made by major European
manufacturers are optionally equipped with FMS interfaces (see
Section 2.2). These interfaces provide secure (firewalled) access
to vehicle data for third-party applications [46]. For other vehi-
cles, the OBD-II port can be extended with aftermarket adapters.
However, the OBD-II port was originally designed to work with
readers for diagnosis. As a result, attaching an adapter to the
OBD-II port can cause unexpected security and privacy conse-
quences. To this end, the European Commission has proposed
an upgraded and standardized OBD port with more protection
for data collection [113].

14For some buses and trucks, third-party application developers can access
vehicle data under agreements with vehicle owners and manufacturers. Vehicle
manufacturers provide the access via the remote Fleet Management System
(rFMS) web service [46].

The APPSTACLE project [95] is another initiative proposing
an Internet-based platform. APPSTACLE is a recently launched
project involving European car manufacturers, suppliers, cellular
service providers, and universities. The project aims at a secure
cloud platform that interconnects vehicles and the cloud via a
5G network infrastructure. The platform also comprises an open
in-vehicle platform for gathering data from in-vehicle networks.

5. Threat Analysis

With the increasing number of vehicle assets (e.g., more
vehicular communication, personal information stored in vehi-
cles, and audio-visual media), the possibilities and incentives for
automotive attacks increase. This section provides an overview
of important security and privacy issues related to in-vehicle
systems and VANETs. First, we present relevant security con-
cepts and their relationship. Then, we discuss security goals
and requirements. Next, we study the capabilities of attackers
and the impact of attacks, relating them to the security goals.
Finally, we examine typical vulnerabilities and attacks. This
analysis provides a baseline for an analysis of existing security
and privacy measures (Section 6). We do not cover the Internet
side of automotive applications. The Internet is a broad and
heterogeneous area that is typically considered untrusted; in
this respect, Internet technologies have many open security and
privacy challenges in themselves and their analysis falls outside
the scope of this survey.

5.1. Terminology

The following terminology is used in the remainder of the
paper: an asset is a resource that has value for stakeholders.
Assets may have weaknesses that can be exploited by attack-
ers; such weaknesses are called vulnerabilities [114]. An entry
point is an asset or a system component that enables access to
the system. An attack is an intentional attempt to compromise
some desired security properties of a system such as integrity,
availability, confidentiality, or others [114]. In an attack, the
attacker usually exploits some vulnerabilities via entry points.
The goal of threat analysis is to identity potential attacks and
determine their consequences. In particular, threat analysis in-
cludes the identification of attackers, their goals, and how they
might achieve them [115].

5.2. Security and Privacy Goals

In this section, we identify security and privacy goals based
on applications’ needs while avoiding assumptions about poten-
tial mechanisms to achieve them.

5.2.1. Security goals
Traditionally, vehicles were isolated systems with only a few

applications. The design goals were mostly limited to perfor-
mance, safety, and cost. However, together with the increasing
connectivity and flexibility of applications and platforms, secu-
rity concerns also grow. Specifically, we consider confidentiality,
integrity, availability, non-repudiation, and data freshness. Pre-
vious studies (e.g., [18, 63, 116]) have refined these goals to
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obtain more specific security requirements (as summarized in
Table 7).

Confidentiality means that only authorized individuals can
access information [117]. Confidentiality is important when
the information is of high value. For instance, ECU firmware
and firmware updates contain intellectual properties of manu-
facturers and thus need to be kept confidential [116]. Moreover,
applications running in ECUs may store personal information.
Even if a vehicle does not have network connection with the
outside world, stored information can still leak when ECUs are
replaced. Personal information should be kept confidential even
in these circumstances [116].

For VANET applications, vehicles frequently broadcast mes-
sages containing information, such as location, direction, and fi-
nancial transaction details. Ruddle et al. [116] identify that eToll
transactions and Point-of-Interest (PoI) configuration should be
kept confidential between the participating vehicle and RSU.
Moreover, the identity and location of the sender should be kept
secret to a certain level [63, 116].

Integrity requires that information (including programs and
applications) is modified only in a specified and authorized man-
ner [117]. Integrity encompasses authentication, meaning that
the receiver of a message should be able to verify the message
origin. All applications require integrity to function correctly.
However, this property is even more important in the case of
safety applications.

For both VANETs and in-vehicle systems, information caus-
ing reactions by vehicles (such as automatic braking) must be
authentic in terms of origin and content [116]. In addition, tim-
ing information of sensor data must be accurate [116]. To ensure
the integrity of ECUs, access to ECU reprogramming function
must be controlled. VANET applications also require that mes-
sages generated in the same spatial and temporal proximity are
consistent [18].

Availability requires that systems work promptly and ser-
vices are not denied to authorized users [117]. All applications
require availability of resources (e.g., CPU, memory, communi-
cation buses and devices, and sensors), but safety-critical appli-
cations must be prioritized [116].

Non-repudiation guarantees that a party can prove that an-
other party has performed a particular action. This property is
related to auditability [66] and accountability [118]. Ruddle et
al. [116] argue that non-repudiation is motivated by legal require-
ments from law, liability, or billing rather than functional safety.

To the best of our knowledge, non-repudiation requirements
for automotive applications have not been largely investigated
and the ones that have been currently identified are rather rudi-
mentary. For example, ETSI TR 102 893 [118] specifies that
all changes to security parameters and applications should be
auditable without specifying the parameters and applications.
Ruddle et al. [116] give only one example of non-repudiation
requirements, namely eToll providers should be able to prove
the authenticity of billing information using sensor data. Kroh et
al. [63] identify several applications that need non-repudiation;
however, for most applications, they do not describe which in-
formation to audit.

Data freshness denotes that received messages should be

recent and have not been replayed by attackers [116]. Regarding
in-vehicle networks, the freshness of messages generated by
all ECUs and gateways must be ensured to prevent undesirable
activation of commands. In addition, the freshness of ECU flash-
ing commands must also be guaranteed. Regarding VANETs,
freshness of messages carrying environment-related data should
be ensured, especially messages that can trigger undesirable
reactions.

5.2.2. Privacy goals
Privacy is a serious concern in intelligence transport systems.

Applications can disseminate messages containing personally
identifiable information. For example, messages typically con-
tain vehicle IDs or pseudonyms required for authentication. In
addition, for V2V and V2I applications, vehicles regularly broad-
cast data including location and direction. These data can be
captured and analyzed to reveal the identity of vehicle occupants
or to track vehicles. As a result, automotive applications and
platforms must ensure ID privacy and location privacy. Kroh et
al. [63] and Harding et al. [73] define these goals for VANETs,
but they are also relevant to wireless sensor networks and V2D
communication.

• ID privacy: An attacker should not be able to use mes-
sages to identify a vehicle or individual.

• Location privacy: An attacker should not be able to link
data in safety messages to determine a vehicle’s path.

On the other hand, vehicular systems might support jurisdic-
tional access [63] for accountability purposes.

• Jurisdictional access: Qualified public authorities should
have access to identity or location information.

5.3. Attackers
Understanding the attackers is essential to protect any system.

In this section, we study the capabilities and potential impacts
of automotive attackers.

5.3.1. Attacker capabilities
Multiple actors with different levels of skills and resources

may be interested in attacking vehicles and associated systems
(as summarized in Table 8). Based on the level of physical
access, Wolf [119] classifies attackers of in-vehicle systems as
internal or external. An internal attacker is typically an autho-
rized user trying to gain additional rights (privilege escalation).
Internal attackers are assumed to have full physical access to the
vehicle. On the other hand, an external attacker has limited or no
physical access to the vehicle. For VANET scenarios, internal
attackers can be defined as the ones who possess suitable key ma-
terials to act as authenticated members of the network [18, 120].

Attackers may have a low, medium, or high level of knowl-
edge and resources.15 Wolf [119] identifies three classes of

15Wolf [119] distinguishes technical and financial resources. We argue that
they are highly correlated, so we do not make such a distinction. In addition, we
do not distinguish four levels of physical access proposed in [119] (no, limited,
extensive, and virtually unlimited access). The reason is that, these levels are
already captured by the “knowledge” and “resource” dimensions.
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Table 7: Security requirements

Confidentiality Integrity Availability Non-repudiation Data freshness
In-vehicle systems

• Firmware and updates must be
kept secret [116].
• Exchanging ECUs does not
violate the confidentiality of
personal information [116].

• Information causing reactions by
vehicles must be authentic in terms of
origin and content [116].
• Timing information of sensor data
must be accurate [116].
• Access to ECU flashing function must
be controlled [116].

• The availability of
communication buses,
CPU, memory must be
ensured for safety-critical
applications [116].

• (Requirements
depend on legal
frameworks.)

• Freshness of messages
generated by ECU and
gateways must be
ensured [116].
• Freshness of flashing
commands must be
ensured [116].

VANETs

• eToll transactions and
Point-of-Interest configurations
should be kept confidential [116].
• The identity and location of the
sender should be kept secret to a
certain level [63, 116].

• Information causing reactions by
vehicles must be authentic in terms of
origin and content [116].
• Timing information of sensor data
must be accurate [116].
•Messages generated in the same
spatial and temporal proximity should
be consistent [18].

• Safety applications
require high availability of
the communication
systems [63].
• Strict time constraints
(Table 5) should be
respected [63].

• (Requirements
depend on legal
frameworks.)

• Freshness of messages
carrying environment-related
data should be ensured [116].

Impacts

• financial
• privacy

• safety
• operational
• financial

• safety
• operational
• financial

• financial • financial
• safety
• operational

Table 8: Automotive attackers

# Internal/
External

Knowledge Financial
resources

Examples

AT1 Internal low low drivers, owners

AT2 Internal medium to high medium mechanics

AT3 Internal high high manufacturers, organized crime

AT4 External low to high low thieves, vandals

AT5 External high high government agencies

internal attackers with varying levels of resources and one class
of external attackers with a low level of financial resource. A
recent WikiLeaks disclosure [121] suggests that government
agencies could also be interested in automotive attacks, making
them external attackers with substantial funding. In summary,
vehicles and related IT systems can be targeted by a wide range
of attackers with a varying level of physical access, knowledge,
and resources.

5.3.2. Impacts caused by attackers
In general, attackers can cause negative safety, financial,

operational, or privacy impacts on the system and stakehold-
ers [122]:

• Safety: Harming vehicle occupants and other road users.
• Financial: Performing unauthorized commercial transac-

tions and disclosure of intellectual property.
• Operational: Interfering with the intended operational

performance of non-safety functions.
• Privacy: Unauthorized access to data about the activities

and identity of vehicle owners or drivers.

The type of impact typically depends on which security goal
is compromised. The last row of Table 7 shows the relation

between the security goals presented in the previous section and
the impacts of attackers. Breaches of confidentiality usually have
privacy and financial consequences. For instance, manufactur-
ers can install devices to collect user data, affecting passengers’
privacy. Similarly, government agencies might perform mass
surveillance. On the other hand, a counterfeiter may steal intel-
lectual properties, causing financial loss for manufacturers. The
disclosure of sensitive information like payment transactions to
a third-party can cause both financial and privacy loss to users.

Compromising the integrity of system components and data
can have safety, operational and financial impact. For example,
vehicle owners or technicians may modify a component in order
to circumvent software and hardware restrictions, activate locked
features, or manipulate driving records, causing financial loss
for manufacturers and application providers. In addition, these
modifications could have an impact on both safety and opera-
tional performance of the vehicle. For example, an attacker can
trigger or disable brakes by injecting bogus messages into the
CAN bus (or altering CAN messages), which can have serious
implications on vehicle safety and operation.

Loss of availability can have financial, safety and operational
consequences. For instance, an attacker might compromise the
normal working of safety-critical applications like AP14–AP17
in Table 5, thus affecting safety, or other non-safety applications
like AP5 and AP6 in Table 5, affecting the operational perfor-
mance of vehicles. Clearly, the unavailability of applications
and platforms, especially the ones that are Internet-based such
as applications AP11–AP13 in Table 5 and platforms PL5–PL22
in Table 6, disrupts business, causing financial loss for service
providers.

Violating non-repudiation requirements has mainly a finan-
cial impact as stakeholders cannot prove that given transactions
occurred and/or an attacker could deny (legal) responsibilities.

The freshness of data is important for safety applications,
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such as AP1–AP4 and AP14–AP17, and non-safety applications
like AP10 and AP11. For instance, the intersection collision
warning application (AP15) can incorrectly react to late loca-
tion information of a remote vehicle, causing accidents. In
instant messaging applications (AP11), delayed or out-of-order
messages interrupt conversations. In addition, data freshness
can have financial implications as, without guarantee of data
freshness, an unwanted transaction might be performed.

It is worth noting that the violation of a security requirement
can have other (indirect) impacts in addition to the ones listed in
Table 7. This is because an attacker might have to compromise
a security requirement in order to compromise another security
requirement. For example, if non-repudiation is not guaranteed,
attackers have more opportunities to disseminate bogus informa-
tion (a violation of integrity) to harm user safety. In this case,
the breach of integrity directly causes user harm, while the com-
promise of non-repudiation affects safety indirectly. As another
example, attackers may first compromise the confidentiality of
ECU firmware and then find exploits to compromise firmware
integrity, thus affecting the normal operation of vehicles. There-
fore, the violation of integrity is the direct cause of operational
abuse while the compromise of confidentiality impacts operation
indirectly.

5.4. Vulnerabilities

Vehicles and related IT infrastructure consist of numerous
software and hardware components (Section 2). Many of them
can exhibit weaknesses that can be exploited. Table 9 summa-
rizes common vulnerabilities. An underlying reason for these
vulnerabilities is the addition of communication, applications,
and platforms to automotive technologies that were designed
with little consideration for security and privacy. The lack of
measures against IT security threats was not a serious issue
when vehicles were isolated and applications were mainly for
control systems. However, when vehicles are connected and ac-
cessible remotely, the lack of security measures becomes more
exploitable. In addition, vehicles have a long life-time. During
that time, new attacks are proposed while older technologies and
vehicles are not always updated to protect against them. Next, we
discuss the main vulnerabilities that affect automotive systems.

5.4.1. In-vehicle systems
ECUs. In some vehicles, the control of re-flashing and diagnos-
tic functions is performed by a challenge-response protocol with
fixed challenges [4]16. Moreover, there are ECU implementa-
tions that deviate from standards, resulting in a weaker control
and more capabilities for attackers (e.g., re-flashing ECUs or
disabling communication between ECUs while driving) [4].

Among ECUs, telematics systems present a large attack
surface. They contain communication interfaces that can be
exploited as entry points by attackers. In addition, telematics
systems include a large amount of software for communication
protocols and applications. Such non-trivial software typically

16The motivation for fixed challenges is to avoid storing the challenge-
response algorithm on ECUs [4].

contains implementation and configuration defects, for example,
buffer overflows or unnecessary services. Via the communica-
tion entries and software defects, attackers can target the telem-
atics systems in a fashion similar to attacks against traditional IT
systems. If the telematics systems are not adequately segregated
from critical in-vehicle networks, they can be used as stepping
stones to perform more damaging attacks, including control of
safety-critical actions.

In-vehicle networks. The design of automotive buses such as
CAN and FlexRay was mostly based on safety and cost require-
ments. Security concerns were hardly considered. Until recently
this was not a serious problem. However, nowadays applications
and vehicles are increasingly connected to the external world,
with the implication that not all messages send over the buses
can be trusted.

The CAN bus lacks security measures to ensure confidential-
ity, integrity, authenticity, availability, and non-repudiation [4, 8].
First, CAN messages are not encrypted and are broadcast to
every node on the same bus; an ECU can read all messages
sent by other ECUs on the same bus or forwarded by gate-
ways. Secondly, a compromised ECU can flood the bus or
send high-priority messages to deny messages from other ECUs.
Third, CAN messages do not contain sender/receiver identifi-
cation fields or other authentication mechanisms. Moreover,
the checksum field in CAN messages can detect transmission
errors but not purposely forged messages. In addition, there
are no mechanisms for an ECU to prove that it has received
a message. Finally, depending on the network configuration,
some non-safety-critical components can send messages to a
safety-critical network.

The FlexRay protocol also lacks built-in security to guar-
antee confidentiality, authentication, and data freshness [124].
Some protection is available for availability and integrity (e.g.,
time division multiplexing to ensure availability, and checksum
to detect transmission errors), but it is mainly intended for safety,
and thus protects against faults but not necessarily against at-
tacks.

Wireless sensor networks. Wireless sensor networks such as
TPMS and remote key entries can also contain vulnerabilities.
Because of the wireless communication channel, messages can
be captured and replayed. For example, Francillon et al. [9]
show that it is possible to relay messages between a vehicle and
its key over a distance up to 50 m.

Other problems are related to the design and implementation
of communication protocols. Typical problems include the lack
of cryptographic protection or the use of less validated ones,
reliance on obscurity for security, bad programming practices,
and insufficient hardware protection against side channel attacks.
For instance, Rouf et al. [7] reverse-engineer a TPMS and show
that it exhibits several vulnerabilities. First, messages in this
TPMS are unencrypted and can be spoofed easily. Second,
in-vehicle systems accept incoming messages without input
validation. In addition, messages sent by the TPMS sensor
contain message IDs, which enable tracking. Another example
is KeeLoq [126], a proprietary encryption algorithm used in
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Table 9: Vulnerabilities

Vulnerability Examples

C
om

po
ne

nt

Hardware V1 Lack of hardware protection •Weak protection against key extraction in KeeLoq [123]

Software
V2 Software bugs • Stack overflow, heap overflow, redundant services [6, 39]

• Lack of input validation [7]

V3 Weak device authentication • Fixed challenges to authenticate diagnostic devices [4]

V4 Deviation from standards • Possibility to re-program ECUs during rides [4]

C
om

m
un

ic
at

io
n

In-vehicle
networks
(wired)

V5 Protocols designed without security in
mind.

• CAN bus susceptible to DoS [4, 8]
• ECUs filter messages by unprotected message IDs [4].

V6 Lack of segregation among domains • Telematics systems can send messages to safety-critical bus [6, 39]

Wireless
networks

V7 Unreliable communication channel •Wireless channels are typically vulnerable to jamming and congestion [19].

V8 Messages are broadcast •Messages can be captured, analyzed, and replayed [7, 9].
• Anyone can send messages [7, 9].

V9 Weak cryptography/ Security by
obscurity

•Weak encryption in KeeLoq remote key entries and Megamos immobilizers [10, 11]
• TPMS messages sent in the plain [7]

E
nv

ir
on

m
en

t

V10 High availability requirements vs.
limited resources

• Possible trade-offs between real-time requirements and DoS resistance [17].

V11 High vehicle mobility • Possible trade-offs between lower interaction time and protocol security [17].

V12 Adding new systems to existing
architecture

• Systems designed without security and privacy in mind becomes vulnerable [4, 7, 8, 124].
• Cryptographic primitives got broken [10, 11].

V13 Long vehicle life-time

V14 Manufacturers’ control •Manufacturers install interfaces for data collection [112].
•Manufacturers program ECUs to cheat in emission tests [125].

remote keyless entry systems. The details of the encryption
algorithm and the authentication protocols built on top of it were
leaked in 2006 [126]. Various practical cryptanalysis and side-
channel attacks on the encryption algorithm and protocols have
been proposed [11, 123]. As another example, the Megamos
Crypto immobilizer uses a proprietary cryptographic algorithm
and a proprietary protocol. The algorithm, the protocol, and
their implementation have all been broken [10].

V2D communication. Devices connected to a vehicle, such as
OBD-II devices and smartphones, can be abused to attack in-
vehicle systems. OBD-II testers and aftermarket adapters typi-
cally have their own communication interfaces like USB, Blue-
tooth, and cellular interfaces. Via these interfaces, an attacker
can compromises OBD-II devices, which can be used as stepping
stones to attack in-vehicle systems.

Smartphones can be infected with malware. In-vehicle appli-
cations and platforms must be protected against such malware.
Protection mechanisms currently in place are sometimes inade-
quate. For example, MirrorLink trusts all contents from regis-
tered smartphones (which may have been infected) and contains
exploitable bugs [12].

In-vehicle equipment for V2V and V2I communication. In-vehicle
equipment for V2V and V2I communication could also serve as
an entry point for attackers. As any other connected computers,
ECUs for VANETs can suffer from implementation and config-
uration bugs. In addition, these devices contain cryptographic
keys that can become targets of side-channel attacks.

Other vulnerabilities. Vehicle manufacturers have full control
over the manufacturing process. They can exploit gaps in manu-
facturing regulations and conformance testing procedures. For

example, loose privacy regulations will allow manufacturers to
collect more driving data than necessary [112]. As another exam-
ple, the current method of emission testing (measuring emission
when the vehicle’s behavior simulates a predefined speed profile)
allows manufacturers to program their ECUs to detect such tests
and behave differently from under normal conditions [125].

5.4.2. VANETs
V2V and V2I communication are wireless. Without ad-

ditional protection, wireless communication is susceptible to
congestion, jamming, transmission errors, eavesdropping, bogus
messages, and tracking. Therefore, wireless communication
usually needs built-in protection. Compared to other wireless
networks, VANETs have additional constraints that make their
protection more difficult. While these constraints are not intrin-
sically vulnerabilities, they require novel protection mechanisms
or trade-offs between security and performance. This could lead
to vulnerabilities if the proposed mechanisms are insufficiently
investigated. Some noteworthy constraints are:

• System resources (processing power, memory) and con-
nectivity (bandwidth) are limited while many applications
have stringent timing constraints (e.g., AP14–AP20 in Ta-
ble 5). In addition, the communication channel typically
has limited bandwidth, while the number of vehicles can
be large [73].

• Vehicles have a high level of mobility and the network
topology can change quickly. As a result, we cannot
always rely on reputation-based schemes (rating other
vehicles based on their messages) and protocols requiring
significant interaction between vehicles [17].
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5.5. Attacks

The large number of vulnerabilities in automotive systems
opens the opportunity for a variety of attacks. Table 10 sum-
marizes notable attack methods, the most likely attackers that
use such methods, the vulnerabilities that could be exploited to
perform these attacks, and the security and privacy goals affected
by the attacks.

5.5.1. In-vehicle systems
An attacker who has direct access to in-vehicle networks

can perform a wide range of malicious activities, some of which
can directly affect safety and vehicle operation. For instance,
by injecting messages into CAN buses, an attacker can affect
integrity, data freshness, and availability requirements. In par-
ticular, he can reprogram ECUs, control display and sound sys-
tems, control the instrument cluster (e.g., display falsified sensor
data, display random messages, and adjust brightness level),
control body components, interfere with the engine operation,
lock and disable brakes, prevent the car from turning on or off,
etc. [4, 6], or install counterfeit components [8]. To perform DoS
on CAN, an attacker may send fragments instead of complete
CAN frames [13].

Communication interfaces could increase the access range,
making attacks more scalable. Multimedia and telematics sys-
tems are of particular interest because they contain multiple com-
munication interfaces and a large amount of software. Check-
oway et al. [39] and Miller and Vaselek [6] demonstrate that it
is possible to send CAN messages from telematics ECUs after
compromising them via their interfaces. Therefore, this type
of attacks has the same effects as directly injecting messages
into CAN buses, affecting in-vehicle systems’ integrity, data
freshness, and availability. In addition, it has been shown that
an attacker can record voice data and track the target’s location,
violating confidentiality, identity privacy, and location privacy.
The interfaces typically involved in those attacks are media play-
ers, Bluetooth, TPMS, FM radio [39], and cellular [6, 39] (each
attack exploits a separate interface). The enabling vulnerabili-
ties are implementation and configuration bugs in the telematics
ECU, inadequate segregation of sub-networks, insecurities of
the CAN bus, and weak control of ECU flashing functions.

Short-range wireless sensors have also been exploited. By
spoofing TPMS sensor messages, Rouf et al. [7] were able to turn
on low tire pressure warnings and crash the ECU processing the
messages, compromising the system’s integrity and availability.
This attack is possible because the ECU does not authenticate
the sensor and lacks input validation. In addition, the TPMS
allows vehicle tracking from 10–40 m depending on the tracking
equipment. In another attack, Verdult et al. [10] describe three
ways to lockpick the Megamos Crypto immobilizer system. In
addition, the cryptographic key stored in the physical ignition
key can be overwritten and hence can no longer be authenti-
cated. Specifically, this attack compromises the confidentiality
and integrity of cryptographic keys and affects the availability
of the ignition key (in the case of key overwriting) or of the
whole vehicle (in the case of car theft). The attack exploits the
vulnerabilities in the immobilizer’s proprietary cipher, protocol,

and their implementation. In a different attack, Francillon et
al. [9] demonstrate how to relay messages between cars and
keys to enter and start a vehicle, violating data freshness and,
ultimately a vehicle’s availability. It is worth noting this attack
works regardless of the underlying encryption algorithms and
protocols.

Instead of directly targeting a vehicle, attackers can first
compromise external devices. Several OBD-II devices have
been exploited to inject messages into in-vehicle networks in
order to compromise a vehicle’s integrity, data freshness, and
availability requirements. For example, Checkoway et al. [39]
compromise vulnerable OBD-II testers, using them to inject
messages into the CAN bus. In [5, 127, 128], aftermarket OBD-
II adapters are abused in both local and remote attacks; some of
which enable the execution of safety-critical actions.

Smartphones represent another type of exploitable external
devices. Checkoway et al. [39] create an Android Trojan horse
to run arbitrary code on a paired telematics unit. It exploits a
vulnerability in Bluetooth handling software of the telematics
unit. Because of inadequate segregation of sub-networks, the
compromised telematics unit was able to send CAN messages.
As a result, this attack can violate integrity, data freshness, and
availability requirements of in-vehicle networks. Mazloom et
al. [12] propose an attack on a MirrorLink implementation. This
implementation enables an in-vehicle program (client) to receive
and present contents sent from a smartphone. The client pro-
gram trusts the contents sent by the smartphone and the client
has memory corruption vulnerabilities, which are not mitigated
by the underlying application platform. By exploiting these vul-
nerabilities, an attacker, who has compromised the smartphone,
can modify the control flow of the client program to display
custom debug messages, thus disrupting message integrity. Ma-
zloom et al. conjecture that similar attacks could be mounted to
send CAN messages.

Vehicle manufacturers have full physical access to vehicles
during production and have the expertise to perform severe at-
tacks. In a recently discovered attack, several companies employ
software to cheat in emission tests, hiding the fact that their
vehicles are not compliant with emission standards [125]. Under
test conditions, this software alters the vehicle’ behavior by sac-
rificing performance for compliance, which however is not the
behavior in normal driving conditions. We can see this attacks
as a violation of the integrity of emission test results and, in
general, of the normal functioning of the vehicle. In another at-
tack, a majority of vehicle manufacturers collect driving history
from vehicles operating in the United States without sufficient
communication with car owners, clear statements of collection
purposes, and the means to secure data [112], leading to breaches
of confidentiality, identity privacy, and location privacy.17

5.5.2. VANETs
V2V and V2I technologies have not been widely deployed

and, thus, there is little information on specific incidents and

17It is unclear from [112] how data is collected, but we can infer that manu-
facturers install some form of dedicated hardware for data collection, including
a cellular communication interface as shown in Fig. 3.
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Table 10: Attacks on in-vehicle systems and VANETs

Method Attacker Violated goals Enabling
vulnerabilities

In-vehicle systems

Inject CAN messages via ECUs connected to the bus [4, 6, 8, 13] AT2 I A F V5, V6

Remotely control telematics systems/ OBD-II devices/ smartphone [5, 6, 39, 127, 128] AT4 C I A F PL PI V2

Inject CAN messages via telematics systems/ OBD-II devices/ smartphones [5, 6, 39], AT2
I A F V2 – V6

[127, 128] AT4

TPMS spoofing [7] AT4 I A V2, V8, V9

TPMS tracking [7] AT4 C PL V8, V9

Software attacks on remote keys and immobilizers [10] AT4 C I A V2, V9

Attack cryptographic algorithms and protocols [10, 11] AT4 C I A V1, V9

Side-channel attacks on components containing cryptographic keys [123] AT2 C I V1, V9

Relay attacks on remote keys and immobilizers [9] AT4 A F V8

Circumvent exhaustion standard tests [125] AT3 I V14

Install devices for data collection [112] AT3 C PL PI V14

VANETs

Jamming [17–20, 118] AT4 A V7, V10

Message suppression [17–21, 118] AT2 A V1, V2, V9

Message fabrication [17–21, 118]
AT1

I A N V1, V2, V8, V9
AT2

Replay [17, 19–21, 118] AT4 F V8

Wormhole [18, 20, 118] AT2 I V8

Sybil [17, 19–21, 118] AT2 I A V1, V2, V8, V9

Eavesdropping [18–21, 118] AT4 C PL PI V8

Man-in-the-middle [17, 20, 118] AT4 C I F N PI V8, V9

Legend:
C: Confidentiality I: Integrity A: Availability F: Data freshness N: Non-repudiation PL: Location privacy PI: Identity privacy

attack vectors. Nevertheless, potential (generic) attack classes
have been identified based on characteristics of wireless chan-
nels and additional constraints of VANETs. We only briefly
describe these attacks and refer to existing literature [17–21, 36,
118, 129, 130] for more details. This section focuses on the
relationship between these attacks and vulnerabilities, security
goals, and privacy goals (as summarized in Table 10).

Jamming. The attacker sends interfering signals to prevent com-
munication. This attack can affect the availability of any ap-
plication depending on wireless communication. This is a low-
effort attack which does not require compromising cryptographic
mechanisms [19]. The attacker does not need high transmis-
sion power either, because the network coverage is well-defined
within VANETs.

Message suppression. The attacker selectively drops messages
from the network. In addition, the attacker can trap messages by
claiming that he is in the best position to forward them to a des-
tination (the so-called black hole attack). As a result, messages
needed by applications become unavailable. To perform this at-
tack, the attacker needs to compromise the in-vehicle application
or platform responsible for forwarding messages.

Message fabrication. The attacker creates messages containing
bogus information. This attack class also includes spamming—

where attackers send a large volume of messages to exhaust
the resources of receiving parties, such as OBUs and service
centers. In simple attacks, the attacker could abuse legitimate
functions, e.g., SOS services or instant messaging. More sophis-
ticated attacks require compromising hardware or software of
in-vehicle platforms, or using equipment such as GPS simulator
(to broadcast wrong positioning information).

Replay. The attacker captures messages and replays them at a
difference place or time, violating data freshness. This attack
causes receivers of replayed messages to misperceive the envi-
ronment, e.g., to persuade other vehicles that there is a traffic
jam and divert them from a route. The attacker must bypass pro-
tections such as timestamps, if these protections are employed.

Wormhole. Two colluding vehicles capture or generate valid
messages and tunnel them through a high-speed communication
channel. The tunneled messages are broadcast at a wrong loca-
tion and introduce faults in applications that depend on location
information.

Sybil. An attacker creates numerous false identities to influence
the system’s behavior [131], compromising its integrity and
availability. Specifically, one vehicle can send messages asso-
ciated with multiple identities at the same time to create the illu-
sion that the messages come from multiple vehicles, for example,
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to deceive other vehicles that there is a traffic jam. The attacker
must obtain multiple identities or pseudonyms, for instance, by
extracting them from VANET applications and platforms.

Eavesdropping. The attacker listens to message broadcast in
wireless channels. This could lead to location tracking, identity
revealing, or revealing information about financial transactions.
This attack is possible because (1) vehicle IDs or pseudonyms
need to be broadcast for authentication purposes, (2) vehicle
location information is required by several applications (e.g.,
AP14, AP15, AP20 in Table 5), and (3) additional information
may be sent without sufficient protection.

Man-in-the-middle. The attacker listens to and possibly mod-
ifies messages before forwarding them to another receiver. This
attack impacts confidentiality and privacy, and integrity if mes-
sages are modified. The attacker must defeat protection mech-
anisms such as digital signatures, if such mechanisms are em-
ployed.

6. Security and Privacy Mechanisms

As discussed in Section 5, there is a wide range of attackers
with different capabilities and skills. The impact of attacks can
range from slight inconvenience to serious financial, privacy,
and safety consequences. Security and privacy mechanisms are
essential to avoid these negative impacts and maintain customer
confidence.

Many mechanisms have been proposed to address security
and privacy threats. Due to the huge variety of mechanisms, this
section aims to identify the current trends in automotive security
and privacy rather than to give an exhaustive list and description
of all mechanisms. To understand the various mechanisms, we
present them from different perspectives:

1. Stage view. This view provides a classification of mech-
anisms based on the stages of attacks in which they act.
We consider four classes: prevention mechanisms aim
to block unauthorized external accesses and interaction
within the vehicle, deflection mechanisms aim to divert
attacks from system assets, detection mechanisms aim to
discover attacks and abuses, and response mechanisms re-
act to identified attacks.18 Table 11 summarizes this view.

2. Purpose view. This view describes the typical attacks
or undesirable situations that the mechanisms target, and
their security and privacy goals. An overview of this view
is presented in Table 12.

3. Application platform view. This view describes the changes
to the application platform needed to accommodate the
mechanisms, including changes to hardware components,
software libraries, and management mechanisms. This
view provides an indication of the cost for implementing

18Our classification is inspired by Nilsson and Larson’s defense-in-depth
paradigm [132]. Compared to this paradigm, we introduce a class for response
mechanisms and consider forensic mechanisms as a sub-class of detection
mechanisms.

and deploying the mechanisms. Table 13 summarizes this
view. Mechanisms that can be implemented at the appli-
cation level without changes to platforms are not reported
in the table.

The remainder of this section reviews the mechanisms proposed
to secure vehicle systems by discussing each mechanism with
respect to these views.

6.1. In-vehicle Systems

ECUs. A main concern for vehicle security is to protect the
hardware and applications running inside ECUs. To this end,
the EVITA project has proposed hardware security modules
(HSMs) for secure boot, processing, and storage [133]. To run
multiple applications on the same ECU securely and to regulate
the resources available to applications, a number of isolation
techniques have been proposed [90, 136, 137]. The main tech-
niques for application isolation are virtualization, containers,
and microkernel. The main idea of virtualization is that a hy-
pervisor hosts multiple virtual machines, each of them runs a
separate operating system. Using containers, an operating sys-
tem runs processes in different name spaces; each name space
presents a different view of system resources to these processes.
A microkernel provides only fundamental services needed to
build applications on top of it; other services, such as device
drivers and user interfaces, are delegated to applications. Many
of the platforms mentioned in Table 6 implement isolation tech-
niques. For example, QNX CAR for Infotainment [81] uses a
microkernel. Apertis [85] supports containers. The OVERSEE
project [90] uses a microkernel that also serves as a hypervi-
sor. Although isolation techniques can theoretically provide an
effective line of defense, platforms might still remain insecure
because of bugs in the implementation of isolation techniques
or poor isolation policies. Despite advances in formal verifica-
tion, the verification of policies and their implementations still
requires enormous effort, especially for complex systems such
as automotive platforms hosting heterogeneous applications.

Firmware updates (reprogramming/reflashing) are often used
to patch vulnerabilities in ECUs. The most common method
today is over-the-wire update, in which a technician connects a
serial communication tool to the in-vehicle networks to access
the target ECU. With the increasing trend of connected vehicles,
over-the-air (OTA) firmware update has gain more attention.
OTA updates allow more frequent and location-independent up-
dates, reduction of warranty cost, and centralized servers (which
means updates are not distributed to multiple dealers) [189].
However, compared to over-the-wire updates, which are usually
performed in a controlled environment such as a garage, OTA up-
dates are exposed to a larger attack surface. Thus, OTA updates
must satisfy several constraints to ensure vehicle operation and
safety [189], including: (1) updates should be performed at the
right moment, which depends on various factors, such as remain-
ing battery, whether the target ECU is operating, whether the
vehicle is moving; (2) ECUs should work after updates without
human intervention; (3) the update mechanism should withstand
a period of ten years or more, and it should be upgradeable.
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Table 11: Security and privacy mechanisms—Stage view

Target
components

Prevention Deflection Detection Response

In-vehicle systems

ECUs • Hard-ware security module [133]
• (OTA) firmware update [132, 134, 135]
• Application isolation [90, 136, 137]

• Forensic [8, 125]

In-vehicle
networks

• Hiding system states [138]
• ECU and message authentication [35, 97, 132, 138–143]
• Gateway firewall [35, 144, 145]
• Replacing CAN bus [13]

• Honeypot [146] • Intrusion
detection [147–151]
• Forensic [8, 132]
• Honeypot [146]

• Adaptive dynamic reaction [147]
• Limit CAN communication of
non-safety-critical subnets under
attacks [152]

Wireless sensor
networks

• Standard algorithms and protocols
• Distance bounding

V2D • Disabling OBD-II ports while driving [153]
• Upgrading OBD ports [113]
• Device, application, and content type attestation [154]

VANETs

V2V/V2I • Digital signatures and PKIs [36, 73, 133, 155–157].
- Congestion control [158–162]
- Reducing computational overhead [163]
- Pseudonym change [164, 165]
• Alternatives:
- Symmetric cryptography [166–169]
- Group signatures [170–174]
- Identity-based encryption [174–176]

•Misbehavior
detection [177–184]

•Misbehavior reporting [178, 185]
• Certificate revocation [178, 185]
• Revocation information
dissemination [186–188]

Various schemes for OTA updates have been proposed in the
last years. For example, Nilsson and Larson [132] propose a pro-
tocol ensuring firmware integrity, confidentiality, and freshness.
However, this proposal does not discuss the requirements that a
platform should meet to support the protocol. Idrees et al. [134]
provides a complete hardware-software architecture for OTA
updates. In this scheme, integrity requirements are guaranteed
through the use of HSMs. The scheme notifies the user about
available updates and only downloads the new firmware after the
user has approved it. Updates are only possible when the vehicle
is in an idle state and has access to the necessary infrastructure.
In case of errors during flashing, the process stops and puts the
ECU in a locked state, thus not satisfying requirement (2) above.

Detection mechanisms have been proposed to discover ECUs
cheating during emission tests. For instance, Contag et al. [125]
reverse engineer and statically analyze ECU firmware images to
detect ECUs that deliberately identify the execution of emission
tests. The identification of emission tests indicates the intent to
evade such tests. In particular, a firmware image is recognized as
cheating if it actively compares the distance traveled over time
to the distance/time profiles of known emission tests. However,
manufactures can use other profiles, e.g. based on speed over
time, to identify emission tests and, thus, avoid detection.

In-vehicle networks. As discussed in Section 5.4, CAN lacks
security measures to ensure confidentiality, integrity, authentic-
ity, availability, and non-repudiation. For instance, Palanca et
al. [13] show its weaknesses against DoS attacks. We observed
two main trends for addressing the inherent limitations of CAN
technology. On the one side, a number of mechanisms have
been proposed to compensate for the weakness of the CAN
protocol. For instance, to thwart selective DoS attacks, Glas

et al. [138] propose to hide system states by encrypting CAN
messages. In addition, various ECU and message authentica-
tion schemes have been proposed to ensure the integrity and
freshness of CAN messages [35, 97, 132, 138–142]. Among
others, the AUTOSAR standard [97] defines a Secure Onboard
Communication module that performs message authentication
and freshness verification. The standard proposes the use of
message authentication codes (MAC) for efficiency. To generate
and verify MAC, two ECUs need to share a secret key. This
creates an attack vector, especially if the same keys are used
during the whole vehicle life cycle or shared across vehicles. A
viable solution to address this issue is the use of asymmetric
cryptography and certificates to authenticate ECUs and share
symmetric keys [143]. These operations, however, should be
executed while the vehicle is in an idle state due to the low
performance of asymmetric cryptography.

Another trend aims at the replacement of CAN technology.
In particular, several authors have proposed Ethernet as a suit-
able replacement for CAN [28, 31–33]. However, their main
concerns are bandwidth, latency, and error rates while the impact
of Ethernet on the security of in-vehicle network has not been in-
vestigated. In general, the adoption of new network technologies
requires major changes in network architectures, ECU hardware,
and application platforms. These changes can have a significant
impact on the system functioning as well as on the applicability
of other security mechanisms.

With the increasing connectivity of vehicles, gateways should
implement firewalls to allow only authorized ECUs to send mes-
sages to safety critical-networks and to regulate the exchange
of information across functional domains. Wolf et al. [35] ar-
gue that a reliable gateway firewall should filter traffic using
authorization information (e.g., digital signatures), but this in-
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Table 12: Security and privacy mechanisms—Purpose view

Mechanism Prevented attacks/undesirable scenarios Security and privacy goals
In-vehicle systems

Hardware security modules [133]
Prevent side-channel attacks C

Prevent unsigned software from starting I

Increase performance of cryptographic functions A F

(OTA) firmware update [132, 134, 135] Correct known firmware defects †

Application isolation [90, 136, 137] Prevent privilege escalation C I A F

Forensic [8, 125] Detect unusual events that happened within the vehicle N

Hiding system states [138] Prevent DoS of CAN bus and ECUs A F

ECU and message
authentication [35, 97, 132, 138–143]

Prevent injection of CAN messages I F

Gateway firewall [35, 144, 145] Prevent CAN injection that crosses application domains I A F

Replacing CAN bus [13] Remove inherent weaknesses of CAN bus C I A F

Honeypot [146]
Redirect attacks from system assets †

Collect information about attacks †

Intrusion detection [147–151] Detect intrusion attempts †

Limit CAN communication of non-safety-critical
subnets under attacks [152]

Mitigate the effects of CAN message injection I A F

Standard algorithms/protocols Prevent exploitation of weak algorithms and protocols †

Distance bounding Prevent relay attacks I F

Disable/Upgrade OBD-II ports [113, 153] Prevent injection of CAN messages via OBD-II devices I A F

Device/application/content type attestation [154]
Prevent remote control of telematics systems C I A F

Prevent CAN message injection via smartphones I A F

VANETs

Digital signatures and PKIs [36, 73, 133, 155–157]. Prevent attacks from external attackers, including spamming,
message fabrication, replay, man-in-the-middle attacks, and
revealing ID or other information

C I A F PI

Congestion control [158–162] Mitigate congestion of communication channels A F

Reducing computational overhead [163] Avoid exhaustion of system resources A F

Pseudonym change[164, 165] Prevent location tracking C PL

Misbehavior detection [177–184] Detect internal attackers †

Misbehavior reporting and revocation [178, 185–188] Remove known attackers †

†: This is a generic method able to prevent and/or mitigate multiple types of attacks.
Security goals:

C: Confidentiality I: Integrity A: Availability F: Data freshness N: Non-repudiation PL: Location privacy PI: Identity privacy

formation is often not provided by ECUs. Alternatively, fire-
walls can filter traffic by domains, preventing ECUs in non
safety-critical domains from sending messages to safety-critical
domains [35]. Building a reliable automotive firewall is chal-
lenging. First, it should satisfy common firewall design goals,
which include [190]: (1) all traffic from inside to outside and
vice-versa should pass through the firewall, (2) only traffic con-
forming a security policy is allowed to pass, and (3) the firewall
should be immune to penetration. In particular, requirement (1)
can be hard to achieve due to the choice of network architecture
and the several external interfaces. For example, one ECU in
the architecture in Fig. 2 can be connected to two buses, making
this architecture incompatible with the gateway design. Another
example is the cellular interface on ECU 2.n in Fig. 3, which
connects a safety-critical network without passing through the
gateway. In addition, a gateway firewall should satisfy automo-
tive requirements [144]. It should have real-time capabilities to
accommodate real-time applications and operate reliably with-

out reboot. In addition, it should boot quickly and should be
updatable due to the long lifetime of vehicles. A possible ap-
proach to achieve real-time capabilities is to combine software
and hardware firewalls [145]. A hardware firewall is used to
handle simple and generic rules. Messages passing through this
firewall are further filtered by a software firewall that implements
more complex rules. However, the design proposed in [145] is
based on a simplified Ethernet-based network architecture and
traffic model. In addition, reliability and updatability of the
firewalls have not been investigated. Therefore, more develop-
ment and testing for real-world architectures and other network
technologies like CAN are needed.

Honeypots have been proposed to detect attacks, deflect them
from real assets and collect information about attacks. In the con-
text of vehicle security, Verendel et al. [146] propose three hon-
eypot models based on three ways to simulate in-vehicle network
traffic. The first model uses prerecorded network traffic. The
second model retrieves real traffic from the in-vehicle network
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Table 13: Security and privacy mechanisms—Application platform view

Security mechanisms Added/changed platform components
Hardware security module [133] • The HSM itself

• Software to manage access to the HSM

(OTA) firmware update [132, 134, 135] •Wireless-capable gateway
•Management software
• Additional storage capacity

Application isolation [90, 136, 137] • Platform mechanisms (virtualization, container, or microkernel)
•Management software

Forensic [8, 125] • In-vehicle hardware and software to collect and store evidence
• External hardware and software to collect and process evidence

Hiding system states [138] • Cryptographic protocols on top of CAN protocols
• (Optional) hardware security modules

ECU and message authentication [35, 97, 132, 138–143] • Cryptographic protocols on top of CAN protocols
• (Optional) hardware security modules

Gateway firewall [35, 144, 145] • Software/hardware for firewalls

Replacing CAN bus [13] •Major changes to in-vehicle network architectures
• ECU hardware and firmware changes to accommodate new network technologies

Honeypot [146] • Hardware and software for the honeypot
•Management software

Intrusion detection [147–151] • Hardware and software components to collect and process evidence
•Management software

Limit CAN communication in presence of attacks [152] • CAN network architecture

Standard cryptographic algorithms/protocols • Cryptographic library
• (Optional) hardware security modules

Upgrading OBD-II port [113] • Development of an enhanced OBD-II port

Digital signatures and PKIs [36, 73, 133, 155–157]. • Hardware for creating, sending, and processing messages.
• Cryptographic library

Misbehavior detection, reporting, and revocation [177–188] • Hardware to collect and store evidence
•Management software

via a unidirectional channel. Both models are irresponsive to the
actual attack and, therefore, vulnerable to detection and evasion.
The third model generates network traffic from environment data
(e.g., sensor readings), the attacker’s command or data, and the
driver’s reaction to the environment and attack (e.g., braking).
Both environment data and the driver’s reaction are simulated.
This model is more interactive and can be more resilient against
detection depending on how realistic the simulation is.

Another class of detection mechanisms is represented by net-
work intrusion detection systems. These systems aim to identify
attacks by analyzing the network traffic. Existing network intru-
sion detection systems for in-vehicle networks can be grouped
into two main classes: signature-based and behavioral-based.
Signature-based systems detect malicious behavior by matching
messages against signatures of known attacks. They are usu-
ally characterized by a low number of false positives but cannot
detect unknown attacks. This issue is addressed by behavioral-
based intrusion detection systems [147–151] that learn a model
of normal behavior and rise an alert whenever the observed
behavior does not match such a model. However, building a
behavioral-based intrusion detection system for in-vehicle net-
works is challenging due to the large number and heterogeneity
of ECUs deployed in vehicles. In addition, CAN messages
provide very limited information, making it difficult to build
accurate models of normal behavior. This is exacerbated by the
fact that the meaning of CAN messages are specific to manufac-

turers and vehicle models. Therefore, being not able to rely on
semantic models of normal behavior, existing behavioral-based
intrusion detection systems exploit other properties of CAN mes-
sages like message frequency [147–149], clock skew [150], or
message entropy [151]. As a consequence, these systems are
only able to detect attacks involving periodic messages but not
attacks involving sporadic and irregular messages.

The use of forensic science has been suggested for off-line
detection of attacks [8, 132]. Hoppe et al.[8] propose a six-phase
forensic process for automotive. The first phase is strategic
preparation, which happens when vehicles are designed and
manufactured. This phase provides facilities to log ECU and
network activity. The second phase is operational preparation,
which starts after an incident. During this phase, potential data
sources, tools, network architecture, and potential influences of
some actions (e.g., the loss of volatile data when powering off)
etc., are documented. This phase is followed by a data gathering
phase, where all potential data related to the incident are col-
lected. After that, the data is transformed into a human-readable
format in the data investigation phase. Then, during the data
analysis phase, relevant data from different ECUs are put in a
timeline and a causal context. The final phase is documentation,
where investigation findings are reported. Among these phases,
strategic preparation can require a redesign of vehicles’ archi-
tecture, thus increasing their cost, but it can greatly streamline
the subsequent steps.
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To respond to detected attacks, Hoppe et al. [147] introduce
the concept of adaptive dynamic reaction, in which the driver is
notified about attacks using visual, acoustic, or haptic devices
depending on the severity of the attack and the current situation
(e.g., whether the vehicle is in a noisy environment). This ap-
proach, however, requires that detection mechanisms provide
detailed information about attacks (e.g., their severity). In an-
other work, Caberto and Graham [152] propose a fail-safe mode.
In this mode, (1) cross-domain communication is disabled, and
(2) in the compromised sub-networks, communication is lim-
ited to safety and control functions. This method is based on
the assumption that ECUs can be precisely grouped into func-
tional domains without dependencies affecting safety and control
functions. In addition, during the fail-safe mode, because the
instrument cluster is disconnected from the ECUs for control
functions, the cluster displays outdated information, causing
negative consequences for users.

Wireless sensor networks. A lesson learned from attacks on
TPMS and immobilizers is that proven cryptographic primitives
and authentication protocols are preferable to relying on obscu-
rity. In addition, measures against relay attacks such as distance
bounding should be employed [9]. Distance bounding can be
used to determine an upper-bound of the distance between a
vehicle and its key. If the distance is larger than a given thresh-
old, the key cannot open or start the vehicle. In recent years,
distance bounding protocols have significantly advanced and, as
demonstrated in [191], they can be implemented in smartcards,
making them applicable in real settings.

V2D communication. V2D communication can be divided into
two groups: communication with OBD-II devices and commu-
nication with nomadic devices. To reduce the risk introduced by
OBD-II readers and adapters, it has been proposed to deactivate
the interface while driving [153]. However, this solution reduces
the use of applications that require run-time data, such as AP12
and AP13 in Table 5. Another proposal is to develop an upgraded
OBD interface with a gatekeeper and a central gateway to in-
vehicle networks [113]. Currently nomadic devices are used to
send information to the car. Some protection mechanisms are
device attestation (only smartphones from compliant manufac-
turers are allowed) and application and content type attestation
(each application is assigned with a trust level that determines
which information can be exchanged with the vehicle). Regard-
ing nomadic devices, some mechanisms are device attestation
(only smartphones from compliant manufacturers are allowed)
and application and content type attestation (each application is
assigned with a trust level that determines which content types it
can use) [154]. However, these mechanisms alone are ineffective
if the device is compromised [12]. A more promising solution
is to treat nomadic devices as untrusted and validate all data
exchanged between nomadic devices and in-vehicle systems. In
addition, isolation techniques (discussed above) can be used to
separate V2D applications from the rest of in-vehicle systems.

6.2. VANETs
In this section, we first study PKIs for VANETs, which

is a standardized preventive solution. Next, we review some

alternatives to PKIs. Finally, we examine solutions for detecting
and responding to attacks.

6.2.1. PKIs
Several projects, government bodies, and standards [36, 73,

133, 155–157] have proposed the adoption of a PKI and digital
signature schemes based on ECDSA19 to ensure security and
privacy in V2V and V2I communication. Accordingly, each vehi-
cle should employ a private cryptographic key to sign messages.
One private key can be associated with multiple short-term cer-
tificates, so called pseudonyms, which are issued by pseudonym
certificate authorities. Pseudonyms can be used to verify mes-
sages signed with the private key; however, unlike certificates
in PKIs employed in other domains, pseudonyms do not contain
identifying information. As a result, message integrity can be
ensured without revealing the identity of the vehicle. If legal
investigation is required, authorities that have enough informa-
tion (e.g., a database mapping issued pseudonyms to vehicle IDs
or suitable cryptographic keys) can perform pseudonym-vehicle
identity resolution. In addition, authorities should be able to
revoke the certificates of misbehaving vehicles.

The use of digital signatures and certificates largely satis-
fies integrity, authentication, and non-repudiation requirements.
This approach also ensures a degree of revocable privacy. When
combined with message timestamps, it also ensures message
freshness. However, digital signatures and certificates introduce
computational overhead in the form of complex cryptographic
operations and transmission overhead in the form of certificate
transmission. There has been several proposals to alleviate these
problems. The EVITA project presents a hardware security
module (HSM) to accelerate cryptographic operations (and to
securely store keys and generate random numbers) [36, 133].
Krishnan and Weimerskirch [163] propose to verify only rele-
vant incoming messages. A disadvantage of this approach is
that, it requires complex cross-layer design: the relevancy of
a message is only known at the application level [192]. Vari-
ous certificate omission schemes have been proposed to reduce
transmission overhead [158–162]. In an omission scheme, the
receivers cache incoming certificates and the sender omits cer-
tificates from selected messages. The messages can be verified
if their certificates have been cached.

Last but not least, pseudonyms may be insufficient to pre-
vent location tracking. An attacker could deduce the complete
travel path by combining pseudonyms and location informa-
tion [193]. To this end, various pseudonym changing strate-
gies have been proposed. For example, vehicles can abstain
from sending messages at random periods to ensure unlinkabil-
ity between pseudonyms [164]. In particular, several vehicles
can form a group such that only one group member broadcasts
messages while the other members stay silent for a period to
enhance location privacy. However, silent periods are unsuitable
for periodically broadcast messages required by several safety
applications. Another work proposes that vehicles trade their

19ECDSA is an algorithm for creating and verifying digital signatures based
on Elliptic curve cryptography.
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pseudonyms [165]. While this method improves privacy, the fact
that vehicles can obtain pseudonyms through exchanges makes
non-repudiation more difficult to achieve and opens opportuni-
ties for Sybil attacks.

6.2.2. Alternatives to PKI
Multiple alternatives and extensions to ECDSA-based digi-

tal signature and PKI have been proposed. One approach is to
partially or completely replace asymmetric cryptography with
symmetric cryptography. Symmetric cryptography typically has
higher performance but requires more complex key management
or additional assumptions, e.g., trusted hardware or the avail-
ability of RSUs. Zang et al. [194] propose an authentication
scheme in which trusted and high-performance RSUs assist V2V
communication. Studer et al. [167] propose a combination of
the TESLA protocol20 [195] and PKI to provide message au-
thentication. The protocol provides authentication, multi-hop
authentication, non-repudiation, and resistance against memory
and computation-based DoS. Lin et al. [168] present another
scheme based on TESLA and PKI. The scheme provides au-
thentication, revocable privacy, and replay attack resistance. A
downside of TESLA-based protocols is a high delay between
message arrival and message authentication. All the schemes
described above use a combination of symmetric cryptography
and PKI and rely on the PKI as a fallback mechanism in case
RSUs are unavailable or if the delay introduced by TESLA
must be avoided. Paruchuri and Duressi [169] present a scheme
based purely on symmetric cryptography. However, the scheme
strongly depends on the tamper-proof property of smart cards,
which is often hard to achieve.

Two other alternatives to ECDSA-based digital signature
are group signature [170–173] and identity-based cryptogra-
phy [175, 176]. In a group signature scheme, a group member
can anonymously sign a message on behalf of the whole group.
A group manager is responsible for adding new members to a
group and revoking the anonymity of a signer in case of a dispute
(these two functions can sometimes be performed by separate
entities). Group signatures can ensure anonymity and jurisdic-
tional access. In identity-based cryptography, a node’s identity
serves as its public key; the private key corresponding to an iden-
tity is issued by a trusted authority [196]. With identity-based
cryptography, certificates are not needed because private keys
are issued only to trusted nodes, thus simplifying key manage-
ment. In [174], messages from vehicles (which should remain
anonymous) are signed with group signatures. Messages from
RSUs (whose identities can be revealed) are signed with ID-
based signatures to simplify key management. The proposed
schemes can potentially provide the desired security and privacy
goals (integrity, data freshness, etc.). However, to date they have
been evaluated only based on theoretical analysis or through the
simulation of specific scenarios, whereas their real-world imple-
mentation and performance have not been sufficiently studied.

20TESLA is an authentication protocol using hash chains and time synchro-
nization.

6.2.3. Detection of and response to misbehaving vehicles
Preventive mechanisms, e.g., digital signatures, can effec-

tively stop external attackers from injecting bogus messages into
communication channels. However, they do not address incor-
rect information coming from insiders. Such information could
be the result of malfunctioning sensors or compromised ECUs.
Addressing this issue requires evicting misbehaving nodes from
the network. The eviction process can be divided into four main
steps [197]: (1) misbehavior detection, (2) misbehavior report-
ing, (3) certification revocation, and (4) revocation information
dissemination.21 Next, we review existing solutions for each of
these steps.

Misbehavior detection. Several techniques for detecting misbe-
having nodes have been proposed, e.g. [177–182]. Misbehavior
detection techniques can be classified based on two orthogo-
nal aspects: node-centric vs. data-centric mechanisms and au-
tonomous vs. collaborative mechanisms [183]. Data-centric
mechanisms rely on message contents, while node-centric mech-
anisms are mainly concerned with the behaviors of network
nodes, such as message frequency and message correctness.
The correctness of messages needs to be verified by a separate
method, which is usually data-centric. In an autonomous mech-
anism, a vehicle (detector) analyzes messages from a single
vehicle and may include information from the detector’s own
sensors. On the other hand, collaborative mechanisms aim to
identify misbehavior from multiple vehicles by gathering infor-
mation from a wider set of sources; thus, they can potentially
detect more attacks. However, they are more complex com-
pared to autonomous mechanisms and typically assume that the
majority of vehicles in the vicinity are honest.

Existing misbehavior detection systems for VANET [177–
182] can also be classified into behavioral-based and signature-
based as for in-vehicle network intrusion detection systems and
share the same drawbacks (see Section 6.1). Additional chal-
lenges in the context of VANET are posed by the heterogene-
ity of driving behaviors under different traffic and road condi-
tions, weather, driving habits, normal and extreme events like
crashes, etc. To address these issues, Le et al. [184] propose
a semantics-aware white-box anomaly detection approach for
extracting understandable behavioral models in the context of
V2V communication. Despite this work making a first step to-
wards the definition of intrusion detection systems for VANET,
many challenges remains open. As shown in [184], a main chal-
lenge is to identify the relevant features to distinguish normal
driving patterns from attacks. In fact, certain behaviors could be
anomalous under some conditions and normal under others.

Reporting and revocation decision. Vehicles should warn others
or report to an authority about misbehaving nodes. On the
other hand, reporting should not be abused to attack innocent
vehicles. Raya et al. [178] propose a neighbor warning scheme
called LEAVE. In this scheme, each vehicle broadcasts warning
messages when it detects a misbehaving vehicle. Each vehicle

21Kherani and Rao [197] describes the steps in the context of PKIs. However,
the steps are applicable to any scheme that supports revocation.
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aggregates all received warnings into a single trust value. If
this value exceeds a threshold, the vehicle broadcasts disregard
messages instructing other vehicles to ignore messages from the
suspected vehicle. To discourage false accusations, Moore et
al. [185] propose a mechanism called Stinger, in which both
reporting and reported vehicles are temporarily prohibited from
sending messages. Both LEAVE and Stinger assume that the
majority of the vehicles are honest, which may not be true in the
case of Sybil attacks. In addition, Stinger penalizes vehicles that
report others, which may have a negative impact on the detection
of misbehaving nodes.

Apart from temporary excluding misbehaving vehicles at
a local scale, another question is when a certificate authority
should (permanently) revoke certificates of a vehicle. One ap-
proach is to combine observations from multiple vehicles. How-
ever, this approach always suffers from either false negatives
or false positives even if honest vehicles never accuse other
honest vehicles [198]. The main problem lies in the fact that
(1) it is difficult for a remote authority to verify with certainty
the honesty of a given vehicle and (2) a misbehaving vehicle
can accuse other vehicles, misbehaving or honest. The main
challenge is to determine an acceptable trade-off between false
positive/negative rates, and how to achieve them.

Dissemination of revocation information. The main method to
disseminate revocation information in VANETs is the use of a
certificate revocation list (CRL), which lists the serial numbers
of all revoked certificates. Because of the scale and dynamicity
of VANETs, CRLs may need frequent updates and can become
large. Raya et al. [186] propose two methods to overcome this
problem. The first method uses a Bloom filter for lossy compres-
sion of CRLs. It allows a configurable false positive rate that can
be lowered by increasing either CRL size or computational cost.
The second method relies on tamper-proof in-vehicle devices
to stop signing messages when requested [186]. This method,
however, does not work if the devices have been compromised.
Laberteaux et al. [187] propose a method in which vehicles par-
ticipate in CRL distribution; source vehicles only sends part of
the CRL that receiving vehicles do not have. Papadimitratos et
al. [188] keep the size of CRLs small by including only regional
revocation information. A vehicle operating outside of its home
region needs to request foreign certificates from the local cer-
tificate authority. In addition, CRLs are divided and transmitted
in verifiable pieces. Our analysis shows that each method pro-
vides a trade-off, for example between the CRL size and false
positives [186], between RSU availability and V2V communi-
cation [187], and between CRL size and PKI complexity [188].
The suitability of a method depends on the given scenario and,
in particular, on the underlying infrastructure constraints and to
what extent false positives can be tolerated in the given scenario.

7. Gap Analysis and Roadmap for Future Work

Having described the security and privacy requirements and
existing solutions, this section identifies important open chal-
lenges whose resolution will allow a significant step towards the

development of secure and privacy-preserving automotive appli-
cations and platforms, and their adoption in real-life settings.

Data collection. Most automotive applications require data col-
lected by sensors and ECUs. For example, an intersection col-
lision warning application (AP15 in Table 5) typically needs
information about the current location, speed, heading, and ac-
celeration of the host and surrounding vehicles. However, a large
body of research on V2V and V2I communication implicitly
assumes that in-vehicle data has been collected and are ready to
create messages (Section 6.2). Current solutions, such as OBD
adapters or manufacturers’ dedicated interfaces, introduce secu-
rity and privacy risks (Section 5.4) in addition to barriers to fair
competition. Therefore, the main challenge is to devise novel
approaches and techniques to securely collect data from sensors
and aggregate them in such a way that security and privacy goals
(Section 5.2) are ensured. Privacy-aware data collection is of
utmost importance for the adoption of VANET applications in
countries with a stringent privacy legal framework. This is the
case, for instance, for EU countries where the newly introduced
General Data Protection Regulation (GDPR) imposes stringent
requirements on the collection and processing of personal data.

OTA updates. Our analysis shows an increasing body of re-
search focusing on enabling OTA updates in the last years (Sec-
tion 6.1). OTA updates can bring great value in terms of low cost
and customer convenience compared to the traditional over-the-
wire updates. However, enabling secure and safe OTA updates
is challenging. It must satisfies several constraints, including the
long life cycle of vehicles, safe update conditions, and recovery
from failed updates. In addition, it involves many components
such as servers, wireless communication interfaces, gateways,
protocols, HSM, etc. Even the more comprehensive schemes
like the one presented in [134] do not provide the necessary
infrastructure or do not meet all constraints. The challenge is
to design OTA schemes that encompasses all necessary compo-
nents while satisfying all demands of automotive systems.

Resilient in-vehicles network. As discussed in Sections 5.4
and 6.1, CAN has intrinsic weaknesses. Ethernet is a promising
replacement for CAN. Although Ethernet has already been de-
ployed in vehicles for diagnosis and as backbone for in-vehicle
network [34], questions concerning its security and privacy
still remain open: Can Ethernet solve the issues of CAN and
FlexRay? Does it introduce new weaknesses? What are the im-
pacts of Ethernet on applications, platforms, and other security
mechanisms? Overall, we believe that more development and
evaluation of alternatives to CAN technology (such as Ethernet)
are needed before it can be replaced.

At the moment, CAN remains the most common technol-
ogy for in-vehicle networks and will likely remain over the
next decade [31]. Therefore, in the meantime, we must rely on
security measures built on top of CAN, for example, gateway
firewalls and intrusion detection systems. We envision that these
measures should remain applicable even when CAN has been re-
placed, because replacing CAN will not likely solve all security
and privacy issues.
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Gateway firewall. Some applications (e.g., AP8, AP12–AP14
in Table 5) require cross-domain communication. This intro-
duces the risk of unauthorized applications sending messages
to safety-critical networks. This risk has been demonstrated
in [6, 39], where CAN messages can be sent from compromised
infotainment systems. An automotive firewall could prevent or,
at least, limit these attacks. Nevertheless, as discussed in Sec-
tion 6.1, building automotive gateway firewalls is challenging
and more development and testing are needed.

Intrusion detection and response. Preventive mechanisms are
not perfect, and we should prepare for the situation in which
some attackers can bypass them. Detecting and responding to
threats are therefore of utmost importance.

Among existing detection mechanisms, intrusion detection
systems appear to be the most promising solution. Our anal-
ysis of the literature has revealed two main types of intrusion
detection systems for vehicular systems: signature-based and
behavioral-based. While providing detection at high accuracy,
signature-based systems are not able to detect unknown attacks,
making such systems unsuitable for the protection of in-vehicle
systems and VANETs, where the exposure to new security
threats is constantly increasing. On the other hand, behavioral-
based intrusion detection systems can detect both known and
unknown attacks but usually suffer a high false positive rate. A
key challenge for the design of behavioral-based intrusion detec-
tion systems is the understanding of the normal communication
patterns, which is complex for both in-vehicle networks and
VANETs. Especially since protocols for in-vehicle networks,
such as CAN, minimize the information exchanged in messages
to reduce communication overhead. Also, in VANETs behaviour
shows high heterogeneity and variability, which makes it diffi-
cult to distinguish attacks from extreme, but legitimate, driving
situations.

A main desideratum of anomaly detection is that alerts are
actionable. In particular, an intrusion detection engine should
provide the information necessary to understand what caused
an alert. This allows one to distinguish false positives (e.g.,
extreme events looking like attacks) from real attacks as well
as to decide a proper response to the alert. White-box intrusion
detection [199] can provide a viable solution for vehicular net-
works and recent work [184] has applied them in the context of
VANET communication. Although the results are promising,
more research efforts are required to build accurate behavioral
models and, in particular, to select features suitable to capture
normal communication patterns. We believe that this requires a
multi-disciplinary approach that accounts for driving style, road
type and weather conditions.

How to respond to the detected attacks is another critical
challenge because the response can directly affect safety. Iden-
tifying the system components that exhibit symptoms of attacks
(such as unresponsive brakes) is not sufficient to safely respond
to attacks; response mechanisms should also identify and iso-
late the source of attacks (such as a telematics subsystem or
a connected smartphone) and take a suitable response based
on surrounding context. As a consequence, existing response
mechanisms often require a large amount of information on the

attacks (i.e., severity of attacks), the operational status of the ve-
hicle, and the environment. However, as discussed earlier, data
collection in vehicles is still an open problem. Research on grace-
ful degradation [200], automatic collision avoidance, and other
ADAS applications could provide insights into how to respond in
dangerous situations. However, these research areas are mainly
concerned with unintentional faults and accidents. An interest-
ing direction is, thus, to investigate how research results in these
areas can be adapted to deal with (intentional) security attacks.

PKI solutions for VANETs. The use of digital signatures and
PKIs for VANETs has been widely researched and standard-
ized. We believe that this solution is more mature compared to
its alternatives. Nevertheless, there is a gap between existing
academic research and large scale testing of vehicular PKI. We
believe that further analysis and experiments are needed to dis-
cover and resolve potential issues which often occur in complex
systems such as VANETs, including ambiguous specifications
in standards, interoperability among equipment of different ven-
dors, scalability, and the roles of different stakeholders in the
PKI. In addition, there are still open questions regarding CRL
distribution, pseudonym change strategies, misbehavior detec-
tion etc., which can hinder the transition of PKIs to practice.
As discussed in the previous section, existing methods make
a trade-off between different aspects (e.g., false positive rate,
CRL size, PKI complexity). However, we observed a lack of
evaluation and comparison among existing methods and their
feasibility. Further research is needed to understand and evaluate
such trade-offs within VANET scenarios.

Open multi-purpose application platform. Commercial in-vehicle
platforms currently either support only one specific type of ap-
plications or are closed platforms (Section 4.2). In addition,
they do not have built-in support for data collection and secu-
rity mechanisms, such as gateway firewall, OTA updates, and
intrusion detection. An open challenge is to build and deploy an
application platform such that:

• It can support applications of heterogeneous characteris-
tics, including different functional domains, safety levels,
levels of driver involvement, connectivity, and time con-
straints (Section 3.1).

• It can support data collection to enable applications and
security mechanisms such as intrusion detection and mis-
behavior detection for both in-vehicle networks and VANETs.

• It is open with respect to application distribution and plat-
form development. This will promote transparency and
encourage fair competition among application developers.

• It can enforce separation of concerns while allowing de-
sirable interaction among applications. This requirement
is fundamental to build a safe and secure platform.

8. Conclusion

This paper provides an analysis of the security and privacy
challenges in the automotive sector with the goal of driving
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research and development of security and privacy solutions suit-
able for intelligent connected vehicles. We find that, despite
much work in the area, there are several open challenges.

By studying automotive applications and platforms and com-
paring their security and privacy requirements with the state of
the art of related security and privacy solutions, we establish
key gaps in areas such as: data collection, automotive Ethernet,
gateway firewall, intrusion detection and response, and PKI for
VANET. We believe these gaps hinder societal acceptance, and
thus the deployment of connected vehicles at large scale.
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