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Abstract—In the context of vehicular networks, certificate
management is challenging because of the dynamic topology and
privacy requirements. In this paper we propose a technique that
combines certificate omission and certificate pre-distribution in
order to reduce communication overhead and to minimize crypto-
graphic packet loss. Simulation results show that this technique is
useful to improve awareness quality during pseudonym changes.

Keywords—Pre-distribution, certificates, omission, pseudonym
change, security, VANET.

I. INTRODUCTION

Applications of vehicular communication are built upon
local wireless broadcast messages. These messages are used
to create cooperative awareness and to enable event notifi-
cation and information dissemination among vehicles. Some
applications can have influence on safety of life systems in
vehicles and therefore need strong security. The leading stan-
dardization efforts in this domain specify digital signatures and
dedicated public key infrastructures to provide authentication
and integrity of all messages [1], [2].

Adding security through the pervasive use of digital sig-
natures does have an impact on the usage of bandwidth
and computational resources. The choice of a suitable digital
signature scheme is the main option for minimizing these
costs. The increase of bandwidth overhead, however, depends
not only on the choice of a digital signature scheme but
more importantly on the distribution method of certificates. A
deficiency in optimizing bandwidth usage leads to an increase
of packet collisions in the wireless channel, and thus, can cause
degradation of service quality for all applications, including
safety-of-life applications.

Typically, a sender is expected to bundle all relevant
certificates of a trust chain with each signed message. This
allows recipients to fully validate the message. However, this
creates a significant bandwidth overhead. Alternatives are on-
demand requests of missing certificates or omission schemes
that determine a frequency of omitting certificates. These two
approaches are not mutually exclusive; for instance, IEEE
1609.2 [2] and ETSI ITS [1] allow both techniques as well
as their combination. A number of omissions schemes have
been proposed, e.g. POoC [3], NbCO [4], and CbCO [5]. The
fundamental trade-off, however, is the introduction of cryp-
tographic packet loss in the form of unverifiable packets [5].
Omission schemes need to balance the intended decrease of

network packet loss (NPL) as a result of fewer collisions in the
communication channel against the unintended introduction of
cryptographic packet loss (CPL).

We propose to combine omission schemes with pre-
distribution as a technique to reduce CPL while maintaining
the benefits of omissions schemes. Pre-distribution anticipates
the need for certificates and disseminates them proactively.
Needs for certificates arise through the arrival of new vehicles
in a geographic region, or through a switch of cryptographic
identities with the intention of breaking linkability of vehicle
movements over extended periods of time. We consider two
utility classes of pre-distribution techniques, geographic and
temporal pre-distribution, as these are the dimensions that
define the reasons for pre-distribution to be effective.

In the following section we present the related work. In
Section III we discuss simulation results that demonstrate the
benefits of the certificate pre-distribution technique. Finally,
Section IV concludes the paper with directions for future work.

II. RELATED WORK

Predictive pre-distribution of certificates, to the best of our
knowledge, was not proposed as a technique for certificate
management in Vehicular Ad hoc Networks (VANET). Cer-
tificate distribution itself, however, is a well known challenge
for public key infrastructures. The classic solution of delivering
certificates is to include them with the signed messages. This
method is commonly known in the context of S/MIME [6],
where the size of messages is not a critical attribute. The alter-
native PGP/MIME [7] solution uses key servers as repositories
of key material and web-of-trust information, which substitutes
the canonical chain-of-trust model of certificates.

Vehicular communication is much more sensitive to band-
width consumption than email delivery on the Internet. Ad-
ditionally, the chances of not having connectivity to third-
party resources such as key servers is much higher. Even if
availability of key servers could be assumed, the round-trip
time would be expected to be much higher than local wireless
communication. Therefore, the direct exchange of certificates
through ad-hoc networking channels is preferred over remote
infrastructure access for vehicular communication.

An area of intense research considers alternative trust
and authentication methods that do not require the exchange
of explicit certificates. Identity-based signatures have been



proposed for use in VANET [8] and could eliminate the
need for certification. A shift to attribute-based anonymous
authentication [9] could similarly eliminate the need for
certificates. However, operational aspects such as the speed
of cryptographic primitives make these schemes unsuitable
for applications in pure vehicular ad-hoc networking [10].
Assistance through road side units (RSU) could mitigate some
of these issues [11], [12], but the uncertain availability of
such additional infrastructure precludes consideration of such
proposals in current standardization efforts.

Implicit certificates, e.g. ECQV [13], allow the reconstruc-
tion of a certified public key from the public key of a certificate
authority, a chosen identifier, and implicit certification data.
This can save a considerable amount of bandwidth, but does
not remove the need to exchange certification data. In this
work we do not consider compression of certificate data or
exploitation of network communication effects. This includes
techniques such as Fountain or Erasure codes, which have been
proposed in the area of certificate revocation list distribution in
VANET [14]. We consider the question of such encoding tech-
niques to be orthogonal to the question of sending certificate
material.

A major concern about pre-distribution of certificates is
the impact on privacy through the potential reduction of un-
linkability. The use of strong cryptographic identifiers creates
traceability that exceeds the intention of creating local short-
term cooperative awareness among trusted entities. To avoid
tracking of vehicles locations, which indirectly represents
personally identifiable information of the driver, it is expected
that vehicles will receive a set of pseudonymous identifiers
that can be changed unpredictably to avoid linkability beyond
a short period of time.

Pseudonym change strategies are still a matter of active
research [15]. Uncertainties exist about the achievable privacy
level in terms of attacker uncertainty, especially under con-
sideration that a core service of vehicular communication is
the exchange of precise location and trajectory information to
create local short-term traceability. Multiple studies [16], [17],
[18] have shown that linkability can be achieved even when
changing the pseudonym for every message, simply due to the
interpretation of position and trajectory information.

Proposals have been published to artificially create un-
certainty for observers by introducing errors in the position
information [19] or to establish mix zones with silent peri-
ods [20]. This, however, might create severe disruptions in
service quality for applications that rely in precise data quality.
Levèfre et al. [21] have shown in the context of intersection
collision avoidance that pseudonym changes with silent periods
can cause drastic degradation of service quality. It appears
plausible that open announcements for locally synchronized
pseudonym changes [22] might be a solution to avoid degra-
dation of service quality. This could even include a period
of RSU-assisted or group-based encrypted communication to
preserve unlinkability [23], [24]. Yet, it is unclear if the
volatility of VANET topologies allows groups to be sufficiently
stable or if road-side units can realistically be assumed to be
available pervasively enough.

In this paper we rely on the assumption that local short-
term linkability is unavoidable, and is in fact a central goal

Parameter Value
Field size 2.5 km x 1 km
MAC 802.11p, 6 MBit/s
Fading Rayleigh
Pathloss Two-ray ground
Noise Additive
Simulation runs 5
Transmit power 20 dBm
Beaconing frequency 10 Hz
Payload Size 50 Bytes
Number of nodes 300

TABLE I. SIMULATION PARAMETERS

Parameter Value
PKAlgorithm nistp256
ECC Key Type compressed
Single Cert Size 140 Bytes
Signature Size 65 Bytes

TABLE II. CRYPTOGRAPHIC SETTINGS

of vehicular communication. As we limit our proposal to
local one-hop dissemination and to very short-term temporal
prediction, we expect to not create any significant loss of
unlinkability.

III. EVALUATION

A. Simulation setup and assumptions

To perform the simulations we used the JiST/SWANS [25]
software with extensions by Ulm University1. In addition to
that, we have developed our own extensions to support pre-
distribution of certificates. We generated a 2.5 km by 1 km
map using VanetMobiSim [26] and we defined vehicles driving
from two starting points towards a single intersection and
moving away again in four directions. Using this setup we
can simulate different stages of congestion.

In the simulation we only consider the transfer of beacon
messages over one radio channel. Beacon messages, such
as Basic Safety Messages [27] or Cooperative Awareness
Messages [28], are not the only messages types expected in
vehicular communication, but we assume that these messages
dominate the load. We configured the 802.11p communication
channel at 6 MBit/s with a fixed transmission power of 20
dBm. The basic parameters for our simulation are in line with
previous works by Schoch et al. [4]. A summary of relevant
parameters is given in Table I.

For the format of beacon messages we follow the Basic
Safety Message (BSM) format as specified in SAE J2735 [27],
delivered as a 45 bytes DER encoded payload in a IEEE
1609.2 data message [2]. Optional Part II attributes of the
BSM format or optional parts of the 1609.2 message format
are not considered. The security services specified in IEEE
1609.2 offer different options for the cryptographic additions
to messages. We selected the compressed representation of
nistp256 keys and signatures. Chains of certificates are not
considered. A summary of the cryptographic additions to our
simulated messages is described in Table II.

The total size of messages depends on the added crypto-
graphic material. Adding a payload of 45 bytes for the BSM
and 5 bytes for headers to the cryptographic material will
result in messages of 115 bytes when omitting the certificate.

1Website: http://www.vanet.info



Parameter Value
Certificate omission scheme CbCO
Attachment strategy Large packets & Omission gaps
Extra hops 1
Maximum of certificates 1
Percentage of certificates in omission gaps 50%
Temporal period 20 beacon cycles

TABLE III. PRE-DISTRIBUTION SETTINGS

For every extra certificate the message size increases by 140
bytes. The beaconing rate in the simulations is fixed at 10 Hz,
as suggested by SAE J2735 [27]. The pseudonym change is
simulated between the first 60 and 65 beacon cycles, as this
is a time when the Awareness Quality (AQ) [29] is relatively
stable.

AQ measures the percentage of known surrounding vehi-
cles over the total number of vehicles that should be known
based on location and communication range. The sample rate
for the collection of AQ measurements is fixed at 1 beacon
cycle period, which corresponds to 100 milliseconds in our
scenario.

For pre-distribution we have selected settings as shown in
Table III. Additional certificates that are pre-distributed can
either be added to messages already carrying certificates, thus
generating extra large packets, or can be added to messages
that do not have a certificate as a result of the certificate omis-
sion scheme, thus disseminating certificates in the omission
gaps. In our simulations a maximum of one extra certificate is
added to messages, and we only do one-hop distribution.

B. Simulation results and discussion

As mentioned before, we analyze two utility classes
for pre-distribution, namely geographic and temporal pre-
distribution. Geographic pre-distribution disseminates neighbor
certificates while temporal pre-distribution disseminates future
pseudonyms for a specific period before the actual pseudonym
change. Vehicles receiving certificates cannot make the dis-
tinction between neighbor certificates or future pseudonyms.

Figure 1 shows the AQ of the vehicles in our scenario
with and without geographic pre-distribution applied. Geo-
graphic pre-distribution shows little improvement at this time,
but several improvements are possible such as disseminating
certificates over multiple hops or only distributing certificates
of vehicles heading to a certain geographical region. Privacy
implications of these improvements should be carefully stud-
ied. It is worth noting that geographic pre-distribution does not
perform worse than the default dissemination of beacons.

Pre-distribution becomes more effective in the stage when
vehicles change their pseudonyms. To show the effectiveness
of pre-distribution, we first analyze the effects of pseudonym
changes on AQ. Figure 2 shows the AQ over time with and
without temporal pre-distribution applied. The first step is to
simulate a pseudonym change for all vehicles between 60
and 65 beacon cycles, without using any pre-distribution. Our
simulation uses the Congestion Based Certificate Omission
scheme (CbCO) [5] to decrease the NPL and minimize CPL.
The graph shows an increasing AQ in the first 14 beacon
cycles up to a level where it stays relative constant. These
first 14 beacon cycles do not have decent AQ levels yet as this
can be considered the initial period in which vehicles receive
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Fig. 1. Awareness quality without and with geographic pre-distribution (Large
packets)
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Fig. 2. Awareness quality without and with temporal pre-distribution (Large
packets)

neighbor certificates, much like the first deployment of the
V2V infrastructure. As this only happens at the deployment
time, any negative effects in this period can be ignored as it
does not affect safety.

In the period where the pseudonym change is performed
for all vehicles, AQ drops significantly since all vehicles
receive new identities which were previously not known to any
neighbor. In order to increase AQ, these new identities need to
be redistributed among as much neighbors as possible. Figure 2
shows that approximately 25 beacon cycles are needed to reach
the previous AQ level.

The next step is to enable temporal pre-distribution, in
which the future pseudonym is attached to existing certificates
20 beacon cycles before the pseudonym change. Thus, in the
period from 20 beacon cycles before the pseudonym change
up to the actual pseudonym change, certificates are attached
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Fig. 3. Awareness quality without and with mix pre-distribution (Large
packets)

based on the CbCO scheme. If this scheme requires attaching
a certificate to the original message, the future pseudonym is
attached as well. As shown in Figure 2, this technique results in
a smaller drop of AQ at the point of the pseudonym change to
about 50%. The AQ reaches the previous level in one or two
beacon cycles, performing much better than the pseudonym
change without pre-distribution.

As noted before, vehicles receiving certificates cannot
make the distinction between neighbor certificates and future
pseudonyms. Mixing these two techniques creates a higher
level of privacy, although full privacy is not desired for local
tracking.

Figure 3 shows the mix between geographical and tem-
poral pre-distribution. Geographic pre-distribution is applied
in the first beacon cycles up to 20 beacon cycles before the
pseudonym change. At that point, either a future pseudonym
or an existing neighbor certificate is pre-distributed randomly.
After the pseudonym change, the scheme switches back to
solely geographical. Due to the scheme more neighbors certifi-
cates and less pseudonyms are distributed. Therefore, the mix
scheme reaches previous AQ levels slower than the temporal
scheme, as shown in Figure 3.

For the simulations discussed above, we added certificates
to messages already carrying a certificate, creating large pack-
ets. However, another option is to add certificates to messages
without certificates, the so-called distribution in omission gaps.
Distributing certificates in all omission gaps would not yield
any effect as it neutralizes the effect of the omissions on the
CPL. We have chosen to simulate the addition of certificates
in omission gaps on a 50% basis. Further studies are required
to investigate optimal strategies.

Figure 4 shows the AQ of vehicles with and without pre-
distribution in omission gaps, while using the mix scheme
for pre-distribution. The first period of the graph shows an
improvement of AQ with pre-distribution. Distributing certifi-
cates in omission gaps results in a lower omission rate and,
especially for the first period, this leads to significantly higher
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Fig. 4. Awareness quality without and with mix pre-distribution (Omission
gaps)

AQ. However, not taking into account the first period, we
notice that the combination of omission gaps and mix scheme
almost reaches the same result obtained with pure temporal
distribution for large packets. The AQ drops to almost 80%
and rises quickly to its previous level.

The use of the mix scheme, in which neighbor certificates
and pseudonyms are combined, seems more efficient for the
distribution of certificates in omission gaps. However, the main
idea of using omissions is to reduce the amount of certificates
sent. Sending certificates in omission gaps, however, increases
the number of certificates that need to be sent, compared to
sending large packets with extra certificates. Future research
could indicate up to which level of congestion it is better to
use omission gaps instead of large packets.

IV. CONCLUSION AND FUTURE WORK

To ensure authenticated and pseudonymous V2X commu-
nication, certificates are appended to every location beacon
sent. This generates a significant communication overhead,
especially in terms of certificate management. To tackle this
issue, we proposed a new technique that combines certificate
omission and certificate pre-distribution. Simulation results
demonstrated that pre-distribution of certificates does not
eliminate cryptographic packet loss entirely. However, this
technique can significantly reduce cryptographic packet loss
caused by pseudonym changes while driving. Moreover, the
introduction of certificate pre-distribution should be possible
without requiring deep changes to existing architectures for
certificate management in vehicular communication. As such
we expect to see further practical evaluations of this technique
to minimize service quality reductions due to the addition of
security and privacy in vehicular communication.

As we limited the pre-distribution techniques to one-hop
dissemination, the first future work is the evaluation of multi-
hop dissemination. This will require more careful scoping rules
to avoid wasteful usage of bandwidth, and a close investigation
of privacy aspects. Indeed, wide-scale pre-distribution might



improve tracking capabilities of attackers that would otherwise
have gaps and uncertainties in their coverage.

Another future work is the investigation of out-of-band
channels, as in this paper, we exclusively considered certificate
pre-distribution in-band within the same 802.11p communi-
cation channel. Alternative communication channels, possibly
with different performance attributes, could be used to predic-
tively maintain caches of certificates needed by vehicles.
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